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Bhutan is an emerging country with transitioning economy with a vision to become an 
ICT knowledge-based information society. Many government organizations, 
businesses and individuals are adopting the Internet for day to day operations and 
activities. With increasing dependency on information systems, networks, and the 
Internet; securing and protecting Bhutan’s cyberspace from malicious attackers and 
cyber criminals is a serious concern.  
Few scholarly studies related to cybersecurity have been conducted in developing 
countries. No scholarly and empirical research has been conducted in Bhutan to 
understand how the government is addressing and managing cybersecurity. This has 
resulted in a critical knowledge gap that must be addressed urgently through empirical 
research to guide government policy makers, security professionals and practitioners 
to develop and implement cybersecurity program. This thesis investigates the 
development and implementation of cybersecurity policies and practices in 
government organizations in Bhutan. 
A sequential mixed methods research design was employed to collect primary data on 
cybersecurity risks, effectiveness of cybersecurity policies and practices, and 
perceptions of cybersecurity in government organizations. The research also used 
secondary data sources such as government reports, print and social media, to validate 
the results of the research study.  
The findings suggest that government organizations in Bhutan are vulnerable to 
cybersecurity risks, such as malware and hacking, and that they lack adequate 
knowledge and awareness of cybersecurity, cybersecurity policies and procedures, 
technical controls, and incident response capabilities. Furthermore, the evidence 
iv 
suggests that the use of pirated software and expired security products in many 
government organizations is rampant and offsets the effectiveness of technical 
measures. 
Based on the research findings and analysis, a government cybersecurity framework 
is proposed, highlighting the key areas necessary for improving cybersecurity in 
government organizations. It is hoped that the outcomes and findings of this research 
will benefit other ICT emerging countries. 
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 Chapter 1: Introduction 
 
1.1 Overview 
The Internet has become an integral part of human progress and daily activities. People 
depend on the Information and Communication Technologies (ICTs), such as 
computers, mobile, and laptops, for e-shopping, e-learning, and e-communication. 
Social media, such as Facebook and Twitter have helped to build relationships, post 
messages on current developments, raise political dissents, and garner social and 
political supports.  
For governments, the Internet has become a tool to promote and further national 
interests. Governments across the globe have embraced the Internet for socio-
economic and human developments. Some governments are leveraging the Internet 
for socio-economic growth, while others are using it for promoting good governance. 
Still others are adopting the Internet for bridging the digital divide and empowering 
societies (D. O. Initiative, 2001; Internet Society, 2016; Sayo, Chacko, & Pradhan, 
2004).  
Organizations and business entities are heavily reliant on ICT systems, networks and 
the Internet for e-business and e-commerce. Companies rely on reliable information 
for strategic and operational decision making, to improve productivity, and to maintain 
their competitiveness in the volatile and dynamic cyber world.  
As a result, computers, information systems, and networks that create, process, store 
and transact information electronically have become important assets of organizations 
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(Dey, 2007; Dhillon & Backhouse, 2000; Gerber & Von Solms, 2001; Lainhart IV & 
John W, 2000; R. Von Solms, 1999; Whitman & Mattord, 2003). Undeniably, the 
Internet and ICTs have become a “critical national resource for governments, a vital 
part of national infrastructures, and a key driver of socio-economic growth and 
development” (Klimburg, 2012).  
Therefore, the Internet plays an important role in the economic, political, cultural, and 
social developments of nations. The immense benefits that Internet has on health, 
education, financial services and agriculture are well documented both in developed 
and developing countries (Evans, 2011; Internet Society, 2016; Marcus & Wong, 
2016). The Internet and related technologies are the foundation of the digital economy 
(OECD, 2015).  
While the Internet has transformed all aspects of governments, businesses, and 
societies; the increasing dependency, has heightened the importance of cybersecurity. 
Cybersecurity concerns the “technologies, processes, and policies that help to prevent 
and/or reduce the negative impact of events in cyberspace that can happen as the result 
of deliberate actions against information technology by a hostile or malevolent actor”  
(Clark, Berson, & Lin, 2014, p. 2). Cybercriminals and malicious attackers are 
constantly targeting information systems, networks, and critical infrastructure to steal 
financial, personal, and business information.  
Cybersecurity has implications to both developed and developing countries regardless 
of economic maturity, technology development, and security infrastructure. Large-
scale data breaches due to cybercrimes and cyberattacks can threaten  economic and 
national security. Bissell (2013) suggests that cybercrimes are rising at an alarming 
rate and pose a significant risk to national security and economic stability. For 
example, the cost of cybercrime in Kenya, a developing country in Africa, was 
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estimated to be US $175 million in 2016, an increase from the US $150 million 
reported in 2015 (SERIANU, 2016a, 2016b). A study by the Center for Strategic and 
International Studies suggested that the annual global cost from cybercrime is more 
than US $400 billion (CSIS, 2014). In fact, the cost of cybercrime incidents in the 
world has gone from US $3 trillion in early 2015 and is projected to increase to US $6 
trillion by 2021 (Morgan, 2016). Consequently, the large-scale data breaches, 
insecurity about the use of confidential data, and other online threats  erode trust and 
confidence in information systems, networks and the Internet (Internet Society, 2016; 
Sund, 2007). 
ICT emerging countries are facing a greater challenge than developed economies for 
multiple reasons. Firstly, cybersecurity capability lags ICT adoption and 
implementation in many developing countries. According to ITU’s ICT Facts and 
Figures 2015, of 3.2 billion people connected to the Internet, 2 billion Internet users 
were from developing countries (ITU, 2015). Likewise, global mobile-cellular 
subscriptions reached almost 7 billion people in 2014, where 3.6 billion users were 
from Asia-Pacific countries (ITU, 2014). The consequence of rapid Internet 
penetration means more devices and users are exposed to cybersecurity risks. Thus, 
organizations and individuals’ adoption and reliance on technology substantially 
outpaces their general ability to keep them completely safe and secure. 
Secondly, many governments in ICT emerging countries are implementing ICT-based 
systems and are so reliant on the Internet to provide e-government services, online 
businesses, banking and finance services, and e-learning. Implementing Internet-based 
information systems and networks means creating more avenues to attack. 
Thirdly, the openness and borderless nature of the Internet enables cybercriminals and 
attackers to harm ICT emerging countries from anywhere, anytime across the world. 
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Developing economies have become the targets as well as sources of cyber threats and 
malicious cyber activities (P. Institute, 2012; Ponemon Institute, 2017; Symantec, 
2013). For instance, in 2012, developing economies, such as Pakistan, Egypt, and the 
Philippines were ranked amongst the top ten countries hosting and initiating malicious 
activities, without the consent of the owner of compromised computer (Symantec, 
2013, p. 123). Moreover, developing countries, such as South Africa, India and Brazil, 
are likely to experience a material breach involving more than 10,000 stolen records, 
containing personal and sensitive information about consumers (Ponemon Institute, 
2017).  
Finally, ICT emerging countries face a greater cybersecurity challenges owing to 
fewer cybersecurity professionals, lack of awareness and limited technical resources 
to combat cybercrimes and cyber-attacks (Ellefsen & Von Solms, 2010; Marsh & 
McLennan Companies, 2017; Sund, 2007).  
1.2 Research Context 
Bhutan introduced the Internet in June 1999 and has seen substantial growth in the 
adoption and use of the Internet within the country. According to the Annual Info-
Comm and Transport Statistical Bulletin, the proportion of Internet users increased 
from 35 users in 2004 (0.006%) to 455,656 users 2015 (61.15%) (MoIC, 2016). 
Likewise, the proportion of mobile subscribers has increased from 18,995 subscribers 
(3.7%) in 2004 to 67, 5747 subscribers (87.06%) in 2015 (MoIC, 2016).  
Mobile phones and connectivity to the Internet are now commonplace. For example, 
the Bhutan Living Standard Survey, 2017, reported that about 97% of households have 
access to mobile phones. On average,  households contain 2.3 mobile phones  (RGoB 
& The World Bank, 2017). Furthermore, 58% of households have Internet 
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connections; of those, 99% are mobile Internet. Globally, the proportion of households 
with Internet access at home increased from 18% in 2005 to 46% in 2015 (ITU, 2015). 
These numbers suggest that Bhutan has adopted the Internet faster than the Global 
average. 
Considering the criticality of the Internet, the Royal Government of Bhutan (RGoB) 
has recognized the ICTs as a foundation of a knowledge-based society (MoIC, 2003, 
2013a; RGoB, 2006b, 2016). This recognition is manifested in Bhutan’s ICT vision to 
become “an ICT-enabled, Knowledge-based Society as a Foundation for Gross 
National Happiness” (MoIC, 2013a). Specifically, Bhutan sees ICTs and the Internet 
as potential tool to improve economic growth and enhance good governance (MoIC, 
2003, 2013); to overcome geographical barriers and demographic challenges (Tobgay 
& Wangmo, 2008; Whalley, 2004); to bridge the digital divide between urban and 
rural areas (Gyabak & Godina, 2011; Kezang & Whalley, 2007; UNDP, 2002); and 
empower communities through rural development (L. Y. Dorji, 2007; Pradhan, 2007). 
However, as an ICT emerging country, Bhutan faces its own cybersecurity challenges 
with cases of cyberattacks and cybercrimes frequently reported in print and social 
media. The security breach that happened to banking sector is a classic example of 
cybersecurity breach. The Bank of Bhutan was exposed by fraudsters with a fake e-
mail purportedly sent from the Royal Audit Authority, Bhutan, resulting in the 
transfer of 16 million (in Bhutanese currency) to three different accounts in India, 
Malaysia and Thailand (Gyeltshen, 2016).  
The cybersecurity risks and threats to government organisations and individuals from 
cyberspace is underscored in Bhutan’s E-Government Master Plan (MoIC, 2013a), 
which states: 
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“With vision of an ICT enabled information society and with 
increasing ICTisation taking place, our dependence on these ICT 
systems and services is growing by the day. Consequently, the 
inherent threats of the cyber world would have not only become a 
reality but a real danger to our daily lives.”  
In addition, the ITU’s report on the Assessment of Bhutan’s Computer Incident 
Response Team (CIRT) highlighted Bhutan’s lack of necessary capabilities and 
competencies in dealing with cybersecurity incidents even at the level of government 
organizations. The report noted that cases of cyber incidents were dealt in ad-hoc 
manner by computer related department without proper procedure and documentation 
on how these incidents were investigated, analysed, and remediated. Hence, the need 
to establish incident response team was recommended to the government of Bhutan 
as a priority initiative to improve cybersecurity (ITU, 2012). 
While the literature review suggests several approaches, models and frameworks for 
cybersecurity, primarily developed and recommended by national governments 
(mainly US and UK) and international organizations, to assist nations in developing 
and implementing cybersecurity program; however, there exists few empirical studies 
conducted to understand how developing countries have addressed and managed 
cybersecurity (Alfawaz, May, & Mohannak, 2008; G. R. Karokola, 2012; Newmeyer, 
2014; Tagert, 2010).  Notwithstanding the general reports submitted by the 
international organizations and consultants, yet no previous empirical research related 
to cybersecurity has been conducted in Bhutan. Hence, there exists a critical 
knowledge gap that must be addressed urgently through empirical research to guide 
the government’s policy makers, security professionals and practitioners in developing 
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and implementing a cybersecurity program to take advantage of cyberspace for the 
benefit of nation and society. 
Therefore, this thesis addresses cybersecurity management and practices in developing 
countries, as they are experiencing transformative growth due to the rapid adoption 
and use of the Internet. Specifically, the research investigates cybersecurity 
implications to Bhutan, a landlocked and least developed country, but which is an ICT 
emerging country with transitioning economy that has vision to adopt and use ICTs to 
become knowledge-based information society. Primarily, the study focuses on 
Bhutanese government organizations as they are the major consumer and provider of 
ICT services in the country. 
1.3 Research Aim 
The purpose of this research is to investigate the current state of cybersecurity in 
government organizations with respect to policies, security awareness, incident 
response capabilities and technical approaches to secure and manage the information 
security and cybersecurity risks associated with ICT systems and devices.  
Research Questions 
The research will address the following question to achieve the research aim and 
objectives: 
 How is Bhutan managing cybersecurity challenges due to rapid adoption and use of 
ICTs and the Internet in the country?  
This broad research question will be investigated by exploring the following sub 
questions: 
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1. What is the current cybersecurity threats or risks facing government 
organizations? 
2. What are the current cybersecurity policies and practices developed and 
implemented by government organizations in Bhutan to manage 
cybersecurity? 
3. What are the perceptions of cybersecurity implementation in government 
organizations? 
4. What are the critical factors that can improve cybersecurity in government 
organizations? 
These questions will be answered by analysing and interpreting the primary data 
collected through the empirical survey and interview methods.  The survey and 
interviews methods used in the research will be guided and informed by the review of 
current studies and approaches developed and implemented by developed and 
developing nations, technologically advanced industries, and international 
organizations. Primarily, the research involves understanding the current 
cybersecurity issues and challenges facing government organizations; identification 
and assessment of cybersecurity policies and practices to address cybersecurity 
problems; investigating the perceptions and behaviours towards cybersecurity; and 
determination of key factors that are relevant and appropriate to Bhutanese cyber 
environment.  
1.4 Research Design 
This study employed a sequential mixed methods research design, which combines 
both quantitative and qualitative methods.  Combining quantitative and qualitative 
methods provides broader perspectives and better understanding of research problems 
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than either approach alone (Creswell, 2014; Johnson & Onwuegbuzie, 2004; Johnson, 
Onwuegbuzie, & Turner, 2007).  
The research began with a thorough review of the existing literature in the field of 
cybersecurity, specially concerning approaches related to cybersecurity policies and 
strategies, risk management, incident response capabilities, awareness and training, 
and security management frameworks and standards.  
Guided and informed by the findings of existing literature review, questions for online 
survey and face-to-face interviews were framed, reviewed, and piloted to ensure the 
appropriateness and correctness of the questions, including ensuring that ethical 
requirements are fulfilled.  
The survey questionnaire was, then, implemented using the online survey tool, Survey 
Monkey, and administered to 280 ICT professionals working in different government 
organizations. The survey phase was then followed by the face-to-face interviews with 
16 ICT professionals. The personal interviews with ICT professionals provided data 
and support understanding of human views, thoughts, and behaviours towards 
cybersecurity. The data collected were analysed and interpreted with respect to the 
research questions. Based on the research findings and analysis, a government 
cybersecurity framework is proposed, highlighting the key areas necessary for 
improving cybersecurity in government organizations. 
1.5 Research Significance 
This study will contribute to both theoretical and practical understanding of 
cybersecurity in the context of ICT emerging countries, especially small and 
landlocked countries like Bhutan.  Theoretically, the study will contribute to 
understanding and benchmarking of cybersecurity risks and threats to government 
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organizations in developing countries; understanding of cybersecurity policies and 
practices developed and implemented by government to counter the threats and 
managing cybersecurity; understanding of different security models, standards and 
frameworks and their suitability and adaptability to the cyber environment of 
developing economies; understanding of users views and opinions towards 
cybersecurity, and identification of key success factors that are essential to achieve a  
good level of cybersecurity and easily doable in practice without requiring huge 
investment and resources. Practically, the research analysis and findings will inform 
policy makers, security professionals and practitioners about the criticality of 
cybersecurity to country’s economic and social progress. The research will also guide 
them on the best course of actions to secure information assets and enhance confidence 
and security in the information society, including avoidance of pitfalls of developed 
nations by understanding the context and level of cyber maturity.  
1.6 Thesis Outline 
The purpose of this research is to address the problem of cybersecurity in government 
organizations and security challenges for emerging ICT nations. This thesis, is 
therefore, divided into six chapters: 
1) Chapter 1 provides a brief overview of the importance of the Internet to the 
socio-economic and human development and progress; describes 
cybersecurity challenges facing ICT emerging nations; and then discusses the 
research aim, questions, and contributions of this research. 
2) Chapter 2 provides description about Bhutan’s cyberspace and its evolution of 
ICT development in the country. It describes the key policy and infrastructural 
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development initiatives undertaken by the government, and cybersecurity 
challenges facing this critical asset of government organizations.  
3) Chapter 3 presents the literature review, which begins with discussion on the 
definition and nature of cybersecurity and related terminologies, followed by 
description of cybersecurity problems and risks facing both developed and 
developing economies. The chapter, then, provides description of theoretical 
approaches and methods for securing and managing cybersecurity, 
highlighting their strengths and weaknesses in ensuring the information 
security of protecting and preserving information integrity, availability, and 
confidentiality. The chapter also presents various security models, standards 
and best practices and their importance to information security management. 
The chapter concludes with an analysis of key findings and understandings 
from the literature review, and identifies some of the policies and practices of 
cybersecurity to be explored in this research. 
4) Chapter 4 present the research design and the argument for choosing the mixed 
methods that combines quantitative and qualitative research. Data collection 
methods, analysis and discussion of results are also presented. 
5) Chapter 5 describes the analysis of data from survey and interviews and 
presents the interpretation of the results including unexpected findings. These 
research findings are contrasted with other similar studies. 
6) Chapter 6 proposes a government cybersecurity framework based on the 
results and the key cybersecurity factors deemed important to achieve the 
desired level of cybersecurity posture in government organizations. The 
proposed framework can be used as broad cybersecurity framework to meet 
the security requirements and objectives of individual organization. 
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7) Chapter 7 draws the research to conclusion by recapitulating and discussing 
the research findings with research questions, reflecting on the strengths and 
weakness of the research, and the directions of the future research. 
1.7 Conclusion 
This chapter motivates the importance of investigating and addressing cybersecurity 
in the context of ICT emerging countries.  The chapter describes the research design 
and methods for data collection and analysis, and the research implications to 
government’s policy makers, security professionals and users. The organization of the 
thesis is presented as well. The next chapter presents the context and the rational for 




 Chapter 2: Bhutan’s ICT Development 
 
“ICT is a vehicle, not a sector. We need to look at ICT as the 
“empowerment” of people and society. This is why ICT is more 
important as content than technology. It is now the basis for 
progress in every sector. This is why ICT is a critical element of the 
information society.” 
- Ministry of Information and Communications, Bhutan 
 
2.1 About Bhutan 
2.1.1 Geodemography Information 
Locally known as Druk Yuel (the Land of Thunder Dragon) or Tsenden Koepe Jong 
(the land of Medicinal Herbs), Bhutan is a small landlocked country, situated in the 
southern foothills of Himalayas. See Figure 2.1 (below) for details. It is sandwiched 
between two most populated and powerful nations: China in the north and India in the 
south, east and west.  
Measuring roughly the size of Switzerland, its land area of 38,394 square kilometres 
is dotted with snow-peaked mountains and beautiful valleys carved by fast flowing 
rivers and streams. The land elevation rises from as low as100 metres above sea level 
in the south to over 7,000 metres in the north.  
Bhutan’s total population is currently estimated at 768,577 with a population density 
of 20 people per square kilometre (NSB, 2016a).  Bhutan is predominantly a Buddhist 
country and people mostly follow Mahayana and Vajrayana Buddhism.  




Figure 2.1: Location and Country Profile of Bhutan 
The Google image shows Bhutan located in the foothills of eastern 
Himalayas. The image in the front shows Bhutan’s 20 administrative 
districts. Country profile statistics from (NSB, 2016a). 
 
Though there are different communities and ethnic groups, people are largely divided 
into three major ethnic groups; namely Ngalops (people from west), Sharchops 
(people from east) and Lhotshampas (people from south). The Bhutanese people are 
known as Drukpas and they wear a unique traditional dress: gho (knee-length dress) 
for men and kira (ankle-length dress) for women, both secured at the waist by the 
keyra (belt).  
Bhutan is largely an agrarian society with more than 60% of population dependent on 
subsistence farming for their livelihoods (NSB, 2016c).  
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2.1.2 Political and Administrative System 
Bhutan existed as a sovereign and independent country. It was never colonized by any 
foreign power even though British ruled India until 1947, and China forcefully 
annexed Tibet in 1959 (Ura, 2001; Wangchhuk, 2017; Wangchuk, 2007). 
Prior to the monarchical system, the temporal ruler called Desi (regent) controlled 
Bhutan’s political, military, and economic activities, and the religious ruler called 
Jekhempo (abbot) controlled the religious activities. The monarchical system began 
only in 1907 when people of Bhutan unanimously enthroned Gongsar Ugyen 
Wangchuk as the first hereditary King of Bhutan. Since then, for more than 100 years, 
successive monarchs, who were selfless, wise, and benevolent, steered Bhutan towards 
economic prosperity, social well-being and happiness, and stronger national security.  
However, being cognizant of the political, economic, and social changes (e.g., 
democratic movement) outside Bhutan, and to meet people’s aspirations to have 
decision making powers on issues relating to their local communities, the fourth King, 
His Majesty Jigme Singye Wangchuk initiated several sweeping political and 
administrative reforms to transition Bhutan to a constitutional democracy. 
Administrative reforms such as the Dzongkhag Tshogdu (District Assembly) and 
Gewog Tshogde (Local Council) were established in 1981 and 1991 respectively. 
These reforms provided the leaders of local governments the chance to not only make 
decisions on plans and policies affecting local communities, but also have the financial 
authority to implement developmental activities at local government levels. The 
establishment of the Cabinet then followed this, in 1999, comprising of elected 
ministers and headed by the prime minister of Bhutan. In 2003, Bhutan began drafting 
the Constitution and subsequent consultations with the people until 2006 when His 
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Majesty 4th King suddenly abdicated his throne, and then enthroned the 5th King Jigme 
Khesar Namgyal Wangchuk.  
All these reforms culminated in Bhutan becoming the youngest constitutional 
democratic country, in 2008, with the election of majority new government of Druk 
Phuensum Tsogpa, and minor opposition of People’s Democratic Party. Although 
Bhutan’s political system is a multi-party system, only two parties make to the final 
round and the party winning the maximum votes forms government.  
Administratively, Bhutan is dived into 20 Dzongkhags (district administrations), 15 
Dungkhags (sub-districts) and 205 Gewogs (village blocks).  
The government of Bhutan comprises three main branches: executive, legislative, and 
judicial, which all function independently under the Constitution. The King is the head 
of state and the Prime Mister is the head of government.  
The Lhengye Zhungtshog (Cabinet Ministers) headed by the Prime Minister forms the 
executive branch. The ministries, departments, and autonomous bodies form the 
central government to execute the plans, policies, and activities of the government in 
power. The Dzongkhag Tshogdu (District Assembly) comprising of 20 elected 
representatives from 20 Gewogs (village blocks), Gewog Tshogde (Village Council) 
comprising Gup, Mangmi and Tshopas (they are local leaders), and Dzongkha 
Thromde Tshode (District Municipal Council) form the local government.  
The legislative branch comprises of the National Assembly and the National Council. 
The National Assembly (lower house) and the National Council (upper house) 
constitute the parliament. The National Assembly consists of 47 elected 
representatives from 47 constituencies, and the National Council has 25 members - 20 
are elected representatives from 20 Dzongkhags and 5 of them are eminent appointees 
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of His Majesty the King. The judiciary consists of Supreme court, high court, and 
district courts. 
2.1.3 Socio-economic Development 
Bhutan remained isolated and secluded until 1961 when it opened its doors to the 
outside world. Modern socio-economic development only started in early 60s with the 
implementation of Bhutan’s first Five Year Plan (1961-1965).  Since then, the country 
has witnessed unprecedented progress transforming itself from predominantly a 
subsistence agrarian economy to a service-oriented economy.  In 2015, Bhutan’s 
Gross Domestic Product (GDP) stands at US dollar 2,058.37 with per capita of US 
dollar 2,719.11 making it one of the fastest growing economies in South Asia (NSB, 
2016b; Wangchhuk, 2017). This translates to GDP growth rate of 6.9% compared to 
growth rate of 5.75% in 2014. 
Bhutan’s economy is mainly based on hydropower, tourism, agriculture, and forestry. 
Agriculture and forestry is one of the top three revenue sources for the government. 
According to the National Accounts Statistics, 2015, agriculture, livestock and 
forestry contributed to 16.67% of GDP and provides livelihoods to over 56.7% of the 
population (NSB, 2016b, 2016c).  
Hydropower is another source of revenue for the government. Bhutan is endowed with 
enormous wealth in the form of fast flowing rivers and has the potential to generate 
about 30,000MW hydropower energy. In 2015, the GDP contribution from the energy 
sector including water supply was 14.34%. Similarly, tourism industry is also the 
primary source of revenue contributor to the foreign currency reserves.   
The tourism industry is guided by the ‘high value, low impact'  policy to avoid the 
possible negative effects of mass tourism on the country’s pristine environment and 
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unblemished culture, but instead create an image of exclusivity and favoured 
destination (Wangchhuk, 2017). As the numbers of tourists visiting Bhutan is limited 
by this policy, little was known to the outside world about Bhutan’s culture, people 
and beautiful environment (Akhtar & Gregson, 2001).  However, after the introduction 
of the Internet and mobile communications, information about Bhutan became easily 
accessible to the outside world.   In 2016, Bhutan earned about 73.74 million dollars 
as revenues from 209,570 tourists. Tourism industry also has the potential to provide 
employment and contributes towards growth of small and micro enterprises.  
The government of Bhutan provides free universal health and education to its people. 
Health care services are provided free to people including the cost of referrals for 
treatments outside the country. With modern and improved health care, the life 
expectancy of people has increased from 33 years in 1960 to nearly 69 years today. 
Also, the population growth rate has decreased from 3.1 percent in 1994 to 1.3 percent 
in 2015.  Similarly, the government provides free primary basic education up to year 
10. After year 10, those students who qualify to get admission into government 
colleges also get free tertiary education. On the other hand, students who are not 
successful either continue privately in higher secondary schools or join the technical 
training institutes or look of jobs in the labour market. As of 2017, according to (RGoB 
& The World Bank, 2017), the general and adult literacy rate of Bhutan were 66 
percent and 59.7 percent respectively. While the enrolment into schools increased 
from about 400 students in the early 1960s to 190,717, not getting qualified for the 
tertiary education results in higher number of dropouts and unemployment. The 
national unemployment rate is estimated at 2 percent (RGoB & The World Bank, 
2017). 
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2.1.4 Gross National Happiness and Development 
Bhutan’s development policies are guided by the new development philosophy – 
broadly described as a sustainable, holistic, equitable, balanced, and integrated 
approach, called Gross National Happiness or GNH. It was first expounded by His 
majesty the 4th King, Jigme Singye Wangchuk, in 1972. The 4th King said: 
“Gross National Happiness is more important than Gross Domestic 
Product. Bhutan needs to ensure that prosperity is shared across 
society that is balanced against preserving cultural traditions, 
protecting the environment and maintaining a responsive 
government.” 
        (King Jigme Singye Wangchuck, 1974) 
 
 His Majesty the 5th King, Jigme Khesar Namgyel Wangchuk, said, “GNH is 
development with human values”.    
In the nutshell, “GNH at its core comprises a set of values that promote collective 
happiness as the end value of any development strategy” (Ura, Alkire, Zangmo, & 
Wangdi, 2012). This means that GNH as a development framework promotes 
collective happiness and spiritual wellbeing of people as more important than the 
economic growth and development. In other words, Bhutan’s development progress 
is to be measured and evaluated to ensure that development leads to collective 
happiness, not just more development and change.  
The pursuit of happiness as an end goal of human life, individually or collectively, is 
legitimized through Article 9 of the Constitution of Bhutan, which  mandates the State 
“to promote those conditions that will enable the pursuit of Gross National 
 Chapter 2: Bhutan’s ICT Development 20 
 
Happiness”(Committee, 2008). This has resulted in the creation of the Gross National 
Happiness Commission (GNHC), as a premier institution for spearheading the 
national planning and implementation processes, and the subsequent development of 
GNH policy screening tool to ensure that any socio-economic development policies 
and initiatives of the government benefit society with minimal effects to culture, 
environment, and governance (GNHC, 2009).   
The GNH based development is to be realized through a set of policies in four key 
dimensions: (1) sustainable and equitable socio-economic development, (2) 
conservation of environment, (3) preservation and promotion of culture, and (4) 
promotion of good governance. These four dimensions of GNH are further divided 
into 9 domains: psychological wellbeing, health, education, cultural diversity and 
resilience, time use, good governance, community vitality, living standard, and 
ecological diversity and resilience, to measuring the collective happiness of the 
people.  
According to the GNH Survey of 2010, Bhutan’s GNH Index value was 0.743 wherein 
10.4% of people were ‘unhappy’, 47.8% were ‘narrowly happy’, 32.6% were 
‘extensively happy’, and 8.3% were ‘deeply happy’ (Ura et al., 2012). For detail 
information about GNH, interested readers may refer to these sources  (CBS, 2007; J. 
Y. Thinley, 2004, 2005; Ura & Galay, 2004; Wangchhuk, 2017). 
2.2 Internet and ICT Development 
As Bhutan embarked upon planned development only in early 1960s, Bhutan’s history 
of Information and Communication Technology (ICT) is relatively a recent 
phenomenon. The journey of ICT development in the country can be traced back to 
the establishment of first analogue terrestrial networks in 1963. The analogue 
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networks, then, used an electro-mechanical exchange systems known as Strowger 
System, which were connected using the long-distance trunk physical lines, called the 
Open Wire Carrier System (Pradhan, 2003; J. Thinley, 2014).  
More than two decades later, in 1984, desktop computers (Apple Macs) were 
introduced in select government offices, followed by personal computers in 1986. See 
Figure 2.2 (below) for details. for Computers, then, were mainly used for document 
creation and record keeping. Computerisation of whole of government offices only 
began a decade later in 1994 when the Computerization Master Plan (1997-2000) was 
produced with assistance from UNDP. However, penetration and use of computers 
were restricted to government offices in the capital because of lack of electricity and 
computer skills in other parts of the country.  
 
Figure 2.2: The First Desktop Computers Used in 
Bhutan 
The computers were first introduced in Bhutan around 1984. The image 
shows Apple II Monitor with 5.25” Floppy Drive, currently housed in 
Bhutan Postal Museum (Source: https://www.facebook.com/dittbhutan/) 
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Internet and television, for the first time, were introduced in Bhutan in June 1999. The 
Internet was launched to celebrate His Majesty the Fourth King’s 25 years of glorious 
reign, and to pay tribute for his selfless service to the people and country (Kezang & 
Whalley, 2007; Pradhan & Wangchuk, 2008). Since then, Bhutan’s cyberspace has 
been constantly evolving and growing rapidly both in the adoption and use of ICTs 
and related technologies within the country.  
However, adoption of the Internet started with mixed feelings as people were both 
optimistic and sceptical at the same time. His Majesty the fourth King Jigme Singye 
Wangchuk cautioned his subject saying: “there are lots of good and bad information 
on the Internet and people should use judiciously”.  
Concurrent to launching the Internet, Druknet, the first Internet Service Provider (ISP), 
was established with financial assistance from the government of Canada, UNDP and 
ABDIP. While welcoming the establishment of Druknet, the then Prime Minister, 
Jigmi Y. Thinley stated: 
“While the services provided by Druknet will pose challenges to 
Bhutan as it continues to strive to maintain a balance between 
material and spiritual development, I am confident that the 
opportunities will far outweigh the disadvantages.”  (Pradhan, 
2003; J. Thinley, 2014). 
Furthermore, the views expressed by, then, the Joint-Director of the Division of 
Telecom summarized what Bhutan felt about the advent of the Internet: 
“The government was not suspicious about the Internet, but rather 
hesitant to get into something they did not know anything about. It 
sounded like too much of an unknown. Everyone was talking about 
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it, the world was talking about it, but not many people knew about 
it. But now that we have it, we have to see that people use it and 
benefit from it. If people do not benefit from it, I think it is just a 
white elephant – just a whole lot of computers strung together.” 
Druknet was mandated to operate and manage the .bt domain, email services, and IT 
address allocation and planning, which were initially operated by the ITU. As an ISP, 
Druknet provided services such as dial-up services (33.6kps), lease lines (64Kbps) and 
web hosting. See Figure 2.3 (below) for Druknet’s sever setup in 1999 and 2007. 
 
Figure 2.3: Druknet’s ISP Server Room 
The image on the left shows Bhutan’s first ISP server room launched in 
1999 and the image on right shows the same server room with huge 
change in 2007. Image courtesy (J. Thinley, 2014).   
 
Today, there are three licensed Internet Service Providers (ISPs): Druknet, a 
subsidiary of state-owned company Bhutan Telecom, Tahsi InfoComm Limited, and 
Drukcom, both are private companies. 
Following the introduction of the Internet, Bhutan Telecom launched the B-Mobile 
cellular services in November 2003. As the only service provider, Bhutan Telecom 
had the monopoly and market dominance in mobile and fixed line services. 
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Consequently, the communication services offered by Bhutan Telecom were 
expensive, and its reach were limited to the capital and few urban towns.  
Table 2.1: ICT Facts and Figures – Bhutan (as of 2016) 
Sl. No. Indicators Number 
1 Fixed line subscribers 21,811 
2 Cellular mobile subscribers 675,747 
3 Internet subscribers 455,656 
 
(1) Lease line subscribers 
719 
(2) Fixed broadband subscribers 
27,671 
(3) GPRS/EDGE subscribers 14,997 
(4) Mobile broadband subscribers 412,269 
(5) 4G subscribers 835 
(6) 3G subscribers 411,434 
4 Geogs (village blocks) with access to mobile services 205  
5 Dzongkhags (districts) head-offices with fixed line and 
mobile services 
20 
6 ICT community centres 200 
  
With a view to expand the reach and accessibility of mobile services to rural people, 
to break the market monopoly by B-Mobile, and to bring market competitions and 
choices to the users, the government licensed T-Cell of Tashi InfoComm in 2008 as 
the second privately owned mobile operator in the country.  The licensing of the 
second mobile operator has benefited the country and its people through improving 
the access to communications and the quality of service, as both operators compete for 
Bhutan’s small market shares. Consequently, Bhutan Telecom and Tashi InfoComm 
today have their mobile services available in all the 20 Dzongkhags. As seen in Table 
2.1 (above), they have a combined subscription base of 675,747 users of which 
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486,228 belongs to B-Mobile (accounting 71.97% of market share) and 189,519 
subscribers belongs to Tashi-Cell with 28.05% of market share (MoIC, 2016). 
2.2.1 ICT Policies 
The earliest policy document that pronounced the importance of ICT for Bhutan’s 
socio-economic development is the Bhutan Vision 2020: A Vision for Peace, 
Prosperity and Happiness (Commission, 1999). This policy document identified three 
key communications technology areas to be achieved by year 2000, namely 
operational intranet, operational email, and the Internet. Implementing these 
technologies was expected to not only facilitate communication and exchange of 
information and data within the nation, but also provide access to information 
repositories and data residing in the developed countries (Commission, 1999, p.32; 
MoIC, 2004). 
Guided by this visioning document, that is Bhutan Vision 2020, the government of 
Bhutan started framing several national ICT policies to promote the adoption and use 
of ICTs in the country. ICT policies developed so far and listed chronologically, 
among others, are: 
- ICT Master Plan 2001 formulated by erstwhile Division of Information 
Technology under the Ministry of Communication (DIT, 2001), 
- Bhutan ICT White Paper formulated by the Ministry of Information and 
Communications in 2003 (MoIC, 2003), 
- Bhutan ICT Policy and Strategies formulated by the Ministry of Information 
and Communications, and approved by the government in 2004 (MoIC, 
2003, 2004),  
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- e-Governance Masterplan formulated and developed by the Ministry of 
Information and Communications in consultation with relevant 
stakeholders, and approved by the government in 2013 (MoIC, 2013a),  
- Bhutan Telecommunications and Broadband Policy formulated and 
developed by the Department of IT and Telecom, and approved by the 
government in 2014 (DITT, 2014). 
Broadly, ICT policies define the national vision and strategies for ICT development in 
the country. At the core of ICT policies are the five key strategic areas or thrusts that 
are essential for promoting the adoption and use of ICT in the country, as follows:  
- Policy –  Policy implementation is focused toward enhancing governance 
by introducing a modern legal and regulatory framework, strengthening the 
relevant policy and regulatory bodies, and investigating ways to fund ICT 
and reduce the cost of ICT services, 
- Infrastructure – Infrastructure development is focused towards a liberalized 
and competitive infrastructure market, improving co-ordination between 
infrastructure providers, and ensuring affordable, fast, and secure, 
sustainable, and appropriate ICT infrastructure throughout Bhutan, 
- Human capacity – Human development is focused toward improving ICT 
awareness and skills – basic computer literacy to the high level technical 
skills to boost ICT industry, improving quality and coverage of training 
institutions, 
- Content and applications – focussed towards developing a framework for e-
business, the preservation of culture and heritage, improving quality and 
accessibility of health and education, broadening our national media and 
web presence, and supporting good governance, 
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- Enterprise – Enterprise development is focused towards the development of 
an ICT private sector by boosting competency and providing business 
opportunities through ICT outsourcing, enhancing access to finance and as 
well as a strategy to export ICT services and boost the application of ICT in 
non-ICT businesses. 
The existence of such ICT policies suggest that Bhutan is no less keen to harness the 
benefits that ICTs bring to the Bhutanese society. The Bhutan ICT Policy and 
Strategies states that “Bhutan will harness the benefits of ICT, both as an enabler and 
as an industry, to realize the Millennium Development Goals and towards enhancing 
Gross National Happiness”. More importantly, Bhutan believes that ICT as an enabler 
can make Bhutan leapfrog into a knowledge-based information society. According to 
the e-Government Masterplan 2013, Bhutan envision to become “an ICT-enabled, 
Knowledge-based Society as a Foundation for Gross National Happiness” (MoIC, 
2013a). This vision frames the cyberspace as an integral part of Bhutan’s socio-
economic development. It aspires to leverage the power of ICTs to transform good 
governance, enhance economic growth, and empower societies.  
Besides ICT policies, there are other government policies that underscore the 
paramount role ICTs is going to play in achieving development goals such as good 
governance and poverty reduction. For example, the Good Governance Plus document 
(RGoB, 2005) states that ICTs can enhance transparency, accountability, and 
efficiency, through use of ICT applications in government administration and 
management processes. In addition, the Economic Development Policy (RGoB, 
2010b) identifies ICT as a key catalyst that Bhutan can harness for the socio-economic 
development and outlines strategies to mainstream ICT into development to foster 
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economic growth, and to drive the usage of ICT across the different sectors of the 
country. 
As the adoption and use of ICT gained momentum, different branches of government 
started integrating ICT activities into their sectoral policies - efforts often seen as 
lopsided and in silos - without proper planning and consultation with the relevant 
stakeholders. This has resulted not only in the duplications and wastage of limited 
national resources, but also that ICT development activities were misaligned to the 
broader goals and objectives of the country. As policy response to these challenges, in 
2009, the government formulated the ICT Technical Guidelines for the 10th Five Year 
Plan (2009-2013). This will serve as a framework for mainstreaming ICT into national 
plans and programmes. Mainstreaming ICT into national policies and plan became 
necessary to ensure that ICT development not only get aligned to the broader strategies 
and goals, but also effectively managing the trade-offs between ICT and other 
interventions in resource poor environment (MoIC, 2006).  
Furthermore, the government formulated a broadband policy to provide connectivity 
for all, strengthen rules and regulations, create an environment conducive for private 
investment and competition leading to efficient and affordable broadband and telecom 
services (MoIC, 2014). The broadband plan is a policy response to Bhutan’s inherent 
challenges of rugged terrains, sparse demography, and inaccessibility of remote 
places. It also addresses the growing digital divide between the urban and rural areas 
as the penetration and the reach of ICT technologies has been limited to urban towns 
and district headquarters.  
2.2.2 Institutional Framework 
In the early days of computers and the Internet, human resources were the biggest 
challenge to Bhutan and remain so today. Given the lack of workforce with 
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technological knowledge and skills, it was found necessary to institute a lead 
organisation to oversee the adoption and promotion of computer use in government 
organisations. Thus, Computer Services Centre (CSC) was established under the Gross 
National Happiness Commission, erstwhile Planning Commission under the Ministry 
of Finance. CSC was mandated to promote use of computers in government 
organisations and provide computer support and maintenance services.  
However, with the introduction of the Internet in 1999, CSC’s functions and mandate 
changed from merely being a technical support centre to a policy making body for 
steering the development of ICT in the country. This has resulted in the creation of 
erstwhile Division of Information Technology under the Ministry of Information and 
Communications, formerly the Ministry of Communications. Nevertheless, given lack 
of institutional capacities and human resources, national efforts were poorly organised 
as many government organizations were implementing their own ICT programs, 
thereby duplicating the efforts and depleting the limited national resources.  
Considering the growing importance of ICTs in socio-economic development, the 
government split the former Ministry of Communications into two ministries in 2003: 
Ministry of Information and Communications and Ministry of Works and Human 
Settlements. At the same time, the government established the Bhutan Information and 
Communications Authority (formerly Bhutan Telecom Authority) to spearhead ICT 
development and to regulate the ICT players and promote fair market competition in 
the ICT sector.  
In addition, the government of Bhutan established the Government-to-Citizen (G2C) 
Project Office, as a lead agency for promotion and adoption of e-government system. 
The G2C Office is a service delivery initiative of Prime Minister of Bhutan created 
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with the primary objective of making public services citizen-centric, cheaper, faster, 
and easier to access. This office was later upgraded into a permanent office under the 
Cabinet Secretariat and renamed as Public Services and Grievance Redressal Division. 
Furthermore, the Prime Minister of Bhutan recently issued an Executive Order for the 
establishment of Bhutan Computer Incident Response Team (BtCIRT). The Executive 
Order states that the increasing use of digital data will lead to rise in the demand for 
secure, reliable ICT services with increased availability (Dasho Tshering Tobgay, 
2016). Consequently, the Department of Information Technology and Telecom, 
Ministry of Information and Communications, has initiated a project to establish the 
Bhutan Computer Incidence Response Team (BtCIRT). This team will serve as the 
national agency to (i) collect, analyse and disseminate information on cyber incidents, 
(ii) establish emergency measures for handling cyber security incidents and (iii) 
prepare disaster management, contingency plans and business continuity plans for 
critical information infrastructure (UNODC, 2015). 
2.2.3 Infrastructure Development 
ICT related infrastructure is essential not only for promoting equal access to ICT 
technologies, but also for creating a level playing field for ICT players to create a 
competitive market and make ICT services affordable. However, given Bhutan’s 
mountainous terrain and scattered population, building infrastructure, and installing 
them in every part of the country has always been a challenge. Moreover, 
implementing a national project of immense size requires huge investment and 
engagement of relevant stakeholders (State of the Nation Report, 2010, p.49, 2012, 
p.46).  
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With a view to create affordable, reliable, and resilient connectivity, the government 
established the backbone optical fibre infrastructure. The network covers 20 district 
headquarters and approximately 200 local governments centres. The project was 
funded by the Government of India and jointly executed by the Ministry of 
Information and Communications and the Bhutan Power Corporation (BPC). Because 
such major infrastructure development was capital intensive, collaborating with BPC 
has enabled government to reduce the capital investment as they already owned 
electricity towers and rights-of-way, which are essential installing the fibre cables.  
The government also established a local area networks (LANs) and a Thimphu Wide 
Area Network; the Government of India funded both the projects. These networks are 
primarily aimed to facilitate information sharing, public service delivery, and use of 
e-mail as official channel of communication. Furthermore, to make international 
connectivity more reliable and resilient, a new national gateway linking to India, was 
established (State of the Nation Report 2012, p.46). Efforts to establish Internet 
eXchange Points (IXPs) to route national traffic within the country were also being 
undertaken by the government. 
As every government agency has their own service centres and outlets located in 
different parts of the country, accessing information and availing public services has 
been a challenge for the people. Such situations have made the delivery of public 
services cumbersome and not user-friendly, making the service costly and time-
consuming. Thus, to address such problems, government implemented the multi-
purpose community telecentres, which comprised of phone, printer, scanner, and 
computers including fax. Not only access to information has become easier and faster, 
but also taken government closer to the communities. Today, there are more than 200 
community centres established across the country. People can now available multiple 
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services, such as agriculture, health and education from the single service outlet with 
minimal cost and less turnaround time (RGoB, 2010a, p49-50; 2012, p46-47). 
 
Figure 2.4: Networked Readiness Index of Bhutan 
The networked readiness index measures the readiness of the country in 
areas such as regulatory environment, infrastructure and skills including 
usage by individuals, business, and government (Baller, Dutta, & Lanvin, 
2016b). 
  
Furthermore, infrastructure development is also important for the creation of jobs and 
generation of revenues. Establishment of Bhutan’s first IT Park was envisioned to 
attract foreign direct investment in ICT sector and promote Bhutan as a destination for 
ICT investment (State of the Nation Report, 2010, p.50, 2012, p.47). Today, the IT 
park has 8 companies operating their IT businesses and employs more than 700 
employees, with Scan Café, a US Company employing the maximum of 538 
employees (Gyalsten K Dorji, 2016). The government has also established Data 
Centre, a key supporting element for IT, necessary to provide better operations and 
management control, minimise the overall cost of data management, IT management 
and deployment. The Data Centre provides storage and management services for the 
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IT companies and third party commercial users including hosting of government’s 
data and applications (TechPark, 2011). 
While lots have been done to improve ICT infrastructure, Bhutan needs to make 
concerted efforts to further improve its network infrastructure and facilities. 
According to the Global Information Technology Report 2016 on Networked 
Readiness Index, Bhutan was ranked 87 out of 139 countries (Baller et al., 2016b). 
See Figure 2.4 (above) for details. 
2.2.4 Legal Development 
Although Bhutan does not have any specific cybercrime legislation, it has adopted the 
Bhutan Information and Communication Media Act 2006 (RGoB, 2006a). Among 
others, the said law has provisions relating to cyber issues such as e-governance, e-
commerce, consumer protection, and online privacy, including offences and 
procedures for legal proceedings. Specifically, Chapter 7 of the said law deals with 
the provisions relating to certain cyber offences, such as Unauthorized Access With 
Intent To Commit Or Facilitate Commission of Further Offence (Section 172), 
Hacking (Section 173), Introduction of Computer Contaminant Or Computer Virus 
(Section 178), and Prohibition of Obscene Communications (Section 179). 
In addition, foreseeing the possibility of misusing the computers and the increasing 
risk of committing cybercrime, the government enacted the Penal Code of Bhutan in 
2004. The said law deals with crimes in general, but also includes provisions relating 
to cybercrime. More specifically, the Penal Code includes cybercrimes such as 
Tampering with computer materials (Section 472), Unlawful passion of computer 
materials (Section 475), and Computer pornography (Section 476) (RGoB, 2004, 
p.61). 
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2.2.5 ICT Capacity Development 
Because the success of ICT development hinges on the strength of qualified 
professionals, especially professionals with core ICT qualifications, the need to have 
ICT human resource development plan to provide training and education has become 
crucial for the government. Consequently, in 2007, the Department of IT and Telecom 
developed ICT HRD Master Plan 2007. The masterplan was aimed to address the 
issues of lack of qualified people and limitation in ICT education, to increase the 
number of IT graduates with bachelors and diploma degrees, and to develop capacity 
of existing professionals through in-service training and educational opportunities 
(DIT, 2007). 
One of the biggest national ICT project undertaken by the government to build the 
technical knowledge and skills in ICT sector was the Chiphen Rigphel project, which 
roughly translates to “Enabling Nations, Empowering People”. The project envisioned 
to fulfil human resource and capacity development by training and educating 7, 000 
government employees, 5,000 teachers, and 10,000 youths from disadvantaged 
background. Moreover, the project aimed to established 168 ICT lab centres in 
selected schools, and 261 computer learning stations in the rural communities. With a 
budget outlay of Nu. 2.052 billion, the project was implemented by NIIT India and 
was entirely funded by the Government of India under technical grant assistance to 
Bhutan (India, n.d; RGoB, 2012, p.48). 
Another measure taken to address the ICT capacity issues was the One Laptop per 
Child Initiative (RGoB, 2010a, p.51). This initiative deploys the XO laptops via a 
wireless broadband network in rural and remote schools for digitally disadvantaged 
children and to enhance their knowledge through training of teachers and students in 
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use of office applications, games, animations. Through this project 220 laptops were 
distributed to 21 Community Primary Schools sponsored by ITU (RGoB, 2010a). 
Furthermore, to meet the growing market demands for IT graduates, formal IT courses 
- Bachelor of Computer Application, Diploma in Computer Hardware and 
Networking, and Bachelor of IT Engineering - are being offered in government 
colleges such as Sherubtse College, Jigme Namgyel Polytechnic, and College of 
Science and Technology.  
2.2.6 E-Government Services 
E-Government refers to the ‘use of or application of information technologies’, such 
as Wide Area Network (WAN), Internet and the World Wide Web (WWW), by the 
government to ‘transform relations with or to reach out to citizens, business and other 
arms of government’ (Bhatnagar; infoDev/World Bank, 2009).  E-government 
implementation goals, among others, is to improve the effectiveness and efficiency of 
public service delivery. 
 The importance of e-Government system has been recognized as one of the priority 
areas of development in the 11th Five Year Plan (2013-2018). Government sees ICT 
as a power and means to realize its aims and objectives of enhancing transparency, 
efficiency, and accountability, which are the characteristics of good governance. 
Improving public service delivery is expected to make government services, equitable 
and timely by streamlining the procedures, reducing cost and increasing accessibility 
(RGoB, 2011, p.99). Also, the government is exploring the potential of mobile 
technology services including implementation of financial payment systems (G2C, 
n.d; GNHC, 2013; MoIC, 2013a). For instance, Bank of Bhutan has recently 
introduced e-payment services, enabling businesses, airlines companies, tour agents, 
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handicraft shops and hoteliers to conduct business using e-payment facilities 
(Zangmo, 2015). 
 
Figure 2.5: G2C Services Provided to Citizens 
The figure shows the G2C services that various government 
organizations have implemented for delivery of public services 
to citizens. Online services such as security clearance, business 
licenses, and citizenship certificate can be obtained online 
(Source: https://www.citizenservices.gov.bt/home). 
 
Based on the e-Governemnt Masterplan 2013, government has identified more than 
200 potential public services to be automated and provided online through 
Government-to-Citizens (G2C) platform. It has so far developed and implemented 45 
e-services, see Figure 2.5 (above) for sample services, many are still at the early stages 
of planning and development.  Moreover, 15 services of 45 e-services in operation 
were developed and implemented into mobile apps, making the public services 
accessible anytime, anywhere on multiple platforms (G2C, n.d). Refer to Appendix A 
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for further information on G2C services implemented by various government 
agencies. 
Guided and influenced by the e-Governemnt Masterplan 2013,  social sectors such as 
education, health and agriculture, have formulated their own ICT Masterplan with a 
view to imrprove service delivery, enhance education and learning, and accelerate the 
socio-economic growth. 
2.2.7 ICT for Health 
Chandrasekhar and Ghosh (2001) suggest that ICT can be used as an instrument for: 
(a) continuing education and lifelong learning that will enable doctors in developing 
countries to be informed about and get trained in the use of ICT to enhance their 
knowledge; (b) delivering a wide variety of health services varying from improved 
public health education to emergency advice; and (a) increasing the transparency and 
efficiency of governance, which would, in turn, improve the availability and delivery 
of publicly provided health services.  
In Bhutan’s context, ICT can contribute positively to health sector. Telematic health 
can overcome barriers such as accessibility to primary healthcare, inequalities and 
social group differences; overcome shortage of doctors, reduce increasing medical 
expenses, and improve sustainability of healthcare (Penjor & Tshering, 2004). 
Therefore, ICT Masterplan for healthcare envisioned using ICT to improve health 
system for better accessibility, efficiency and decision making (MoH, n.d). This vision 
is to be realized through improved public health system, increased access to 
healthcare, enhanced patient experience, enhanced cost-effectiveness of medical 
equipment and supplies, and greater ICT value to the healthcare industry.  
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2.2.8 ICT for Education 
The primary goal for ICT in education is to provide quality education enhanced by 
ICT for knowledge society (MoE, 2014). It aspires to use the power of ICT in schools, 
non-formal education centres and colleges to achieve effective teaching and learning 
environment, efficient educational administrative systems, and motivated lifelong 
learning for the 21st century. These outcomes are to be realized through the following 
strategies (MoE, 2014): 
- iAble –  is the thrust for building the capacities and capabilities for the use 
of ICT for teaching and learning. It mainly for capacity building of teachers, 
students and lab assistants. 
- iBuild – is the thrust for developing digital tools and contents to support 
teaching and learning in effective ways. Content creation includes 
production of interactive materials and digital textbooks, development of 
management information systems, and, 
- iConnect –  is the thrust for building ICT facilities and systems in schools 
and institutions and making them more widely accessible to the participants 
of education sector. Infrastructure facilities includes internet connectivity, 
networking and sharing of best practice and ICT programmes in schools and 
institutions. 
Studies of ICT integrated pedagogical teaching and learning (Choeda, Zander, Penjor, 
Dukpa, & Rai, 2014) through use of Virtual Learning Environment (VLE), and the use 
of ICT as an enabling factor for effective delivery of lessons in Bhutan college (Kinley, 
Zander, & Georgsen, 2013) suggest that Bhutan can benefit immensely from the 
adoption of ICT for transforming education and learning process. 
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2.2.9 ICT for Agriculture 
ICT for Agriculture envisaged the role of ICTs for accelerating ‘sustainable growth of 
renewable natural resources for equitable socio-economic wellbeing of the people and 
the nation (MoAF, 2016). ICT can help the agriculture sector and its constituents, 
among others, through: 
- increasing the availability, accuracy and speed of information relating to 
RNR sector to the stakeholders 
- improving the awareness and skills of farmers, livestock herders and other 
RNR sector end users leveraging on ICTs, 
- Improving the profitability of RNR products and services through efficient 
logistics, connected ICT infrastructure, and better market access. 
Some of the priority e-RNR solutions to be considered and implemented starting 2016 
are: 
- Development of integrated natural resources management information 
systems to provide information such as land use and land cover/land 
degradation, soil map/soil fertility, irrigation details, and farm roads. 
- Implementing E-RNR extension and advisory system to provide advisory 
services for extension workers, consultants, researchers in country or abroad 
through electronic media, face-to-face meeting or through paper reports. 
This system will also facilitate data gathering, monitoring and feedback on 
extension service, service request and linkage with compliant redressal 
system. 
- Implementing online RNR marketplace and supply chain management 
information system to create electronic or mobile market place, promote 
awareness on use of e/m-services, and establish a database of storage and 
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transportation service providers with information management, tracking 
and payment capability. 
- Developing m-banking for agriculture services to facilitate banking related 
services for agriculture using e/mobile banking.  
- Implementing RNR helpline system to provide common call centre services 
to give technical advisory, answer enquiry and redress complaints, using 
Interactive Voice Response (IVR), SMS, email, social media etc. 
- Developing an agrometeorological information services (mobile 
applications) to provide weather and other climate data forecasting 
information. 
2.2.10 ICT for Industry Development 
To promote ICT for employment generation and economic growth, the Ministry of 
Economic Affairs developed ICT Masterplan 2015 for industry development (RGoB, 
2015) with the primary purpose of achieving the following outcomes:  
- Creating jobs – Bhutan faces a growing unemployment challenges due to 
many graduates entering the job markets every year. Given limited natural 
resources and scope for industrialization, ICT is seen as a sector and 
industry for generating jobs for unemployed youths. Thus, it is aimed to 
create a five-fold increase of ICT jobs by 2020. There are currently 13 
registered ICT enterprises which employ 510 ICT professionals. With the 
implementation of the masterplan, it is expected to increase ICT jobs to 
2550 within next 5 years.  
- Increasing revenues – Government sees ICT as an industry which can attract 
foreign direct investment as Bhutan has the advantages of green power, 
highly qualified English speaking graduates and stable government with 
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consistent and predictable economic policies. ICT industries such as Data 
Centre and IT Parks is to be promoted to realize a two-fold increase in the 
revenues to Nu. 6.4 Billion by the year 2020.  
- Improving accessibility and usage – Bhutan’s ICT based industries are still 
at nascent stage with fewer enterprises adopting the ICT and technologies 
to enhance their productivity and efficiency. Therefore, it is targeted to 
achieve ICT adoption by 5000 additional enterprises by 2020. 
In addition, as government agencies use different information systems and ICT 
facilities of different standards and platforms, the ability to exchange information and 
communicate between information systems, databases, and networks, and among 
agencies have become difficult. Thus, Bhutan has developed an electronic government 
interoperability framework (e-GIF), which is a tool, framework and best practices for 
creating compatible and interoperable systems (Tobgay, 2017). The e-GIF was 
implemented to: 
- Align ICT initiatives to business goals and objectives 
- Improve coordination, reuse and sharing of assets among agencies and systems 
- Avoid duplications and maximize savings 
- Reduce departmental silos and realize integrated service delivery 
- Identify and prioritize of ICT programmes and projects 
- Standardize and integrate ICT systems and infrastructures 
Furthermore, to develop and promote local content and applications, the Department 
of IT and Telecom, initiated an open source localization project funded by the IDRC, 
Canada. This resulted in development of localized Debian Linux based operating 
system that has support our national language Dzongkha. Open Source office 
applications, such as OpenOffice, Calc and Impress including web browsers were 
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browser were localized. The Dzongkha Debian Linux combined with the standard 
office applications support complete platform for computing in Dzongkha (Kuega 
Jurmi & Wangchuk, 2009).  
Even though Bhutan was a latecomer to the information revolution, the recent ICT 
development indices of Bhutan show that country has achieved a remarkable growth 
in less than two decades. According the Global Information Technology Report, 2016, 
Bhutan was ranked 87 in the Network Readiness Index out of 139 countries (Baller, 
Dutta, & Lanvin, 2016a).  
In the UN E-Government Survey (UPAN, 2014) conducted in 2014, Bhutan was 
ranked 143 out of 193 member states in the E-Government Development Index 
(EGDI). This was an increase of 9 points compared to EGDI ranking of 152 in 2012. 
Furthermore, in a study conducted to assess the G2C and G2B aspects of key ministry 
e-governance websites of  South Asian Association for Regional Cooperation 
(SAARC) countries, Bhutan and Bangladesh have scored the highest (Anandkumar, 
Bojjagani, & Saravanan).  
2.3 Challenges facing Bhutan 
As an ICT emerging country, still at nascent stage of development, Bhutan faces 
challenges of ICT development in general and particularly the cybersecurity problems. 
The following sections briefly described these challenges.  
2.3.1 ICT Development Challenges 
2.3.1.1 Lack of ICT Infrastructure 
The rugged mountain terrains and sparsely distributed population in far flung and 
inaccessible remote areas have always been a challenge for any socio-economic 
development activities, let alone ICT development in the country. While ICTs and the 
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Internet can provide powerful mechanisms to overcome these challenges, including 
geographical barriers and demographic challenges (Tobgay & Wangmo, 2008; 
Whalley, 2004), digital divide between urban and rural areas (Gyabak & Godina, 
2011; Kezang & Whalley, 2007; UNDP, 2002), and income gaps through rural 
development (L. Y. Dorji, 2007; Pradhan, 2007); establishing ICT infrastructure and 
facilities, and making them accessible, affordable and resilient is a daunting task.  
The lack of inadequate infrastructure is hindering the progress of ICT development. 
G2C services remains inaccessible to most of the rural people. Where there exists 
network infrastructure, the public service delivery has been impacted owing to poor 
and erratic internet connection (B. T. Initiative, 2015).  
2.3.1.2 Lack of ICT Professionals 
Reddi and Sinha (2003) suggest that shortage of ICT personnel poses a challenge for 
successful and sustainable ICT adoption in Bhutan. The local technical capacity needs 
to be built for establishing networks of information systems and addressing e-
governance issues. The authors further suggest that lack of adequate infrastructure and 
cost of accessing the infrastructure, lack of content, particularly in the local language, 
and perhaps lack of capital to invest in the development of ICT are the predictable 
constraints faced by most developing countries. 
Notwithstanding the government’s concerted efforts to build critical mass in ICT field, 
Bhutan still faces a significant but unique human resource challenge. On the one hand, 
Bhutan faced severe shortage of ICT personnel during the early phase of ICT adoption, 
today there are too many IT graduates in the job market (Delma, 2015; T. Wangmo, 
2012). On the other hand, there is lack of qualified professionals with required 
technical skills and knowledge (Pradhan & Wangchuk, 2008), especially in areas of 
software development, programming, and ICT security (D. Wangmo, 2017). 
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As the networks, information systems and devices grow and flourish in government 
and businesses, the challenge of human resource is likely to deepen, especially the 
demand for security professionals with required skills and knowledge. 
2.3.1.3 Leadership and political support 
To achieve Bhutan’s vision of information society, government would have to have 
lot of resources, political will, and commitment and support from all agencies. 
Securing budget and financing ICT development is a challenge, coupled with lack of 
coordination among concerned agencies (Arinto & Akhtar, 2009; Kuega Jurmi & 
Wangchuk, 2009).  
Another challenge is breaking the mental barrier and perceptions of the people. 
According to MoIC’s Vision for Information Society, “the real challenge is to get over 
existing mindsets, making them believe and accept that the virtual world is a real 
world. These mindsets, that often translate into resistance to change, and is common 
to developing societies, are what prevents developing countries from becoming 
‘developed’. So we need fundamental shifts and transformation of mindsets” (MoIC, 
n.d). 
2.3.1.4 ICT awareness and training 
ICT awareness and training are crucial for the successful implementation and adoption 
of e-government system. K Jurmi (2004) suggest that Bhutan lack ICT awareness at 
both decision making and operational level. As a result, ICT development has been 
ill-coordinated resulting in inefficient use of budgetary, human, and technical 
resources. He further suggests that ICT projects are resource driven rather than need 
driven. In addition, in a study assessing the implementation of G2C project, T. C. Dorji 
(2014) found, among others, lack of skilled IT professionals to troubleshoot problems, 
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technical problems and bugs in the software applications, and lack of sufficient 
training in using G2C services. 
2.3.2 Cybersecurity Challenges 
Cybersecurity incidences have been growing in Bhutan. Hacking, phishing and virus 
distribution are common cyber issues. According to the report, titled “Tracking 
GhostNet: Investigating a Cyber Espionage Network”, stated that Bhutan was one of 
103 countries targeted by the GhostNet, where nearly 1,300 computers were hacked 
(Deibert, Rohozinski, Manchanda, Villeneuve, & Walton, 2009). Specifically, the 
report stated the GhostNet has hacked into 12 computers of government organizations: 
eleven computers in Bhutan’s foreign ministry and one in the labour and human 
resources ministry, including thousand odd computers worldwide (Deibert et al., 
2009).  
Likewise, in 2012 and 2013, several cases of cyber hacking and malicious attacks on 
government websites were reported. Boaz wrote in his blog site that “hackers have run 
amuck and were taking a free joy ride to attack government websites including 
financial banking websites” (Shmueli, 2012a, 2012b, 2012c, 2014). See Figure 2.6 
(below) for typical headlines in media. 
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Figure 2.6: Cybersecurity Headlines in Media 
This figure shows some of the cyber headlines reported in the national 
media. Hacking of websites, financial frauds, and viruses are common 
cyber issues in Bhutan (Shmueli, 2012a, 2012b, 2012c, 2014). 
 
The incidents of online financial frauds have also made headlines in Bhutanese media. 
As recently as 2016,  Gyeltshen (2016) reported in the Kuensel – the national 
newspaper –  that the Bank of Bhutan was duped to transfer 16 million (in Bhutanese 
currency) to three different accounts in India, Malaysia and Thailand, based on a fake 
e-mail letter supposedly sent from the Royal Audit Authority, Bhutan.  Moreover, 
using mobile WhatsApp and social engineering, several Bhutanese have been 
deceived to send money to scammers in Jaigoan, West Bengal India (Chezom, 2018). 
Furthermore, a 36-year-old man was convicted for computer pornography by the 
Thimphu district court to a year prison and was imposed Nu 101,250 ($2000 approx.) 
penalty for posting a topless photograph of his former girlfriend on Facebook (Palden, 
2018). The study on the Internet usage in Bhutan (Tshering, 2013) found 7.64% of 
people accessing pornographic contents besides information access (17.17%), email 
(15.67%), and information search (14.12%).  
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The foregoing cyber cases suggest that Bhutan’s cyberspace is increasingly 
susceptible and vulnerable to cybersecurity risks. Bhutan’s security challenge is likely 
to increase as it deploys more information systems, networks and devices. The 
adoption of e-Government system and implementation of G2C services will shape the 
future cyberspace in Bhutan. 
As a policy response to cybersecurity incidents, to strengthen cyber defences and 
improve counter measures against cybersecurity risks, the Ministry of Information and 
Communications adopted the Bhutan Information Management Security Policy 
(ISMP) (MoIC, 2009). The ISMP is directly adopted from the ISO 27002 Standard 
Code of Practice for Information Security Management. The Standard provides 
guidance and best practices recommendations to be implemented based on the security 
requirements of individual organizations.  
- Based on the cyber readiness assessment for establishing CIRT in 
Afghanistan, Bangladesh, Bhutan, Maldives, and Nepal, the ITU 
recommended Bhutan to establish national computer incident response 
team. This team will respond to cybersecurity incidents by providing 
services, identifying threats, coordinating actions at national and regional 
levels, and disseminating information, and also act as a focal point for the 
constituency in matters related to cybersecurity. 
Bhutan is cognizant of implications of cybersecurity challenges. Securing and 
protecting information assets and critical infrastructure is crucial for country’s 
economic growth and national security. For example, the importance of cybersecurity 
is emphasized in the e-Government Masterplan 2013(MoIC, 2013a), which states: 
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“With vision of an ICT enabled information society and with 
increasing ICTisation taking place, our dependence on these ICT 
systems and services is growing by the day. Consequently, the 
inherent threats of the cyber world would have not only become a 
reality but a real danger to our daily lives”.  
Also, Pratima Pradhan, ICT Officer from the Department of IT and Telecom, said: 
“Cyber security is a priority concern in Bhutan just as it is in many 
other parts of the world. A lot of the people in the country are now 
online. Most of them are very active on social media. So, there are 
many concerns related to online security that need to be taken care 
of” (D. Wangmo, 2017). 
However, aside from government documents and reports of international 
organizations, there are fewer cybersecurity studies done in Bhutan. There is lack of 
understanding how government of Bhutan is approaching cybersecurity and what 
measures have been implemented to secure and protect cyberspace. Therefore, 
knowing what policies and practices government have developed and implemented, 
and how cybersecurity is perceived by the Bhutanese society is something that needs 
to be researched. 
2.4 Conclusion 
In summary, this Chapter presented the historical background on Bhutan’s cyberspace 
and ICT development in the country. Major national initiatives undertaken by the 
government to realize the goal of information society is described. Understanding of 
both ICT development challenges and cybersecurity risks facing Bhutan was 
presented.  
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Bhutan envisaged to become a knowledge-based society and is at the crossroad of ICT 
transformation and growth. Bhutan is in the process of undertaking several important 
national initiatives to harness the power of ICT, particularly the Internet, for socio-
economic and human development. The government aspires to use ICT for enhancing 
good governance by adopting G2C services, promote growth by developing ICT as an 
industry for promoting businesses and creating jobs, and improve social services, such 
as health, education, and agriculture by integrating ICT into service delivery 
processes. 
However, with growing information systems, networks and devices including 
hardware and software, Bhutan is experiencing consistent cyber risks, such as hacking, 
phishing and pornographic content distribution using social media. As more G2C 
services become accessible online, sensitive information of government, business and 
personal information are likely to be compromised, if adequate security measures are 
not implemented.  
While government is cognizant about the importance of cybersecurity, there is little 
understanding what security policies and practices the government has implemented 
and how effectively Bhutan is managing the security activities. Therefore, there exist 
a knowledge gap that must be addressed to ensure that Bhutan maximizes the benefits 
of ICT and reduce the negative implications of ICT development. 
The following Chapter presents the literature review of scholarly studies to analyse 
current approaches to cybersecurity, security models and frameworks, and policies 
and practices. The Chapter also reviews the studies related to cybersecurity conducted 
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3.1 Overview 
This literature review describes cybersecurity and its associated concepts such as 
threats, vulnerabilities, and assets. The challenges and implications for governments, 
businesses, and individuals as benefactors of cyberspace and the current approaches 
adopted by nations to protect cyber infrastructure and information resources were also 
detailed. Finally, the best practices and frameworks developed and implemented to 
enhance and improve cybersecurity are described.  
The novelty of this thesis is the emphasis on Bhutan, an emerging ICT nation in area 
the of cybersecurity policies, cyber risk management, cybersecurity awareness and 
training, incident response capability, and cybercrimes. The chapter begins with the 
description of the literature search strategy involved in finding the relevant articles, 
policies reports, and books on cybersecurity, which is, then, followed by the general 
overview of cybersecurity, the environment, and the perspectives, understanding, and 
meaning of cybersecurity. The chapter, then, explores the cybersecurity issues and 
challenges, followed by approaches, methods and techniques used to address these 
challenges. Relevant studies conducted in developing countries were also presented to 
describe and understand the cybersecurity issues faced by the ICT emerging and 
developing countries. The chapter concludes with the summary of cybersecurity issues 
and challenges facing the nations, especially in developing countries.  
3.2 Literature Search Strategy 
Isaac Newton said: “If I have seen further, it is by standing on the shoulders of giants.” 
Thus, this literature review relies on prior research from academics, cybersecurity 
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professionals and practitioners. The search strategy used the online database and 
search engines to find information, articles, policies, reports, and books related to 
cybersecurity and information security. Three primary access tools facilitated the 
literature search, namely Murdoch Library Science, Google Scholar, and Google. The 
online databases used were Association for Computing Machinery, IEEE Xplore 
Digital Library, ProQuest Central, and Science Direct. The search for information 
sources also relied on online open access research repositories such as Murdoch 
Research Repository, ResearchGate, and Academia.edu.   Some of the key terms used 
for finding relevant articles and documents were cybersecurity, cybersecurity + 
developing countries, cybercrimes, cyberattacks, cybercrimes + cybersecurity, cyber 
risk management, information security, cyber policies + developing countries, 
cybersecurity management, and cybersecurity/information security standards and 
frameworks. Using the Google Scholar, the keyword search for cyber security (as two 
word) from year 2000 to 2017 results in 180, 000 hits, but search for cybersecurity (as 
single word) results in only 30, 500 hits. Searching articles using key words 
cybersecurity AND developing countries yields about 16, 800 results. Further adding 
Bhutan to the search terms as cybersecurity AND developing countries AND Bhutan 
yields only 392 results. Therefore, it is clearly evident that fewer studies, especially 
empirical studies, have been done related to cybersecurity in Bhutan.  
3.3 Cybersecurity Overview 
3.3.1 General Cybersecurity Context 
Generally, security is the state of being free from, or degree of protection against, 
danger, damage, loss, or threats. Security is “a form of protection where a separation 
is created between the assets and the threat” (Herzog, 2010). In other words, security 
is about protection of assets from various threats posed by certain inherent 
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vulnerabilities (ISO/IEC 27002, 2005; R. von Solms & van Niekerk, 2013). A 
vulnerability is a weakness in the security system (e.g., an unpatched operating 
system), that might be exploited to cause loss or harm; whereas an attack is when a 
person or another system exploits vulnerability (ISO/IEC, 2012; Meeuwisse, 2015; 
Pfleeger & Pfleeger, 2006). Therefore, security is preventing/thwarting attackers by 
using controls (ISO/IEC, 2012; Pfleeger & Pfleeger, 2006). The security concepts and 
their relationships are shown in Figure 3.1 (below). 
 
Figure 3.1: Security Concepts and Relationships 
The concepts and relationships show the interactions among different 
security components. Source: ISO/IEC 27032 (ISO/IEC, 2012). 
 
3.3.2 Cyberspace and Cybersecurity 
Cyberspace encompasses hardware and software, information systems, 
interdependent networks, and the Internet including actors in cyberspace. (Singer & 
Friedman, 2014, p13-16) consider cyberspace to be the “realm of computer networks 
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(and the users behind them) in which information is stored, shared, and 
communicated online”. ISO/IEC (2012) describes cyberspace as the virtual 
environment resulting from the interaction of people, organizations, networks, and 
technology devices connected to it. Thus, cybersecurity refers to the establishment 
and maintenance of security in cyberspace. 
3.3.3 Cybersecurity Definition 
Cybersecurity definition varies, from national to international organizations to 
researchers, depending on their needs, perspectives, aims and environment. ENISA 
notes that “there is no universally accepted nor straightforward definition of 
cybersecurity” (ENISA, 2012).  Sharing this view, Dunn (2005) states that “there is 
no generally accepted definition of cybersecurity, and several different terms are in 
use that have related meanings, such as information assurance, information or data 
security, critical information infrastructure protection”. Moreover, Craigen, Diakun-
Thibault, and Purse (2014) found the cybersecurity definition “highly variable, often 
subjective, and at times, uninformative”.  
Cybersecurity is either viewed and interpreted as being a collection or organisation of 
tools, processes and safeguards (Craigen et al., 2014; ITU, 2009; Kemmerer, 2003) 
including technologies; an ability, capability, or methods to protect or defend 
cyberspace against cyber-attacks causing damage or disruption (Amoroso, 2011; 
Bayuk et al., 2012; Lewis, 2006; Sedgewick, 2014; R. von Solms & van Niekerk, 
2013); or measures for preservation of confidentiality, integrity, and availability 
(Australian Government, 2009) of information resources. Selected cybersecurity 
definitions are illustrated in Table 3.1 (below). 
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Table 3.1: Selected Cybersecurity Definition 





Security Strategy of 
Jamaica (2015). 
“The implementation of measures to protect ICT 
infrastructure including critical infrastructure from 
intrusion, unauthorized access and includes the 
adoption of policies, protocols and good practices to 










“Cyber security is the collection of tools, policies, 
security concepts, security safeguards, guidelines, risk 
management approaches, actions, training, best 
practices, assurance and technologies that can be used 
to protect the cyber environment and organization and 






“The preservation of the confidentiality, integrity and 








“The process of protecting information by preventing, 
detecting, and responding to attacks.” (NIST, 2014)  
 
Government Cyber Security Strategy 
(2009). Australian 
Government 
“Measures relating to the confidentiality, availability 
and integrity of information that is processed, stored 






“The protection of cyberspace itself, the electronic 
information, the ICTs that support cyberspace, and the 
users of cyberspace in their personal, societal and 
national capacity, including any of their interests, either 
tangible or intangible, that are vulnerable to attacks 
originating in cyberspace.”(R. von Solms & van 
Niekerk, 2013). 
Defining Cybersecurity “Organization and collection of resources, processes, 
and structures used to protect cyberspace and 
cyberspace-enabled systems from occurrences that 
misalign de jure from de facto property rights.”(Craigen 
et al., 2014). 
Cybersecurity “The collection of ‘largely of defensive methods used 





“The safeguarding of computer networks and the 
information they contain from penetration and from 
malicious damage or disruption.”(Lewis, 2006). 
Cybersecurity Policy 
Guidebook (2012) 
“The ‘ability to control access to networked systems 
and the information they contain.”(Bayuk et al., 2012)  
 
The variation in cybersecurity reflects how national and international organizations as 
well as researchers understand and interpret cybersecurity. For example, the ISO 
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definition emphasises the information security properties; to preserve confidentiality, 
integrity, and availability in cyberspace. On the other hand, ITU regards cybersecurity 
as a collection of tools, policies and practices as means to protect cyber environment 
including users and organisations from cyber-attacks.  
While  multiple definitions of cybersecurity may not be a problem, the absence of 
concise and acceptable definition may “impede technological and scientific advances 
by reinforcing the predominantly technical view of cybersecurity while separating 
disciplines that should be acting in concert to resolve complex cybersecurity 
challenges” (Craigen et al., 2014). Further, engagement between nations or 
governments to deal with cybersecurity issues “will be extremely difficult to achieve 
in the absence of commonly agreed definitions, and even concepts, for what 
constitutes cyber security” (Giles & Hagestad, 2013). 
In this thesis cybersecurity is defined as a collection of tools, policies, and practices 
for prevention, detection, and protection from attacks for preservation of the 
confidentiality, integrity, and availability of information. This thesis equates 
cybersecurity to information security and these terms may be used interchangeably. 
3.4 Impacts of Cyber Attacks and Cybercrime 
Cyberattack refers to the exploitation of vulnerability or a weakness in the system, 
whereas cybercrime refers to direct or indirect use of computers to commit online 
crime. As recent as 2017, WanaCry ransomware attacks affected 150 countries 
causing nearly $4 billion in financial and economic losses to businesses (Berr, 2017). 
This event demonstrates the large implications, if nations are not well prepared to 
protect and fight against cyberattacks and crime.  
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In the past years, several Asian countries have reported cases of cyberattacks and 
cybercrime, and their impacts to government, business, and individuals. One example 
is the cyberattacks in the Asia-Pacific region, reported by Financial Times, where 
more than $81 billion in business revenue was lost in the 12 months preceding 
September 2015. The  global total during this time period was of $315 billion (Leo 
Lewis, Don Weinland, & Peel, 2016). The banking heist, reported by Reuters, in 
Bangladesh, a developing ICT emerging country in South Asia describes how a 
Bangladesh Bank official’s computer was used to steal $81 million takas (Raju 
Gopalakrishnan & Mogato, 2016). The simultaneous hacking of 68 government 
websites in Philippines, is also evidence of the difficulties facing ICT emerging 
nations (Mateo, 2016).  
Bhutan faces its own cybersecurity challenges. Cases of cyberattacks and cybercrime 
have been reported in the national print and social media. For instance, the Bank of 
Bhutan, was exposed by fraudsters with a fake e-mail purportedly sent from the Royal 
Audit Authority, Bhutan, resulting in the transfer of 16 million (in Bhutanese 
currency) to three different accounts in India, Malaysia and Thailand (Gyeltshen, 
2016). Moreover, Bhutan has experienced cyber incidents on government and private 
websites (Shmueli, 2012b, 2012c), rampant viruses clogging the networks (Schmueli, 
2010), the distribution of pornographic clips (BBS, 2014)(BBS, 2014),  blackmail and 
financial fraud (BBS, 2011, 2012)(BBS, 2011, 2012).  
McAfee (2017), in 2017 Threats Predictions, predicts that nations will face destructive 
cybersecurity challenges and risk, especially ransomware, due to the aggressive use of 
information operations by nation-states; growth in the numbers and diversity of 
cyberthreat actors; and the greater availability of exploits, tools, encryption, and 
anonymous payment systems. Also, today’s cyberattacks are becoming often 
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“aggressive, discipline, well-organised, well-funded, and in a growing number of 
documented cases, very sophisticated” (Join Task Force Transformation Initiative, 
2010). For example, WannaCry and Petya are “a new strain of high-profile, global-
scale” ransomware, that appear to have originated from North Korea and Russia 
primarily “aimed at creating chaos and achieving strategic geopolitical goals” 
(iDefense, 2017). 
3.5 National Cybersecurity Strategies 
One of the approaches to address cybersecurity issues is establishing a National 
Cybersecurity Strategy. It is a policy document that may refer to a “vision and 
articulate priorities, principles, and approaches to understanding and managing risks 
at the national level” (Goodwin & Nicholas, 2013). It refers to a “national plan of 
action based upon a national vision to achieve a set of objectives that contribute to the 
security of the cyberspace domain”  (Luiijf, Besseling, & De Graaf, 2013). Moreover, 
National Cybersecurity Strategy is a strategic framework for setting “a range of 
national objectives and priorities that should be achieved in a specific timeframe”, and 
a policy tool to “improve the security and resilience of national infrastructure and 
services” (ENISA, 2012).  
While the national Cybersecurity Strategy objectives vary from ensuring national 
security to economic well-being to protecting critical infrastructure and enhancing 
cybersecurity awareness, Goodwin and Nicholas (2013) suggest that many successful 
national strategies shares three important characteristics: 
- they are living document that is adaptable to the dynamic environment of 
cyberspace and is developed, implemented, and owned by key public and 
private stakeholders; 
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- they clearly articulate and promote national and societal values (e.g., rights to 
freedom of expression), traditions and legal principles; 
- they are rooted in risk-based approach to cybersecurity where entities agree on 
risks that must be managed or mitigated including even those that must be 
tolerated. 
With increasing interconnectedness and dependency of governments, businesses and 
societies on cyberspace; cybersecurity has become a complex global issue affecting 
nations across the globe. Wamala (2011) argues that cybersecurity is no longer a pure 
computer security issue, but a national policy matter because any threat or disruption 
to critical infrastructure (e.g., energy), information systems, networks and devices 
underpinning the cyberspace could have major impact to economic, public health, 
safety, and national security activities. Thus, an increasing number of nation states, 
mostly in developed countries, have established cybersecurity strategies as a national 
approach to cybersecurity (Levin, Goodrick, & Ilkina, 2013; Luiijf et al., 2013).  
Depending on their vision, objectives and priorities, governments, national agencies, 
and other stakeholders have framed cybersecurity policies through at least four 
different perspectives:  
- Addressing cybersecurity as a technical and operational network or IT issue; 
- Looking at cybersecurity as an economic issue (e.g., maintaining business 
economic advantage, threat to business continuity); 
- Focusing on cybersecurity as a legislation and enforcement issue (e.g., 
cybercrime); 
- Concentrating on cybersecurity as a national security issue (e.g., CIIP and 
possible threats from other states), (ITU, 2007). 
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However, establishing a National Cybersecurity Strategy is not without challenges, 
especially for developing countries. For example, Sukma and Soeya (2015) suggest 
that the development and implementation of Cybersecurity Strategy in the Association 
of Southeast Asian Nations (ASEAN) countries are impeded because of the digital 
divide, lack of limited human and financial capacity, and the level of importance given 
to cyber security policy. These challenges and obstacles are likely to be acute in the 
developing countries. Wangwe, Eloff, and Venter (2012) believe that in a “resource 
poor country” addressing information security in a comprehensive manner can be an 
“expensive undertaking”. Developing and implementing an information security 
program without guidance may be more prone to failure than achieving its intended 
goals.  
As a result, many international organizations such as International Telecommunication 
(ITU), European Network and Information Security Agency (ENISA), and the 
Organisation for Economic Cooperation and Development (OECD) have developed a 
model cybersecurity strategy or framework as guidance to assist nations, especially 
developing countries in establishing the National Cybersecurity Strategy. For 
examples, ITU’s National Cybersecurity Strategy Guide (Wamala, 2011), ENISA’s 
Guidebook on National Cybersecurity Strategy (ENISA, 2012), and OECD’s 
Guidelines for the Security of Information Systems and Networks (OECD, 2002) are 
cybersecurity strategic guides or templates that can be used for developing and 
implementing cybersecurity policy. However, given the differences in ICT 
dependence, cybersecurity maturity, and culture and values, the proposed sample 
guidance or template may not match the needs and requirements of developing 
countries. For example, in a case study by (Tagert, 2010) in Rwanda and Tanzania 
found: 
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 “that the developing countries are often recommended to 
implement a conglomeration of existing rules and regulations found 
in other countries especially in European and in the United States. 
Developing countries are also recommended to create national 
CERTs, organizations of cybersecurity experts to coordinate a 
nation to respond to cyber incidents. The proposed rules and 
regulations are largely irrelevant for developing nations and the 
proposed missions of a CERT do not match the needs of those 
countries.” 
However, in contrast to the findings of (Tagert, 2010), Newmeyer (2014) observed 
that proposed international guidance have improved in content, relevancy and 
practicality since 2010. The author, therefore, recommended Jamaica Government to 
adopt and implement a high-quality national cybersecurity strategy aligned with the 
emerging international best practices. 
Even though the guidance or template frameworks developed and recommended by 
the international organizations may not be a ‘one-size-fits’ to all countries, developing 
countries, depending on their needs and priorities, still can select emerging best 
practices, and implement them to meet cybersecurity objectives of preserving 
confidentiality, integrity and availability of information and its underpinning 
infrastructure. For example, Burt, Nicholas, Sullivan, and Scoles (2014) state: 
“Though cybersecurity is contingent on a variety of factors that vary by country, 
nations can best position themselves for future improvement by focusing policy on 
areas that improve technological, social, and economic outcomes to benefit all 
citizens”. Therefore, establishing a National Cybersecurity Strategy is an essential step 
towards achieving a national cybersecurity goal.  
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3.6 Cybersecurity Leadership and Governance 
It is often believed that cybersecurity is a technical issue and therefore it is the 
responsibility of the cybersecurity department; not realizing that information security 
is a corporate governance responsibility where the buck stops right at the top; or that 
the protection of information is a business issue and not a technical issue (Touhill & 
Touhill, 2014, p3; B. von Solms & von Solms, 2004). Sharing the views of B. von 
Solms and von Solms (2004), Dutta and McCrohan (2002) argue “that good security 
in an organization starts at the top, not with firewalls, shielded cables or biometrics”. 
Furthermore, Bissell (2013) suggests that “Cybersecurity is not a compliance issue. 
It’s a strategic issue. That’s why it merits the proactive and ongoing attention of the 
board and C-suite”.  
The extant literature suggests that the role of leadership in the organization is critical 
to achieve balanced and effective cybersecurity security. Leadership is essential to not 
only exercise fiduciary functions, but also ensure due diligence and duty of care to 
protect information and information assets. For example, in a worldwide survey of 874 
certified information security professionals (CISSPs), Kenneth J. Knapp, Marshall, 
Rainer, and Morrow (2006) found that the “top management support” to be the highest 
ranked issue among a list of 25 information security issues.  
Another view shared by academics, researchers and security practitioners is the need 
to integrate information security/cybersecurity into corporate governance. Because the 
success of the information security efforts depends, to a large extent, on the 
commitment and support from the executive level (Posthumus & von Solms, 2004). 
For security integration, security implementation should align with business 
objectives, and must engage end-users’ involvement. Information security is not 
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merely an issue that should be managed from the IT department; it is an organisational 
issue where top management support and leadership is critical to implement the 
security program successfully (Caralli & Wilson, 2004). Moreover, Schneier (2000) 
states “if you think technology can solve your security problems, then you do not 
understand the problems and you do not understand the technology.” 
Furthermore, Mears and von Solms (2005) argue that “the assurance of the protection 
of this valuable [information] asset  should not be left to the chief information officer 
of a company, but should be treated as a governance issue”. It has become “a direct 
corporate governance responsibility and lies squarely on the shoulders of the Board of 
the company” (B. von Solms, 2001).   
In sum, leadership and governance is crucial for effective cybersecurity for preserving 
the confidentiality, integrity, and availability of information and information assets, 
and for protecting them from attack by bad actors, from damage of any kind, and from 
unauthorized access. 
3.7 Risk-based Approach to Cybersecurity 
A risk in general is a situation involving exposure to danger or harm. In the parlance 
of information security, risk is the product of three factors: assets, vulnerabilities, and 
threats (B-CCENTRE, 2014; Ghernaouti-Hélie, 2009). Risks are realized when threats 
exploit vulnerabilities to cause damage or harm to assets. 
Many governments, businesses, and individuals use ICTs to improve efficiency in 
public service delivery; and enhance business competitiveness but increased 
dependence exposes them to security risks. For example, between 1 January 2015 and 
30 June 2016, the Australian Signals Directorate responded to 1095 cybersecurity 
incidents on government systems (ACSC, 2016). Moreover, according to The Global 
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Risks Report 2017 (WEF, 2017), the likelihood of the massive incident of data fraud 
and cyber-attacks were respectively ranked 5th and 6th among the top 10 global risks 
of doing business.  
While  different approaches exist to address  security issues and  manage risk, many 
are fragmented and narrowly focused to either techno-centric or organisational-centric 
approaches (Trèek, 2003). Trèek (2003) argues that a “coherent conceptual model” is 
needed to manage contemporary e-business security as current approaches are found 
isolated and ineffective. An integrated framework developed based on existing 
approaches in “balanced way” is expected to provide robust and effective risk 
management solution. Furthermore, (M. T. Siponen & Oinas-Kukkonen, 2007) found 
that the research studies were mainly focused on technical issues, mostly based on 
mathematical approaches with mathematics and philosophy as the main reference 
disciplines. Their study analysed the existing information security research efforts 
from the viewpoints of a meta-model for information systems, the research approaches 
employed, and the reference disciplines utilized.  
Kosutic (2012) argues that despite having many cybersecurity solutions and services, 
such as firewalls, anti-virus software and frameworks, cybersecurity problems persist 
as none of these individual solutions can provide complete protection for information 
resources. Further, Kosutic (2012) reasoned that the technical approaches are bereft of 
humanistic and organizational aspects and that the implemented solutions may likely 
introduce new vulnerabilities, thereby creating greater risk to information and assets. 
Completely secure enterprise information systems may be illusive with constantly 
changing landscape of technology and threat vectors in a dynamic cyber environment.  
Furthermore, Dutta and McCrohan (2002) argue that information security is not only 
about implementing technologies but best practice for continuous risk assessment, 
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vulnerability assessment, implementing corporate policies, and procedures to  manage 
these actions.  
Thus, the literature suggests that risk-based practices are important for managing 
cybersecurity and “improving cyber defences in line with the risks” (Chrapavy, 2016). 
This is because, according to Dutta and McCrohan (2002), first cybersecurity is a 
management issue; second, not all information and assets are equal in value, and third, 
decreasing tolerance to cyber-related vulnerabilities. Therefore committing to a long-
term management approach is necessary to improve organization’s cybersecurity 
(ICC, 2015).  
According to (Ross, 2011a, 2011b), risk management is a comprehensive process  
requiring organizations to: (1) frame risk (i.e., establish the context for risk-based 
decisions); (2) assess risk; (3) respond to risk once determined; and (4) monitor risk 
on an ongoing basis using effective organizational communications and a feedback 
loop for continuous improvement in the risk-related activities of organizations. The 
purpose of risk management is “not to eliminate all risk. It is a tool to be used by 
management to reduce risk to an acceptable level” (Peltier, 2005). 
A fundamental components of organisational risk management is risk assessment. 
Risk assessments identify, estimate, and prioritise risks for organisational operations, 
organisational assets, individuals, other organisations, and the nation, resulting from 
the operation and use of information systems. The purpose of risk assessment is to 
inform decision makers and support risk response by identifying:  
- Relevant threats to organisations or threats directed through organisations 
against other organisations; 
- Vulnerabilities both internal and external to organisations; 
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- Impact to organisations that may occur given the potential for threats 
exploiting vulnerabilities; and 
- Likelihood that harm will occur. 
The result of risk assessment is the determination of risk, which is a function of the 
degree of harm and likelihood of harm occurring. Risk assessments are not a one-time 
activity that provide permanent and definitive information for decision makers to 
guide and inform responses to information security risks, but rather ongoing activities 
throughout the security life cycle. 
Accurate risk information is vital for strategic and operational decision making. 
Because “Unreliable information resulting from wrong security policies generates 
uncertainty and mistrust, and has a negative impact on every business area” (Mellado 
& Rosado, 2012, p.1599). 
In summary, organizational success “hinges upon promoting and supporting a risk-
aware culture, where the importance of security informs every decision and procedure 
at every level of the company” (IBM Security Index, 2013). However, the caveat for 
the  risk-based approach to cybersecurity is that “Ineffective risk management 
methods, that somehow manage to become standard, spread vulnerability to 
everything they touch” (Hubbard, 2009, p.6). Dhillon (1999) argues that a balanced 
and more pragmatic approach is necessary to avoid the losses due to computer-related 
fraud/incidents. Such approaches need to equally emphasise technical and non-
technical controls within organisations. 
3.8 Humanistic Approach to Cybersecurity 
Even with the best security infrastructure in the world, humans are the weakest link in 
any security chain (Matthew A.. Bishop, 2003; Matthew A Bishop, 2005; Meeuwisse, 
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2015). Organizational approaches to cybersecurity are often technology driven and 
negate the crucial role of people. The importance of people is evident in the selected 
statements illustrated in Table 3.2 (below). 
Table 3.2: Importance of Human development in 
Cybersecurity 
 
Table 3.2 demonstrates that cybersecurity has an undeniable human component. 
Unintentional errors, malicious intent, and circumvention of security policies and 
procedures are all the result of people. Meeuwisse (2015) states that the most 
significant human factors contributing to cybersecurity failures are: 
- Inadequate cybersecurity subject knowledge leading to the presence of open 
vulnerabilities. 
- Poor capture and communication of risks leading to repeated, unanticipated 
failures of cybersecurity. 
- Culture and relationship issues, both in the enterprise itself or key suppliers, 
creating disinterested and disaffected personnel with insider knowledge. 
Source Statements 
(Meeuwisse, 2015)  “Not all cybersecurity issues are about external threats or internal 
technical shortcomings, but that all cybersecurity breaches have a very 
strong human component.”  
(Tipton & Krause, 2004)  “Security is not only anti-virus software and a firewall. Importantly, 
people and policy must be factored in as well. And, with respect to the 
latter, a policy that is too strict, or that does not integrate seamlessly, 
or is not transparent to its user, is one that will be circumvented, 
ignored, or not supported.”  
(Upfold, 2005)  “Of increasing importance, is the liability organisations now face 
should private or sensitive information be compromised.  Staff 
training is thought to be critical in this regard.” 
(Raggad, 2010)  “Employees can be source of insecurity: they may unintentionally 
harm the system by making mistakes or maliciously compromise the 
system.” 
(UNESCAP, 2008, p.10) “Because human[s] are the weak link of the security chain and because 
human is the final ‘consumer’ of ICT service and infrastructure, any 
security solution should also take into consideration social needs”. 
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- Under-investment in security training resulting in low awareness of the 
security risks we all manage (even if we are not cybersecurity personnel). 
- Using trust in place of procedures, especially for privileged personnel. 
- Absence of a single point of accountability. When more than one person is 
accountable, nobody is. 
- Social engineering, picking up information from personnel through traditional 
espionage techniques to leverage their access or knowledge to create 
opportunities that bypass other security controls. 
Consequently, managing people relating to cybersecurity awareness, training and 
education is  difficult, given the complexity and dynamics of cyberspace. Ashenden 
(2008) suggests that the “human challenge lies in accepting that individuals in the 
organisations have not only an identity conferred by their role but also a personal and 
social identity that they bring with them to work”. He concludes that the “human 
challenge of information security management has largely been neglected and 
suggests that to address the issue we need to look at the skills needed to change 
organisational culture, the identity of the Information Security Manager, end users and 
Senior Managers”. 
According to M. T. Siponen (2000), information security awareness focuses more on 
the motivation of the employee in an organization to follow the policy and regulations 
towards the security of information in the company. An approach taken to raise 
awareness is having a program, training, or seminar in the workplace. In the view of 
(M. T. Siponen, 2000), information security awareness is “a state where users in an 
organization are aware - ideally committed to - their security mission” (p. 31). 
Developing information security awareness among the organization is no longer a 
choice but a necessity (Karyda, Kiountouzis, & Kokolakis, 2005). 
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Dhillon and Backhouse (2000) suggest that information security is “more than just 
locks and keys and must relate to the social grouping and behaviours”. Therefore, there 
is a need to achieve a better understanding of the social aspects of the organisations; 
especially the human element. 
Besnard and Arief (2004) investigated the role of legitimate users of systems affecting 
the level of security protection. As most computer security has conventionally been 
addressed from a technical point of view, they used a multidisciplinary standpoint to 
assess the human aspects involved in computer security. They believe security 
breaches are happening because of the way computers are being used by the legitimate 
users. As people tend to make biased decisions, legitimate users sometimes overlook 
rules to gain maximum benefits and efficiency. They trade-off security against 
usability or efficiency (Besnard & Arief, 2004). 
Aloul (2012) argues that educating and training users are required to combat IT security 
threats. He believes that security awareness is one critical factor often neglected in 
many organisations. The use of advanced security technologies is increasing along 
with continuous training of security professionals. However, little has been done to 
improve the security awareness among the normal users. As a result, people become 
the weakest link in any organisation (Aloul, 2012).  
Therefore, it is evident from the literature how important cybersecurity awareness and 
training is for the organizations. Raising awareness and training users on different 
aspects of information security (e.g., policy, procedures, and techniques) are necessary 
not only for securing ICT resources, but also for successful management of ICT 
security, and for cybersecurity decision making  (Matthew A Bishop, 2005; Tagert, 
2010; Wilson & Hash, 2003).  
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3.9 Cybersecurity Incident Response Team 
Cyber criminals and intruders are always trying to break into systems or take 
advantage of newly discovered vulnerabilities in operating systems, network services, 
and protocols. Therefore, defending/protecting information systems, networks, and 
confidential information from cyber-attacks becomes a difficult task. Because cyber 
incidents may occur even in presence of sophisticated prevention measures 
(Kossakowski, Allen, Alberts, Cohen, & Ford, 1999). 
Consequently, cybersecurity breaches that circumvent and penetrate the security 
defenses must be managed quickly and effectively. Failing to respond immediately 
can have negative consequences. For example, Kossakowski et al., (1999) suggest that 
lack of systematic and well-defined procedures to manage cyber incidents can result 
in increased costs, loss of productivity, and loss of business owing to extensive damage 
to data, systems, and networks; negative exposure to news media thereby damaging 
organization’s reputation and image; and may result in legal liability and prosecution 
for failures to exercise adequate standard of due diligence and due care. 
A common approach to handle cybersecurity incidents is to establish a Computer 
Security Incident Response Team (CSIRT). A CSIRT is defined as a team or an entity 
that provides service and support to its constituents or target communities to prevent, 
manage and respond to a cybersecurity incident (Bronk, Thorbruegge, & Hakkaja, 
2007; OAS, 2016). Essentially, CSIRT has three important attributes (Javaid, 2013): 
(1) a central location in relation to its constituency; (2) an educational role with regard 
to computer security, and (3) an incident handling role. 
The first kind of CSIRT was created by the Defense Advanced Research Project 
(DARPA) after the incident of Morris Worm in 1988 that affected the ICT systems 
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across the world (CERT, 2017). The respond team was named as Computer 
Emergency Response Team Coordination Center (CERT/CC)1. CERT/CC’s mission 
is to respond to security emergencies on the Internet, serve as a focal point for 
reporting security vulnerabilities and incidents, raise awareness of security issues, and 
serve as a model to help others establish incident response teams (Moore, 2002). Since 
then, hundreds of CSIRTs have been established across the globe (West-Brown, 
Stikvoort, Kossakowski, Killcrece, & Ruefle, 2003). 
CSIRTs  vary depending on their purpose and objectives (Killcrece & Ruefle, 2008). 
Some CSIRTs are created by government with broader scope and mandate for incident 
handling for many member organizations, while others are called internal or 
organizational CSIRTs with narrower scope; having to provide services to their parent 
organization only. Still others are devoted to providing incident handling services as 
products, often known as Managed Security Service Providers (MSSPs), to other 
organizations. For example, AusCERT2 is the national CSIRT, established in 1993, 
with a mission to be the trusted cyber emergency response team for the Australian 
information economy. It provides services such as early warning, incident 
management, and member security incident notifications. On the other hand, CSIRT 
Unicamp is a University CSIRT, and is specifically responsible for receiving, 
analyzing, processing, and responding to the computer security incidents at University 
Campinas, Brazil (Unicamp, 2017). 
                                                            
 
1   CERT is a legally registered service mark of Carnegie Mellon University that is licensed to 
other teams around the world. Thus, many countries use CSIRT, which is also known by other 
names such as Incident Response Team (IRT), Security Incident Response Team (SERT), and 
Computer Incident Response Team (CIRT). 
2 See AusCERT website for more information here https://www.auscert.org.au/  
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Depending on the kind of CSIRTs and their objectives, CSIRTs can provide reactive 
services, proactive services, artifact handling and security quality management. 
However, the provision of these services depend on nation’s security requirements, 
and its financial, professional and technical capacities (Bada, Creese, Goldsmith, 
Mitchell, & Phillips, 2014).  
Creating a CSIRT can benefit nations in multiple ways. They may enable nations to 
coordinate incident management and facilitate an understanding of cybersecurity 
issues and build the technical competence to respond to national cyber incidents. 
Furthermore, CSIRT can also act as a focal point for a national cyber security dialogue 
and foster international cooperation on cybersecurity (Haller, Merrell, Butkovic, & 
Willke, 2010)(Haller, Merrell, Butkovic, & Willke, 2010; OAS, 2016).  
While several national guidelines exist for the creation of CSIRT, such as  Creating 
and Managing Computer Security Incident Response Teams (Killcrece & Ruefle, 
2008),  Handbook for Computer Security Incident Response Teams (West-Brown et 
al., 2003), and SANS Computer Security Incident Handling (Northcutt, 2003), it is not 
without challenges. Establishing a national CSIRT simply by copying or transplanting 
successful CSRIT organizations that already exist can be problematic, especially for 
developing nations with differing needs and resources (Haller et al., 2010; Tagert, 
2010). In addition, Tagert (2010) suggest that funding CERTs  is challenging for 
developing nations. Given emerging ICT nations are constrained by financial and 
human capabilities, solutions that are cost effective and easy to implement are 
desirable. Furthermore, Grobler and Bryk (2010) suggest that creating CSIRT project 
“requires sustained commitment and relies largely on a circle of international trust that 
requires time to develop. Without these attributes, a CSIRT project can experience 
problems with varying outcomes for the project.” 
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In sum, despite the cost of CSIRTs, they can play an integral role in national incident 
handling and response.  A well organized, coordinated, and structured CSIRT is 
important for provision of reactive services to reduce the harm that occurs from 
successful attacks, and for provision of proactive services to prevent future cyber 
intrusions. CSIRT is also necessary to facilitate information exchange and 
dissemination, and to raise awareness among member organizations about 
cybersecurity. 
3.10 Standards and Frameworks 
Information security describes activities that relate to protecting confidentiality, 
integrity, and availability of information and information resources (ISO/IEC 27001, 
2005). To achieve these security objectives, organizations must implement controls to 
minimize the risk of loss, or misuse of information and system resources; to prevent 
manipulation and corruption of data; to avoid disruption of access to the data, and to 
prevent unauthorized disclosure of information (Killmeyer, 2006). Security 
management, then, entails implementing and managing these security activities. 
According to Raggad (2010), information security management is a process that is 
capable of: 
(1) identifying organization’s assets and prioritization based on business 
values;  
(2) identifying all security risks to the classified assets and then implementing 
risk controls; and  
(3) continuously aligning and improving the security position by revising the 
risk-driven security program as the risk environment changes.  
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Organizations can achieve these security process capabilities by adopting and 
implementing security standards, which are guidelines or frameworks to develop and 
maintain adequate information security management. Managing information security 
as a process will help organizations ensure an adequate level of security is attained, 
resources are used efficiently, and best security practices are adopted.  
The following sections describe some of the common security standards, their origin, 
focus, strengths, and weaknesses including their similarities and differences.  
3.10.1 ISO/IEC 27001 and 27002 Standards 
ISO/IEC 27001 and 27002 standards were developed by the International Organisation 
for Standardisation (ISO) and the International Electrotechnical Commission (IEC), 
the world’s largest international body for standardisation.  
 
Figure 3.2: Deming Cycle or PDCA Model 
The Deming Cycle is an iterative four-step management method used in 
information security management for the control and continuous 
improvement of security processes. Figure adapted from (ISO/IEC 27001, 
2005).   
ISO/IEC 27001 standard “Information technology – Information security 
requirements specifications” defines requirements for “establishing, implementing, 
operating, monitoring, reviewing, maintaining and improving” information security 
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management systems (ISMS) in an organisation (ISO/IEC 27001, 2005). It provides 
guidelines or frameworks, for use by organizations to “design, deploy and maintain 
Information Security Management System” (Boehmer, 2008), and thereby facilitate 
organizations to “align their IT procedures and methods for ensuring an adequate level 
of information security with an international standard (Disterer, 2013). The ISMS 
“specifies the instruments and methods that the management should use to clearly 
manage (plan, adopt, implement, supervise and improve) tasks and activities aimed at 
achieving information security” (BSI, 2011).  
The ISO 27001 standard adopts a cyclic process approach called the “Plan-Do-Check-
Act” model illustrated in Figure 3.2 (above). The ISMS processes take the information 
security requirements (e.g., no financial damage due to security breaches) and 
expectations of the stakeholders (e.g., organization has capability to respond to 
security breaches), and output information security outcomes that meets those 
requirements and expectations. 
Unlike ISO/IEC 27001, which defines mandatory requirements for ISMS, ISO/IEC 
27002 "Information technology – Code of practice for information security 
management" is merely a code of practice or guidelines rather than a certification 
standard (ISO/IEC 27002, 2005). In other words, organizations are free to select and 
implement other controls. This standard codifies information security management 
into 11 security control clauses and 39 main security categories. The 11 clauses or 
security domains are: 
- Security Policy 
- Organizing Information Security 
- Asset Management 
- Human Resource Security 
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- Physical and Environmental Security 
- Communications and Operations Management 
- Access Control 
- Information Systems Acquisition, Development and Maintenance 
- Information Security Incident Management 
- Business Continuity Management, and 
- Compliance 
While necessary security control objectives and controls to counter threat to 
information security are described, it does not contain the requisite specific technical 
information for practical implementation. However, the successful implementation of 
recommended security controls in ISO 27002 is one of many ways to fulfil the 
requirements of ISO 27001 standard certification (ISO/IEC 27002, 2005). 
Because ISO/IEC 27001 and 27002 are internationally recognized standards dealing 
with information security;  they have become “the common language of organizations 
around the world for engaging in business securely” (Humphreys, 2011). The 
popularity of ISO/IEC 27001 standard is evident in the ISO Survey 2015 where it 
found a total of 27, 536 certificates issued worldwide, which is a 20% increase from 
the total of 23,005 certificates issued in 2014 (Charlet, 2015).  
However, these standards have their limitation. First, (M. Siponen, 2006) argues that 
they focus on ensuring that certain information security processes or activities exist, 
while  failing to advise how these security processes may be practically implemented. 
Secondly establishing and certifying an information security management system to 
the ISO/IEC 27001 standard may be too complex, time-consuming, and expensive for 
smaller organisations (IASME, 2015). Third, the standard is too general to offer 
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explicit advice on how the policy might best be aligned with specific corporate 
objectives (Doherty & Fulford, 2006). 
3.10.2 COBIT Framework 
COBIT, which stands for Control Objectives for Information and related Technology, 
was created by Information Systems Audit and Control Association (ISACA) in 1996. 
Initially developed as an IT process and control framework linking IT to business 
requirements, COBIT is now used as a framework for IT governance. The fifth edition, 
COBIT 5, was published in 2011.  
COBIT is set of “generally accepted good practices for Information Technology (IT) 
management” (Heschl, 2007; ISACA., 2012).  It provides a comprehensive framework 
that enables enterprises to (1) meet the quality, fiduciary and security requirements for 
their information and assets, and (2) optimize the use of available resources such as 
applications, infrastructure, and people. COBIT describes five principles and seven 
enablers that support enterprises in the development, implementation, and continuous 
improvement and monitoring of good IT-related governance and management 
practices (ISACA., 2012). It also describes a method for managing and controlling 
risks and vulnerabilities arising from the use of IT to support business-related 
processes (Lainhart IV & John W, 2000).  
Like ISO/IEC 2700x standards, COBIT follows the PDCA model, also known as the 
Deming cycle, of continuous improvement process. First, the information 
requirements for corporate and IT governance are identified and planned with 
measurable indicators (plan). Second, information and, possibly, information systems 
are implemented, delivered, and used (do). Third, the outcome of the information 
delivered and used is measured against the indicators defined in the planning phase 
(check). Finally, any deviation from the desired state or change is investigated and 
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corrective action is taken (act) (Heschl, 2007). However, unlike ISO 2700x standards, 
which focus on information security, COBIT is business-oriented and more focussed 
on effectiveness of corporate governance and IT governance, and management. 
Furthermore, like ISO 2700x standards, the COBIT framework contains 37 high-level 
control objectives grouped into four IT domains: (1) Align, Plan and Organise, (2) 
Acquire, Build and Implement, (3) Deliver, Service and Support, and (4) Monitor, 
Evaluate and Assess. For each of the 37 IT processes, COBIT provides control 
objectives, control practices, management, and audit guidelines. 
Adopting and implementing COBIT can benefit organizations in many ways. For 
example, in a 2014 Global COBIT 5 Survey Study (Kessinger, 2014), which surveyed 
1250 COBIT 5 purchasers,  found that COBIT’s top three benefits to organizations 
were (1) integration of business and IT (75%), (2) improving risk management (56%), 
and (3) increasing communication between IT and the board of directors (35%). Thus, 
COBIT framework has become popular and is increasingly being used in wide range 
of organizations (Ridley, Young, & Carroll, 2004). 
3.10.3 Information Technology Infrastructure Library (ITIL) 
ITIL was first published between 1989 and 1995 by Her Majesty’s Stationery Office 
(HMSO) in the UK. It is a framework of best practices for IT service management 
(ITSM) that focuses on aligning IT services business needs. The objective was to 
develop methods to improve quality of service reduce the cost of IT services. The 
current publication is ITIL Version 3 or ITIL V3 issued in 2007. 
According to (Cartlidge et al., 2007) ITIL is: 
“ITIL is a public framework that describes best practice in IT 
service management. It provides a framework for the governance of 
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IT, and the management and control of IT services. It focuses on the 
continual measurement and improvement of the quality of IT service 
delivered, from both a business and a customer perspective.” 
ITIL is a framework for identifying, planning, delivering, improving, and supporting 
IT services. It enables IT organisations to deliver services that satisfy business needs 
and are aligned with the business goals. Therefore, ITIL is a “best-practice approach 
for delivering IT services and IT service management. It focusses on the processes, 
functions, and capabilities required to support IT services in business” (Gallacher & 
Morris, 2012, p.2).  
Key benefits of ITIL are: 
- Increased user and customer satisfaction with IT services; 
- Improved service availability, directly leading to increased business profits and 
revenue; 
- Financial savings from reduced rework or lost time and from improved 
resource management and usage; 
- Improved time to market for new products and services; and 
- Improved decision-making and reduced risk 
Unlike the COBIT framework, which is governance-oriented and aimed primarily at 
compliance and security of the IT services; ITIL framework is service-oriented, and 
aimed towards provisioning of cost effective, efficient, and quality service to 
customers.  
Like ISO 2700x standard, ITIL framework follows an iterative lifecycle model 
consisting of 5 phases: Service Strategy, Service Design, Service Transition, Service 
Operation, and Service Improvement. The life cycle model focuses on continual 
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improvement of IT service management. Like ISO 2700x standard, the ITIL has 
security management process that describes alignment of security in the management 
organization (Wegmann, Regev, Garret, & Maréchal, 2008). 
While the framework is applicable to all IT organisations regardless of  size and 
technology in use, “its implementation is not well spelled out in documentation and 
therefore can be very challenging” (Ahmad & Shamsudin, 2013). For example, (Hirth 
& Melander, 2010) suggest that there is “no universal introduction recipe” for ITIL 
implementation. ITIL must to be adapted to be fit-for-purpose and relevant depending 
on the specific situation of the organizations.  
The relevancy of ITIL to small and medium businesses is also questionable. Cruz-
Hinojosa and Gutiérrez-de-Mesa (2016) state that “SMEs cannot introduce ITIL easily 
due to its complexity, cost and risk, although it can also be due to the shortage of 
technical talent and insufficient financial resources”. Moreover, Melendez, Dávila, 
and Pessoa (2016) found primary studies on ITIL mostly “applied to IT areas from 
some large and medium companies but a very few in small companies' context”. In 
their view, the likely reason for the low adoption rate in small businesses is attributed 
to lack of knowledge of its personnel and consultants. 
Despite questions over the applicability of the ITIL framework in many papers, it 
remains the best-known approach to IT service management and is recognized 
worldwide. Its popularity is such that “in the first three months of 2011; 54,500 people 
took the ITIL foundation exam worldwide, with no sign of demand reducing” 
(Gallacher & Morris, 2012, p.xvii). 
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3.10.4 The SoGP for Information Security 
The Standard of Good Practice (SoGP) for information security, its current version is 
2016, was developed by Information Security Forum (ISF) and first published in 1996. 
The Standard “provides comprehensive controls and guidance on current and 
emerging information security topics enabling organizations to respond to the rapid 
pace at which threats, technology and risks evolve” (ISF, 2016).  The Standard 
addresses a broad range of security features that are essential to “keep the business 
risks associated with information systems within acceptable limits”. Therefore, it is “a 
major tool for improving the quality and efficiency of information security controls 
applied by an organisation” (ISF, 2007).  
Implementing the Standard helps organizations to:  
(1) identify how regulatory and compliance requirements can be met;  
(2) respond to rapidly evolving threats, including sophisticate cyber security 
attacks by using threat intelligence to increase cyber resilience; and  
(3) be agile and exploit new opportunities – while ensuring that associated 
information risks are managed to acceptable levels. 
The Standard published in 2007 covers six aspects of information security, namely (1) 
Service Management, (2) Critical Business Applications, (3) Systems Developments, 
(4) Networks, (5) Computer Installations, and (5) End User Environment.  
The six security aspects within the Standard are divided into several security topic 
areas (e.g., security organizations).  Each topic area is broken down further into 
sections, and each of which contains a set of statements. Moreover, each section within 
the Standard is comprised of a high-level principle and objective. The principle states 
“what needs to be done to meet the Standard and the objective outlines the reason why 
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these actions are necessary” (ISF, 2007). Altogether, the Standard entails 36 areas and 
166 sections. 
The Standard is freely available for members of ISF and can be used by organizations 
of any size and business structure. The Standard also conforms to and is aligned with 
security related standards, such as ISO 27002 and COBIT 5. 
3.10.5 NIST Cybersecurity Framework 
The NIST Cybersecurity Framework was developed by the National Institute of 
Standards and Technology (NIST), a non-regulatory federal agency under the 
Department of Commerce in the United States. The Framework was the outcome 
resulting from NIST’s direct response to the President Obama’s Executive Order 
13636, “Improving Critical Infrastructure Cybersecurity”, on February 19, 2013 
(Order, 2013).  
The Framework is intended to “provide a prioritized, flexible, repeatable, 
performance-based, and cost-effective approach, including information security 
measures and controls, to help owners and operators of critical infrastructure identify, 
assess, and manage cyber risk”. The Framework focusses on “using business drivers 
to guide cybersecurity activities and considers cybersecurity risks as part of the 
organizations risk management processes” (NIST, 2014). The Framework is 
comprised of three components:  
(1) The Framework Core represent a variety of cybersecurity activities and 
outcomes that can be found in cybersecurity program. The activities and 
outcomes are organized into five “Functions”: Identify, Protect, Detect, 
Respond, and Recover. Each Function is further divided into “Categories” and 
“Sub-Categories”, which point to specific industry-accepted standards and 
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guidelines that provide more detail instruction on how to achieve each specific 
activity and outcome. 
(2) The Framework Tiers represent the level of cybersecurity maturity; there are 
four Tiers available ranging from Tier 1 (Partial) to Tier 4 (Adaptive). Each 
Tier indicates an increasing level of rigor and sophistication in an 
organization’s cybersecurity practices. 
(3) The Framework Profiles represent the organization’s current state (Current 
Profile) of cybersecurity program, and future state (Target Profile) that it 
desires to achieve. The Framework Profiles can be compared to identify the 
gap between the two and chart a road map for cybersecurity areas that the 
organization needs to strengthen in order achieve the target state. 
The Framework is intended to serve multiple purposes. Organizations can use the 
Framework to review its current cybersecurity practices; to improve cybersecurity 
program or establish new one to achieve the desired goals; and/or to communicate 
cybersecurity requirements to its stakeholders. 
Although the Framework is intended to better protect critical infrastructure (e.g., banks 
and utilities) from cyberattacks, the Framework is a “flexible and technology-neutral 
document that can be used by organizations of any size, sophistication level, or degree 
of cyber risk” (Shen, 2014). Moreover, the Framework can be a “valuable tool” for 
executives to raise awareness, understand current practices, and determine 
vulnerabilities and risk to companies. 
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3.11 Related Works in Developing Countries 
3.11.1 Cybersecurity Policy, Awareness, and Threats 
In a study investigating the issue of information security policy for e-government in 
Saudi Arabia, AlGarni (2015) examined the effectiveness, vulnerabilities, and threats 
of the system. The study findings suggest that common cybersecurity challenges and 
threats facing Saudi Arabia were hacktivists, software errors and terrorists. In addition, 
AlGarni believes that Saudi Arabia also faces lack of awareness, inadequate training 
of the employees dealing with e-services and low trust in the e-government 
applications.  
(Ashaye & Irani, 2014) studied the e-government implementation benefits, risks, and 
barriers in Nigeria. The authors found information security, particularly the threat to 
personal identity and privacy of information to be a risk to successful implementation 
of e-government. The study also found, even though not directly linked to information 
security, lack of knowledge, awareness, and implementation policy as barriers for 
realisation of e-government aspirations.  
3.11.2 Conceptual Frameworks and Maturity Models 
(Alfawaz et al., 2008) proposed a managerial conceptual framework for e-
government security management within the context of developing nations. The 
framework can be used as an analytical tool for investigation and clarification of 
security culture, infrastructure and managerial roles affecting the effectiveness of e-
government security programs. The authors believe that effectiveness of e-government 
security is likely to be influenced by variables such as organisational culture, 
management commitment, security mechanism, to mention a few.  
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An information security maturity model was proposed based on socio-technical 
approach for securing e-government services (G. Karokola, Kowalski, & Yngström, 
2011). The model can reveal and understand technical and non-technical security 
issues. The model was, then, evaluated by conducting a survey study in six 
organizations in Tanzania and found that 95% organizations perceived the framework 
useful, while 76% perceived dynamic and flexible (G. Karokola, Kowalski, & 
Yngström, 2013).  
3.11.3 International Guidance and Cybersecurity Strategy 
Tagert (2010) conducted an empirical study to explore cybersecurity challenges in 
developing nations, particularly taking Rwanda and Tanzania as cases to study. The 
author investigated the suitability and applicability of the common approaches and 
frameworks proposed by the developed nations and international organizations, such 
as ITU’s cybersecurity framework (Wamala, 2011) for building cybersecurity. Targert 
used the CSIRT model recommended by consultants and experts to analyse its 
applicability for Rwandan and Tanzanian governments.  The study findings suggest 
that such guidance and models were unsuitable for developing nations, as many 
developing countries have differing cultural contexts, ICT maturity levels and socio-
economic conditions.  
Furthermore, (Newmeyer, 2014) conducted a qualitative case study to examine the 
perceptions of cybersecurity readiness, especially the current policy development 
process to respond to cyber threats, of the government and private sector in Jamaica. 
The author found a lack of formal cyber policy, and lack of cyber awareness and 
education program, both of which are essential for improving the coordination of cyber 
response against the potential cyber incidents and raising awareness among consumers 
about the risks of using mobile devices and applications. 
 Chapter 3: Literature Review 85 
 
3.11.4 Studies Related to Bhutan 
In 2003, the Ministry of Communication (presently called Ministry of Information and 
Communications) conducted an E-Readiness Assessment study (MoIC, 2003) to 
ascertain Bhutan’s readiness to embrace and participate in the network economy and 
information society. The study particularly analysed country’s maturity levels in 
network, human, infrastructure and legal capacity. If the country’s maturity level is 
found to be below a certain threshold in any one element, it is considered not ready 
for meaningfully use. Understanding the state of ICT development also provide 
directions where government need to focus and prioritize to improve the level of 
readiness. However, readiness in cybersecurity aspects facing Bhutan has been left out 
from the study. 
An assessment of CSIRT establishment, covering India, Bhutan and Bangladesh, was 
carried out to understand the cyber incident response capabilities (ITU, 2012). The 
main objective of the study was to understand cybersecurity challenges facing these 
countries, to document measures taken to respond to these challenges and to assess 
their capabilities to coordinate, respond and share information related to cyber 
incidents. However, this study was limited to cyber incident management capabilities. 
It has not assessed other security domains such cyber policy, organizational security, 
and personnel security. Nor it has assessed or ranked the security factors developing 
countries should implement to achieve maximal security benefits.  
Another study assessing Bhutan’s cybersecurity capability and maturity was 
conducted by the Global Cyber Security Capacity Centre and the World Bank 
(Roberts, undated). The study measured maturity levels in five dimensions: i) policy 
and strategy, ii) culture and society, iii) education, training and skills, iv) law and 
regulation, and v) organization, standards and technology. The maturity levels in each 
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dimension were assessed based on five stages: start-up, formative, established, 
strategic and dynamic. The study findings suggest that Bhutan is at the start-up level 
of maturity, meaning that Bhutan neither has a capacity nor has undertaken concrete 
actions with respect to some factors in each dimension. While the study provides an 
understanding of cybersecurity in Bhutan from the national perspectives, it does not, 
however, provide specific insights and understanding of how government 
organizations have implemented cybersecurity activities. Further, their research 
method is based on group discussion and analysis of available documents. 
(Nono, 2012) investigated security for e-government platforms, and proposed a PKI 
based framework derived from PKI solutions and best practices implemented in India, 
Korea and Taiwan. While this study relates to information security, the study was 
specifically designed around the use of cryptography technologies as a solution to e-
government security issues. Moreover, the study used SWOT (Strengths, Weaknesses, 
Opportunities and Threats) method along with analysis of relevant policy documents. 
Furthermore, a case study on Bhutan’s e-government initiatives, specifically G2C 
services, was investigated based on four key factors: policy and regulatory 
environment; telecommunication and ICT infrastructures; application and content; and 
users ability to use ICT facilities (Dorji, 2012). The author found that, despite the 
strong government commitment and effort in implementing e-government services, 
Bhutan still faces “a series of issues at the implementation level”. One difficulty is the 
lack of “specific regulation pertaining to online privacy, cybersecurity and digital 
signature”. The author recommends establishing the regulations related to online 
privacy, security, and digital signature to facilitate online service deliver and build 
people’s trust and confidence in using government services. However, this study was 
specifically on policy implication of adopting and importing e-government models of 
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developed countries. It has not considered cybersecurity problems arising from e-
government implementation. Moreover, the study was based on desktop research and 
analysis of publicly available documents and reports. 
3.12 Conclusion 
This chapter has reviewed the relevant literature on cybersecurity, and the 
development and implementation of cybersecurity policies and best practices, such as 
national cybersecurity strategy, risk management, and awareness and training on 
cybersecurity. The chapter also reviewed and discussed the security management 
standards and frameworks developed by national and international organizations 
based on their origin, focus, structure, and applicability to organizations. Further, to 
understand the current approaches to cybersecurity, identify cybersecurity challenges, 
and measures taken to improve or addresses those problems, the chapter reviewed 
relevant empirical works done in developing countries, such as Rwanda, Jamaica, and 
Bhutan. As informed by the literature review, following conclusions can be made: 
First, given that cyberspace is a complex virtual environment, which is globally 
distributed and dynamic in nature, the understanding and perspective of cyberspace 
and cybersecurity varies. There is no one harmonized and consistent definition of 
cybersecurity that can be applied uniformly across the board. Lacking a common 
definition is problematic and can lead to the variance in perspectives. A common cyber 
terminology is important not only for planning and implementing cybersecurity 
programs, and cyber dialogues, but also for the creation of internal and external 
relationships among multiple players, at the local, national, and international levels, 
who are engaged in promoting cybersecurity. 
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Second, cases of cybersecurity and cybercrime are increasing, but at the same time 
evolving and are becoming more complex, sophisticated, and resilient. For example, 
WanaCry has been regarded as “a new strain of high-profile, global-scale” 
ransomware. Countries in the Asia-Pacific region, especially emerging ICT nations, 
have experienced cyber incidents, such as cyber ransomware attack, cyber fraud, 
hacking of government websites, and denial-of-service attacks. The studies suggest 
that developing and emerging ICT countries are more likely to face cybersecurity 
problems as dependency of governments, businesses, and individuals on the ICT tools 
and the Internet increase over the years.  
Third, both developed and developing countries are facing cybersecurity challenges 
ranging from managing cybersecurity risks to information resources to building 
cybersecurity awareness to creating an incident response capability team. These 
challenges are likely to be acute in ICT emerging nations due to lack of financial, 
human, and material resources to fight against cybercrimes, and due to lack of 
investment in cybersecurity technologies and infrastructure. 
Fourth, the extant studies suggest several model, templates, or frameworks, such as 
national cybersecurity strategy and CSIRT, from which developing countries may 
choose; but simply importing and adopting them in a log-and-barrel form may be 
misguided or infeasible. Emerging ICT emerging economies have a different 
cybersecurity context, the level of cyber maturity and the culture. Moreover, 
developing countries lack cybersecurity leadership, competent professionals, and 
digital literacy, which are found to be impediments to successful implementation of 
cybersecurity programs.  
Fifth, the studies suggest about the existence of several international standards and 
framework for sound information security management. Some are purely focused on 
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information security management (e.g., ISO 27002), while others are aimed primarily 
to improve corporate governance and IT governance (e.g., COBIT 5), directly linking 
security goals to business goals. Still others are focused on IT service management for 
achieving quality service, and reducing cost of services (e.g., ITIL). Even though 
adopting such standards and framework can assist organizations in building security 
trust and confidence, their applicability and practicality to small and medium 
companies is debatable especially in the context of ICT emerging countries. Moreover, 
adopting and implementing standards can be an expensive undertaking for developing 
countries in terms of huge cost involved in recruiting international experts, developing 
plans and policies, creating awareness, and disseminating information to concerned 
stakeholders.  
Sixth, there is an apparent misconception of cybersecurity being a technical issue and 
therefore, many believe that IT departments and security professionals are solely 
responsible for cybersecurity. Consequently, measures to achieve information security 
goals, such as confidentiality, integrity, and availability, are mostly technology-driven 
(e.g., implementing antivirus to protect computers), completely forgetting the 
importance of legal and organizational measures (e.g., creating security policy).  
Finally, few empirical studies exist on cybersecurity in developing countries and 
almost none specifically for Bhutan. Thus, there is little understanding how Bhutan is 
managing cybersecurity, what policies and practices have been developed and 
implemented, how people perceive cybersecurity, and what cybersecurity challenges 
government organizations face from cyber risk.  
Thus, this research study investigates the development and implementation of 
cybersecurity policies and practices in Bhutan. Cybersecurity practices, such as 
security policy, risk management, awareness and training, and incident response 
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capabilities, will be researched in the context of government organizations to 
understand how they address and manage cybersecurity, including understanding their 
perceptions and factors impeding cybersecurity. The next chapter presents the primary 
research methodology used to systematically find answers to the research questions 
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4.1 Overview 
The preceding chapters discussed the rationale and the research problem to be 
investigated. An overview of Bhutan’s cyberspace and its development was then 
described, and the current studies related to cybersecurity, especially those relating to 
developing countries, was discussed along with common practices essential for 
cybersecurity.  
This research study seeks to investigate the cybersecurity challenges facing 
government organizations in Bhutan. It examines the development and 
implementation of cybersecurity practices and the perceived barriers to effective 
implementation. It also identifies common cybersecurity threats and measures taken 
to reduced or mitigate the impact of cyber-attacks.  
This study employed a sequential mixed methods research design, which combines 
both quantitative and qualitative methods. Combining quantitative and qualitative 
methods provides broader perspectives and a better understanding of research problem 
than either approach alone. A quantitative data collection and analysis technique was 
first conducted to explore broad cybersecurity practices, its challenges, and perceived 
barrier to cybersecurity implementation. This is followed by qualitative interviews and 
analysis to further validate, confirm, and gain deeper understanding of the findings of 
the quantitative survey. Finally, the results from both studies were synthesized to make 
inferences of the research findings. 
This chapter, therefore, presents the overall research methodology, a way to 
systematically obtain answers to the research questions, comprising the rationale for 
 Chapter 4: Research Methodology 92 
 
mixed methods research design, sampling of data sources, description of data 
collection and analysis techniques, followed by the description of ethical issues and 
the chapter summary.  
4.2  Research Design 
Research design refers to a ‘general plan’ (Saunders, Lewis, & Thornhill, 2009, p.163) 
or a ‘logical blueprint’ (Yin, 2011, p.75) that describes what is to be done and when, 
and how research goals can be accomplished.  Key features of any research design are 
the methodology, sources of data, procedures, and instruments to be used for data 
collection, and techniques for data analysis.  
There are different research strategies or methodologies (e.g., action research and case 
study) and methods (e.g., interviews and observations) that can be used for conducting 
the research. However, the selected research methodology must not only be relevant 
to the type of research, but also appropriate to environment in which the research is 
being undertaken (Armstrong, 1999; Kothari, 2004; Myers, 2009; Oates, 2006). The 
chosen research methodology also depends on the underlying assumptions and beliefs 
of the world or philosophical paradigms such as positivism, feminism and 
interpretivism, that researchers bring into study (Gray, 2013, p.29; Myers & Avison, 
2002).  
This study employed a sequential mixed methods research design, which combines 
both quantitative and qualitative methods. The rationale behind the mixed methods is 
that combining quantitative and qualitative methods provides a broader perspective 
and better understanding of research problems than either approach alone (Creswell, 
2014; Johnson & Onwuegbuzie, 2004; Johnson et al., 2007). 
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4.2.1 Qualitative and Quantitative Research 
Quantitative and qualitative research are two prominent approaches that describe two 
different world views or paradigms for research. According to Oates (2006), 
philosophical paradigm is defined as “a set of shared assumptions or ways of thinking 
about some aspect of the world”. Hence, he argues that “different philosophical 
paradigms have different views about the nature of our world (ontology) and the way 
ways we can acquire knowledge about it (epistemology)”. The main difference 
between these two paradigms is ‘not the type of data collected’, but the ‘foundational 
assumptions, the givens that are assumed to be true’ (Willis, 2007, p.7).  
On one hand, quantitative research or positivist researchers assume that reality can be 
objectively described by measurable properties and generally attempts to test the 
theory to increase the predictive understanding of phenomena (Creswell, 2014; Myers, 
2009). Quantitative approach is characterized by generation of data in numbers and 
the use of rigorous quantitative analysis. It involves creation of database to infer 
characteristics or relationships of population, and manipulation of variables to observe 
effects on other variables (Kothari, 2004). Moreover, the quantitative methods allow 
the researcher to collect data that are more statistically significant, to generalize 
findings from small sample to large numbers of people, to examine probable cause 
and effects, and to investigate relationships within data, and to control bias. However, 
quantitative research is regarded as impersonal and detached from participants as it 
does not record the words of participants, and thus provides limited understanding of 
the context of participants (Creswell, 2014). 
On the other hand, qualitative or interpretive researchers assume that reality is socially 
constructed and therefore, interpretation of phenomena is subjective (Myers, 1999). 
Qualitative approach to research deals with ‘subjective assessment of attitudes, 
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opinions and behaviour’ and is a ‘function of researcher’s insights and impressions’ 
(Kothari, 2004). According to Miles, Huberman, and Saldana (1994) qualitative data 
are ‘source of well grounded, rich descriptions and explanations of processes in 
identifiable local contexts’. Good qualitative data is more likely to lead to 
‘serendipitous findings’, which enable researchers to get beyond ‘initial conceptions’. 
In contrast to quantitative studies, the findings of qualitative studies have a ‘quality of 
undeniability’ because qualitative texts have ‘concrete, vivid, meaningful flavour that 
often proves more convincing to research audience – a policy maker, a practitioner – 
than pages of summarized numbers. In addition, qualitative data is useful when one 
needs to supplement, validate, explain, illuminate, or reinterpret quantitative data 
gathered from the same setting (Miles et al., 1994). However, qualitative studies are 
labour-intensive, prone to researcher bias, inadequacy of sampling, generalizability of 
findings, the credibility and quality of conclusions, and their practical usefulness 
(Creswell, 2014, p.5; Miles et al., 1994, p.1). 
The theoretical perspectives and the rationale for the choice of mixed methods 
research design is described in the following section. 
4.2.2  Mixed Methods 
 “Mixed methods research” is  defined as “the class of research where researcher 
mixes or combines quantitative and qualitative research techniques, methods, 
approaches, concepts or language into a single study” (Johnson & Onwuegbuzie, 
2004) [emphasis in original text]. Many studies in social, behavioural, and health 
sciences show that employing a mixed methods approach can not only provide a better 
understanding of the research problems, increase the quality of the final results by 
strengthening and minimizing the weakness of both quantitative and qualitative 
approaches in individual research studies, but also support the findings of each 
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approach, or reveal complementary or even contradictory outcomes  (Creswell, 2014; 
Johnson & Onwuegbuzie, 2004; Saldaña, 2011). According to Creswell (2014), the 
main characteristics of mixed methods are: 
- Collection and analysis of quantitative and qualitative data in response to 
research questions 
- Use of rigorous qualitative and quantitative methods 
- Combination or integration of quantitative and qualitative data using a specific 
type of mixed methods design, and interpretation of this integration 
- Sometimes, framing of the design within a philosophy or theory 
Unlike post-positivists and interpretivists, mixed methods research follows a 
pragmatic worldview as complete understanding of a research problem can be 
achieved by collecting both qualitative data and quantitative data (Creswell, 2014; 
Johnson & Onwuegbuzie, 2004; Johnson et al., 2007). It is approach to “knowledge 
(theory and practice) that attempts to consider multiple viewpoints, perspectives, 
position, and standpoints” (Johnson et al., 2007, p.133). Furthermore, mixed methods 
research ‘is inclusive, pluralistic, and complementary’, and it suggests that researchers 
take an ‘eclectic approach to method selection and the thinking and conduct of 
research’ (Johnson & Onwuegbuzie, 2004). 
In mixed methods, qualitative results inform quantitative data or vice-versa and can 
assist overall analysis and outcomes. According to Collins, Onwuegbuzie, and Sutton 
(2006, p.76) the rationales for conducting mixed research are: 
- Participant enrichment (e.g., mixing quantitative and qualitative research to 
optimize the sample using techniques that include recruiting participants, 
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engaging in activities such as institutional review board debriefings, ensuring 
that each participant selected is appropriate for inclusion) 
- Instrument fidelity (e.g., assessing the appropriateness and/or utility of existing 
instruments, creating new instruments, monitoring performance of human 
instruments) 
- Treatment integrity (i.e., assessing fidelity of interventions), and 
- Significance enhancement (e.g., facilitating thickness and richness of data, 
augmenting interpretation, and usefulness of findings) 
Furthermore, Greene, Caracelli, and Graham (1989, p.259) highlights five advantages 
for conducing mixed methods research, which are following:  
- triangulation (i.e., seeking convergence and corroboration of results from 
different methods and designs studying the same phenomenon),  
- complementarity (i.e., seeking elaboration, enhancement, illustration, and 
clarification of the results from one method with results from the other 
method),  
- initiation (i.e., discovering paradoxes and contradictions that lead to a re-
framing of the research question), (d) development (i.e., using the findings 
from one method to help inform the other method); and  
- expansion (i.e., seeking to expand the breadth and range of research by using 
different methods for different inquiry components). 
In this research study, one of the rationales for choosing mixed methods was to engage 
participants during the questionnaire design and interviews to ensure that study sample 
selected were the right source of information, that the participants were informed about 
the research purpose, and ethical issues such as data confidentiality and right to 
consent and participate in the study. Another reason was to enrich the significance of 
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the study because we believe that the combined analysis of textual data from 
qualitative interviews and quantitative data can enhance the interpretation and 
usefulness of findings. Moreover, we see the individual results from quantitative and 
qualitative methods as complementary. Results from one method can be used to 
explain, illustrate and clarifies the final outcomes. The triangulation of data from the 
quantitative survey and qualitative interviews can strengthen the quality and accuracy 
resulting in more accurate interpretations and inferences of the findings. Thus, the final 
findings and conclusions are likely to better inform the research and address the 
research questions. It will also be relevant and useful and have wider implications to 
the audience.  
Furthermore, our choice of mixed methods is supported by similar research studies on 
cybersecurity. For example, studies of (Bello, 2015; Kenneth J Knapp, 2005; Lane, 
2007; Tarimo, 2006) have used both survey and interview methods to conduct research 
in security topics such as risks to BYOD environments, managerial effectiveness of 
information security, and information security management in Australian Universities 
and organizations. The book on Research Methods for Cybersecurity (Edgar & Manz, 
2017, p.131-152) also described the use of mixed methods for the cybersecurity related 
studies. 
To summarise, combining quantitative and qualitative methods as the mixed methods 
research design allow us to not only explore and understand the experiences and 
perceptions of the ICT professionals, but also provides rich data to better understand 
the phenomenon of cybersecurity in the context of government organizations in 
Bhutan as an ICT emerging country. 
The overall research process for this research study is guided by the mixed methods 
research process model of (Johnson & Onwuegbuzie, 2004) comprising eight distinct 
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steps: (1) determine the research question; (2) determine whether a mixed design is 
appropriate; (3) select the mixed-method or mixed-model research design; (4) collect 
the data; (5) analyse the data; (6) interpret the data; (7) legitimate the data; and (8) 
draw conclusions (if warranted) and write the final report. 
 
 
Figure 4.1: Research Process 
The research process has three stages: stage 1 involves problem 
definition, motivation, literature review and conceptualisation of 
cybersecurity practices to be investigated. Stage 2 involves planning 
and design survey and interview studies, piloting the survey 
questionnaire, data gathering, analysis and interpretation of findings. 
Stage 3 involves design of proposed cybersecurity framework for 
Bhutan’s government and writing of thesis report including publication 
of research outcomes. 
The mixed methods research design employed in this study is depicted in Figure 4.1 
(above) for details. It shows the relationships between the research questions that 
underlie the qualitative interview and the survey questionnaire approach, the literature 
review, the findings of the research and discussion of the results, and the implications 
and recommendations. 
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The literature review informs the study and the analysis and findings. The literature 
review was necessary to understand current trends and challenges faced by 
governments, businesses, and individuals; to understand different approaches and 
efforts adopted by the national governments and the international organisations; to 
assimilate and absorb various technical and non-technical solutions to prevent and 
protect computers and information systems from cyber risks and threats. Analysis and 
understanding of the current state-of-play in the field of cyber security resulted in 
identification of knowledge gaps and limitations in extant approaches and 
countermeasures. Document sources included government official reports, consultant 
reports, meeting records, official correspondence, media articles both print and online 
sources. Sources from international organisations such as International 
Telecommunication Union (ITU) and United Nations (UN) and other nations such as 
US, UK and Australia were also used to validate the research results.  
This study aims to investigate the implementation of cybersecurity practices in 
government organizations in Bhutan. A quantitative method and analysis were used 
for the survey questionnaire distributed to the large number of ICT professionals 
working in different government and autonomous agencies. The questionnaire aimed 
to evaluate the level of implementation of cybersecurity practices, to examine security 
threats and challenges, and to identify perceived barriers to cybersecurity 
implementation. The data from the questionnaire was analysed using descriptive 
statistics such as frequency and percentage. The quantitative study was, then, followed 
by a qualitative interview and analysis to further validate, confirm, and gain deeper 
understanding of the findings of the quantitative survey. 
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Based on the findings, inferences and recommendations were made in the form of a 
government cybersecurity framework, which can have practical implications to 
government policy makers, ICT leaders and security professionals to enhance 
cybersecurity practices and cybersecurity posture.  
4.3  ICT Professionals Questionnaire 
One of the primary sources of data for this mixed methods research comes from the 
quantitative survey questionnaire. As a primary objective, this study investigates the 
government organization’s cybersecurity practices, experiences, knowledge, and 
perceived barriers to effective cybersecurity. To achieve this objective, both 
quantitative and qualitative data were collected using a survey questionnaire.  
A survey is defined as “any activity that collects information in an organised and 
methodical manner about characteristics of interest from some or all units of a 
population using well-defined concepts, methods and procedures, and compiles such 
information into a useful summary form” (Franklin, 2003). Therefore, a survey can be 
regarded as a research strategy which provides means (e.g., questionnaire) for 
systematically collecting quantitative data from a relatively large sample taken from a 
population (De Leeuw, Hox, & Dillman, 2008, p.2).  
Questionnaires are structured surveys or pre-defined set of questions where 
respondents are asked the questions to generate quantitative and/or qualitative data 
that can be analysed and interpreted (Oates, 2006, p.219; Portney & Watkins, 2009, 
p.326). A questionnaire is a useful data collection tool for gathering information about 
the thoughts, attitudes, and values of research participants (Portney & Watkins, 2009, 
p.326). Some of the advantages of questionnaires, according to Oates (2006, p.220) 
and Portney and Watkins (2009, p.326) are: 
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- Obtaining data from a large group of individuals easily and efficiently, 
- Gathering standardized data by asking the same questions with predefined 
answers to each respondent, 
- Maintaining anonymity and encouraging honest and candid responses, 
- Obtaining information that are not sensitive and controversial.  
However, the downside of the survey questionnaire is that the study sample may not 
be representative of population (Oates, 2006, p.219; Portney & Watkins, 2009, p.326), 
and the results may be faulty due to biases, such as response bias, sample bias and 
recall bias  (Jackson, 2009, p.90). These shortcomings have been considered in the 
survey questionnaire design (see Section 4.3.1). 
The following sections describes the type of data collected by a survey, questionnaire 
design, participants selection and recruitment, data analysis techniques, and ethical 
considerations involved in this part of the study. 
4.3.1 Survey Questionnaire Design 
Undertaking survey involved both administrative and ethical considerations as this 
study deals with ICT professionals working in government and autonomous agencies 
in Bhutan.  
An application for ethics approval was submitted to the Murdoch University’s Ethics 
Committee. The application outlined the nature of the study, its purpose and 
objectives, study samples, and risk analysis and management plan. Then, after having 
assessed and reviewed the application, the Research Ethics Committee granted 
permission to proceed with the survey study (see Appendix D for detail ethics approval 
information).  
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Written permission was also sought from the Secretary of the Ministry of Information 
and Communications (MoIC), Bhutan seeking Ministry’s approval and support in 
carrying out the survey and getting the contact list of ICT professionals (see Appendix 
B and Appendix C). Contact addresses of 280 ICT professionals were, then, obtained 
from the Department of IT and Telecom under the ministry. As of today, there are 
about 422 ICT professionals working in different government organizations (RCSC, 
2016a, 2016b). 
A questionnaire was constructed covering range of cybersecurity practices such as 
policy, awareness and training, incident handling and response, to mention a few. The 
questionnaire solicited responses related to cybersecurity trends, experiences, and 
perceptions. The construction of the questionnaire was based on the findings from the 
existing literature and documents of governments – both national and international. 
The questionnaire was self-administered online using Survey Monkey 
(www.surveymonkey.com). In addition, the purpose of the study and information 
about the survey including the data confidentiality and right to consent to participate 
in the study were stated clearly. The main content of the questionnaire is further 
described below and can be found in its entirety in Appendix E.  
The questionnaire was divided into three parts: (a) questions related to demographic 
characteristics of sample, (b) questions related to cybersecurity practices, challenges, 
and barriers, and (c) questions related to perceptions and attitudes on the effectiveness 
of cybersecurity practices. These questions were formatted as either closed-ended or 
open-ended questions types.  For the close-ended questions, a space labelled ‘Others’ 
was provided for any additional comments, feedback or explanation. 
In the first part, demographic information of the participants was sought in Q1 to Q7. 
The objective was to determine the nature and characteristics of ICT professionals, 
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such as age, gender, and educational background. Descriptive statistics such as 
frequencies and percentages were used to summarize the characteristics of the 
participants. 
In the second part, questions Q8 to Q30 were related to implementation of 
cybersecurity practices. It sought data regarding the implementation of security policy, 
frequency of cybersecurity incidents, measures organizations implemented to detect 
and prevent cyber-attacks, and kind of awareness and training attended or provided to 
the participants. In addition, data regarding the factors or barriers that impede effective 
implementation, and key priority areas which participants perceive can improve 
cybersecurity conditions, were explored through Q31 to Q34. 
The final section of the questionnaire evaluated the perceptions of participants on 
cybersecurity practices. Data was collected on the 7 security domains described below: 
- Cybersecurity policy – Q35 measured perception about security policy (Q35) 
and contained 5 subscale items 
- Risk management – Q36 measured perceptions about risk management 
practices and contained 4 subscale items 
- Technical controls – Q37 measured perceptions about technical measures and 
contained 6 sub items 
- Training and awareness – Q38 measured cybersecurity training, awareness and 
education and contained 5 sub items 
- Software development life cycle – Q39 measured perceptions about security 
in software development and contained 4 items 
- Incident Management – Q40 measured perceptions about security incident 
handling and response capability team and contained 5 subscale items 
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- Operations and communication management – Q41 measured perceptions 
about security operations and communication and contained 5 subscale items 
The responses of participants to perceptions questions (Q36 to Q41) were measured 
using a Likert Scale, which is summative and often used to assess attitudes or values 
(Portney & Watkins, 2009, p.339). In this study, a 5 point Likert scale, which was 
invented by Rensis Likert (Likert, 1932), was used to measure and assess the 
perceptions of respondents where 1 = strongly disagree, 2 = disagree, 3 = neutral 
(neither agree nor disagree), 4 = agree, and 5 = strongly agree.  
While there are no theoretical reasons to limit response options to 5 levels, however, 
empirical research study in (Dawes, 2008) has found that 5 or 7-point scales produced 
slightly higher mean scores, difference was statistically significant at p=0.04, than 10-
point format. The other problem with long scales beyond 5 or 7-point is the difficulty 
of labelling the response options as the “shades of agreement become as hard for 
survey designer to express as they are for respondent to distinguish” (Johns, 2010). In 
addition, compared to random rating scales (e.g., rating from 1 to 20), 5-point scale 
use a neutral option to help avoid forcing respondents to expressing agreement or 
disagreement when they lack clear opinion or views. 
Prior to the survey implementation, the questionnaire was piloted among 10 senior 
ICT professionals studying in different universities including Murdoch. Pilot studies 
enables researchers to evaluate, validate, and then improve the content of the 
questionnaire by seeking views and feedbacks from experts and people of similar 
target group (Oates, 2006, p.226).  During the pilot, respondents were asked if they: 
(a) have difficulties understanding and answering certain questions, (b) find some 
questions ambiguous or vague, and (c) find some questions sensitive or controversial 
to answer. In addition, respondents were asked to record the time taken to complete 
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the study. Two respondents reported that some of the questions were repeated, and one 
respondent suggested reordering the questionnaire to present demographic questions 
at the end. On average the respondents took 20 minutes to complete the survey. 
Another suggestion was to have a ‘Do not know’ option besides scales. Based on these 
comments, a few changes were made (e.g., rewording questions to make them easily 
understandable and inambiguous) to improve the clarity of content and the validity of 
the questionnaire. The following section describes the characteristics of the survey 
participants. 
4.3.2 Participation Selection and Recruitment 
Bhutan’s government is administratively divided into 10 ministries, 20 district 
administrative offices, 15 sub-district offices, and 205 local government offices, as 
illustrated in Table 4.1 (below). 
Table 4.1: Administrative Divisions of Government 
Administrative Divisions No 
Ministries 10 
Districts (Dzongkahgs) 20 
Subdistricts (Dungkhags) 15 
Counties (Gewogs) 205 
 
Bhutan’s has a short cyberspace history which is still emerging and developing so 
therefore it is logical to select government organizations as sites or unit of analysis for 
this research. Government organizations in Bhutan are the early adopters of ICT and 
the Internet.  Compared to private sector, government organisations are the largest 
consumers and users of ICT products, devices, and hardware and software. Most of 
government agencies have implemented the following: 
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- E-mail for official correspondence and day-to-day communication, 
- A website for information public regarding their core mandates and services 
available to the public and for information dissemination relevant to the public, 
- G2C systems and services for public service delivery to citizens, 
- ICT Department/Units to look after ICT acquisition, configuration, 
management, and coordination with other agencies, 
 LAN and WAN systems including Wi-Fi networks 
Furthermore, the e-government master plan of 2013 (MoIC, 2013a) and e-government 
system documents (MoIC, 2013b) show government’s plan and vision to invest 
heavily in of education, health, tourism and agriculture sectors. Thus, ICT 
professionals working in government agencies were selected as sample population. 
The assumption is that ICT professionals would have far greater interactions and 
experiences of the interconnected cyber world than those in the private sector. 
The description of survey implementation and data collection process is described 
below. 
4.3.3 Implementation and Data Collection 
Considering the time and cost limitations of conducting a paper-based mail survey, it 
was decided to implement the questionnaire through Internet using Surveymonkey. 
Surveymonkey is an “an online survey site that simplifies the survey process 
considerably” (Rosenbaum & Lidz, 2007). It offers diverse questions formats (e.g., 
multiple choice, true false, open-ended, etc), and colour palette for changing the look 
and feel of the survey. Surveymonkey can send out the survey, track respondents, and 
send subsequent reminders to the respondents. In addition, it can generate descriptive 
statistics (e.g., frequencies) for each question, and provides means to export data into 
programs like Excel and SPPS for more complex analysis.  
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The survey contained self-explanatory information regarding the purpose of the study, 
data confidentiality and privacy of the participants, and the consent form. Prior to 
undertaking the survey, respondents were asked to accept the consent form or page, 
and then only access to the survey was granted. However, consenting at the beginning 
of the survey was not the only option, participants were given the right to opt-out 
midway through the survey, if they desired to do so.  
The online survey was conducted in the month of February and March 2015. A total 
of 280 potential respondents were sent an e-mail inviting them to participate in the 
survey. To ensure higher responses, couple of follow-up emails were sent after every 
two weeks to respondents who had not already undertaken the survey.  
A total of 157 responses were received out of 280 potential participants, a response 
rate of 56.1% (157/280). But only 109 respondents fully completed the questionnaire, 
thus the completion rate was 69.4% (109/157). In a comparative study of response rate 
done by Nulty (2008) to paper-based and online surveys, he found out that online 
surveys, on average, achieved response rates of 33% (min=20%, max=47%) whilst the 
paper-based achieved response rate of 56% (min=32.6%, max=75%), a difference of 
23%. According to Portney and Watkins (2009, p.326) lower response rate of email 
questionnaires is considered a major disadvantage compared to other methods. The 
author suggests that researchers can expect return rates between 30% and 60% even 
though getting response rate in the range of 60% to 80% are considered excellent. 
Thus, this study’s questionnaire return rate was reasonably acceptable compared to 
Nulty’s findings and Jackson’s suggestion on the response rates. 
4.3.4 Data Analysis 
As this research study used Surveymonkey, the data from the returned questionnaire 
was automatically coded and inserted into the database. Summary statistics for each 
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question were generated and could be viewed or exported to other programs. For 
example, the number of male and female respondents were described in percentages, 
and displayed in a bar chart diagram. However, the author found the pre-generated 
results, especially the diagrams, not amenable to customization and personalization. 
Therefore, the data was exported to Excel and SPSS programs for detailed analysis. 
To analysed closed-ended questions (Q1 to Q30), descriptive statistics were applied, 
such as the average of the frequencies, percentages, mean and standard deviation, to 
describe the responses of the respondents. Similarly, for analysis of data from the 
Likert Scale items (Q35 to Q42), the number of responses against each item response 
(e.g., strongly agree) were computed. Then, computation of average, mean and 
standard deviation followed. Further, subscale items were aggregated and merged to 
form three-point rating: “Disagree”, “Neutral” and “Agree”. 
The responses to open-ended questions were analysed using NVivo software. Prior to 
importing the data into the NVivo program, responses were pre-processed to ensure 
that non-response items or partially completed responses were removed. Responses 
were also processed to ensure that words and phrases were correctly spelled and 
formatted. For example, budget top management is separated as budget and top 
management or budget, top management. This process improved the quality and 
accuracy of the data. In addition, responses were categorized into codable texts and 
classifiable texts. Coding can be performed only on codable texts while classifiable 
texts can be used for answering multiple questions or to perform demographic 
comparisons as male versus female.  
The coding of qualitative data was performed using the In Vivo Coding method 
(Saldaña, 2009, p. 74). This method was used to code themes emerging from the 
codable texts of responses. In other words, it allows texts to be coded using words and 
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phrases found in the qualitative data. For example, as question Q34 was related to 
success factors for cybersecurity implementation in Bhutan. This question was broadly 
coded as Critical Success Factors under which further sub-themes were categorized. 
Within this broad category, sub-themes such as awareness and training, security policy 
and standards, and top management were coded. Within the sub-category, for 
example, training and awareness, there were sub-sub-themes such as seminars, 
workshops, advocacy, training, etc.  These sub-sub-themes constituted or aggregated 
into abstract concept of training and awareness, which further were abstracted as one 
to critical success factors for effective cybersecurity implementation. 
4.4 Interviews with ICT Professionals 
Interview refers to a kind of conversation or discussions between interviewer and an 
interviewee where interviewer has the specific purpose for gathering information from 
the other on specific set of topics (Harrell & Bradley, 2009; Oates, 2006, p.186). 
According to Oates (Oates, 2006, p.187) interviews is a method suitable to: (a) obtain 
detailed information, (b) ask open-ended questions, (c) explore perceptions and 
feelings, that cannot be observed using predefined questionnaire responses, and (d) 
obtain sensitive issues or privileged information that cannot be obtained via written 
responses. Patton (2002) states: 
“The purpose of interviewing, then, is to allow us to enter into other 
person’s perspectives. Qualitative interviewing begins with the 
assumptions that the perspective of others is meaningful, knowable, 
and able to be made explicit. We interview to find out what is in and 
on someone else’s mind, to gather their stories.” 
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The primary purpose of this study was to gather information on the perceptions on 
cybersecurity practices, and barriers that impede organizations in achieving effective 
cybersecurity. It was also aimed to further explore, explain, or complement the 
quantitative survey results. An interview method was used to realize the objective of 
this study.  
The following sections discusses the interview design, selection of participants, 
interview conduction and means to analyse the interviews data. 
4.4.1  Interview Design 
A semi-structured interview was designed to gather information and perceptions about 
implementation of cybersecurity practices in government organizations. Compared to 
structured and unstructured interviews, semi-structured interviews provide flexibility 
to change the flow of conversation and the opportunity for researchers to further probe 
relevant issues introduced by interviewee during the conversation (Oates, 2006, 
p.188). The interview design process involved the following activities: 
The first activity of the interview design was the development of interview guide or 
protocol. Interview guide ‘lists the questions or issues that are to be explored in the 
course of an interview’ (Patton, 2002, p.333).  The interview guide was developed to 
ensure that each person interviewed was asked the same set of questions, and at the 
same time have the flexibility to explore, probe and ask questions to enhance, elucidate 
and illuminate on the topic areas. It contained about 15 questions covering wide range 
of themes as discussed in section 3.3 (see Appendix F). The questions in the guide 
were informed by literature presented in Chapter 2. 
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Second, the interview guide was presented to the research supervisory panel to ensure 
its appropriateness and adequacy to directly addresses the research question. The 
interview guide, then, was fine-tuned to incorporate their comments and feedbacks. 
Finally, because it deals with human participants, ethics approval was sought from the 
Research Ethics Committee of Murdoch University.   
The use of semi-structured interview method was important for this study as it not 
only provided rich data and perspectives from interviewees who are considered 
experts in the ICT, but also afforded an opportunity to observe and understand the 
ground situation how they interacted, controlled, and managed ICT systems, 
especially cybersecurity practices and its management. 
4.4.2  Interview Participant Selection 
As discussed earlier in the quantitative survey method, the target population for this 
research was ICT professionals working in government organizations. Patton (2002, 
p.229) states: 
“The key issue in selecting and making decisions about the 
appropriate unit of analysis is to decide what it is you want to be 
able to say something about at the end of the study.” 
A purposeful sampling was used for this study because it allows selection of 
information-rich cases from which useful insights and in-depth understanding can be 
obtained rather than empirical generalizations (Patton, 2002, p.230).  
The interview participants selected were subset of sample who already participated in 
the survey questionnaire and have agreed to participate in the interview. The decision 
to recruit interviewees from the survey respondents was deliberate because this 
qualitative interview was meant to further explore the findings of survey study to have 
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a deeper and better understandings of cybersecurity conditions and experiences of 
government organization. In doing so, it made data triangulation and synthesis of both 
quantitative and qualitative methods possible. 
The general demographic characteristics consisted had a male majority (81.3%) and 
most of them were from government organizations (68.8%), as illustrated in Table 4.2 
(below). The age group range was from 25 to 47 years with work experience ranging 
from 4 years to 17 years. In terms of designation, majority (62.5%) were Information 
and Communication Technology Officer (ICTO). 
Table 4.2: Demographic Characteristics Based on Gender and 
Agency Type 






Government 11 68.8% 
Autonomous 5 31.3% 
 Total 16 100% 




r Male 13 81.3% 
Female 3 18.8% 
 Total 16 100% 
 
4.4.3 Interview Data Collection 
The interview was conducted in July 2015 for a duration of one month. Before the 
interview, a representative from the Department of IT and Telecom (DITT) under 
Ministry of Information and Communications (MoIC) was formally requested to 
schedule an interview with potential participants. Information regarding the purpose 
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of the interview study, the topics covered and the consent form explaining the privacy 
and confidentiality of the information collected were distributed. 
During the interview, interviewees were briefed at the start of the session about the 
purpose of and the nature of problem being addressed by this study. The privacy, 
confidentiality and storage of the data, as well as the and anonymity of participant and 
their organization in the research, were explained. Moreover, they were informed 
about the mode of the interview, which in this case was face-to-face but tape recorded, 
the expected time to complete the interview (25 to 35 minutes) and the contact details 
of the researcher if further comments were required. Then, they were asked if they 
consent to proceed with the interview. 
Guided by the interview protocol discussed in Section 3.3.1, the interview began with 
preliminary questions relating to demographic characteristics such as work 
experience, roles and responsibilities and size of the organization. Even though the 
interview was sequentially structured, it was open and flexible to delve into issues 
raised as interview unfolded. Broadly, the interview solicited information relating to 
the development and implementation of cybersecurity practices in government 
organizations. More specifically, it explored ICT professionals’ views, attitudes, and 
perceptions on the following themes: 
- Cybersecurity policies that guides and directs development and 
implementation of cybersecurity practices 
- Risk management process for identification of information assets, assessment 
of risks and implementation of risk mitigation activities 
- Cybersecurity awareness, training, and education necessary for raising cyber 
awareness, knowledge and skills of cyber users and ICT workforce 
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- Technical measures for preventing, detecting, and protecting information 
assets from cyber attacks 
- Cybersecurity response team for cybersecurity incident handling, response, 
recovery, and coordination of incident activities among organizations 
Appendix 4 provides a comprehensive information on the Interview Questions, 
Interview Schedule, and Responses of the interviewees. 
At the end of the interview, participants were given the opportunity to express their 
views and opinions what government should do to improve cybersecurity and what 
things they expect to happen in the coming years. 
The interviews were held mostly at the work place of the participants, but few were 
held at a place and time that was convenient to both researcher and participants due to 
conflicting work priorities of the interviewees. 
The data from interviews were recorded using a digital voice recorder. Patton (2002, 
p.381) states: 
“More than just increasing the accuracy of data collection, using a 
tape recorder permits the interviewer to be more attentive to the 
interviewee. If you tried down to write every word said, you’d have 
a difficult time responding appropriately to interviewee needs and 
cues.” 
Thus, a Digital Voice Recorder VN-732PC produced by Olympus was used for this 
study.  
Finally, it should be acknowledged here that this researcher had been a former 
employee of the Department of IT and Telecom. Thus, there was possibility of 
researcher bias affecting the quality of data collection. However, except for the fact 
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that the researcher worked for the department, there were no previous relationship 
between the researcher and the interview participants. Their participation was 
voluntary, their recruitment was done through human resource representative in the 
ministry, and no incentives were provided to influence the participant’s decision to 
take part in this study.  
4.4.4  Data Analysis 
There are different approaches and rationale for performing data analysis in qualitative 
research. Two important reasons for data analysis are: (a) to reduce data into 
manageable form and (b) to transform data into useful findings that is meaningful to 
you and your audience (Myers, 2009, p.166; Patton, 2002, p.432). Hatch (2002, p.148) 
states: 
“Data analysis is a systematic search for meaning. It is a way to 
process qualitative data so that what has been learned can be 
communicated to others. Analysis means organizing and 
interrogating data in ways that allow researchers to see patterns, 
identify themes, discover relationships, develop explanations, make 
interpretations, mount critiques, or generate theories.” 
Qualitative data (e.g., interview data) can be analysed using top down or bottom up 
approaches (Myers, 2009). In top down approach, data analysis is performed using the 
concepts generated from the literature or whereas in bottom up approach, the concepts 
emerge from the detail analysis of collected data. Combined approach to data analysis 
were used in this study because this study seeks insights and understanding of 
participants in specific topic areas of cybersecurity. 
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Two data analysis techniques were used in this study: Coding Analysis (sometimes 
called Constant Comparison Analysis) and Content Analysis. In Coding Analysis a 
code is used to summarize a sentence, a paragraph, or even a whole piece of text (e.g., 
interview). Miles et al. (1994, p.56) defines “Codes are tags or labels for assigning 
units of meaning to the descriptive or inferential information compiled during a study. 
Codes are attached to ‘chunks’ of varying size – words, phrases, sentences, or whole 
paragraphs, connected or unconnected to a specific setting’. On the other hand, content 
analysis technique is similar to coding analysis, but differs from the other; instead of 
creating themes, the researcher counts the number of times each code is utilized in the 
texts (Leech & Onwuegbuzie, 2007). Thus, these two techniques were appropriate and 
relevant for this study for dissecting, interrogating, interpreting, and making sense of 
the qualitative data collected from interviews. 
The coding process began with transcribing the raw interview data using QSR NVivo 
10 Software. NVivo is a comprehensive qualitative data analysis software that allows one to 
import and code textual data, edit the text; retrieve, review and recode coded data; search for 
combinations of words in the text or patterns in the coding; and import from or export data to 
other quantitative analysis software. The software can be used to organize and analyse 
interviews, field notes, textual sources, and other types of qualitative data including image, 
audio and video files. Patton (2002, p.442) states that “qualitative software programs facilitate 
data storage, coding, retrieval, and linking…speed up the processes of locating coded themes, 
grouping data together in categories, and comparing passages in transcripts or incidents from 
field notes”. 
Sixteen interviews with ICT professionals of Bhutan’s government organizations were 
transcribed from the raw audio files. Transcripts were, then, shared with the participants to 
ensure that researcher captured what they said and meant to say during the interviews, and 
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that their views and opinions were not misinterpreted. Distributing transcripts with 
participants helped to validate the qualitative data, and to seek additional feedback. 
The transcribed interview texts were coded using the In Vivo Coding method (Saldaña, 
2009, p. 74). This method allows codes, emerging from texts, to be coded using words 
and phrases found in the qualitative data, in addition to using predefined concepts from 
the literature. 
To ensure data confidentiality and privacy, the names of the participants and 
organizations were anonymized. The interviewees were labelled as interviewee one 
(INT01), interviewee two (INT02) and so on. Similarly, organizations were identified 
as ‘Autonomous Agency’ or ‘Government Agency’ instead of using the names of 
organizations.  
4.5 Conclusion 
This chapter presented the methodological approach to research inquiry and data 
collection techniques that were employed in this study. The research employed a 
mixed method approach combining both quantitative and qualitative methods. The 
purpose for using mixed research were to triangulate the data sources, and complement 
the inferences made from the results. The methodological choice was grounded in 
pragmatism taking both positivist and interpretivist worldviews. The research process 
adopted a sequential design comprising survey questionnaire and qualitative interview 
methods as main sources of primary data. 
The section on survey questionnaire described the quantitative method and analysis 
techniques used for generating and collecting primary data for this research inquiry. 
The design of questionnaire, types of questions format used, and ways to improve 
questionnaire via pilot studies were presented. In addition, procedures for participant 
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selection, implementation of the Internet survey, and analysis techniques were 
discussed. 
Similarly, the section on interview method presented the qualitative method and 
analysis techniques. The design of the interview protocol based on semi-structured 
questions, participant selection, data collection activities, analysis of data from 
interviews using Coding Analysis and Content Analysis techniques were described. 
This chapter also presented the ethical considerations entailed this research, especially 
the steps taken to ensure the data confidentiality and privacy of the participants were 
presented. Activities involved in obtaining permission to undertake the research 
project and getting access to the potential survey and interview participants was 
described. 
The following chapters present and discuss the results and findings obtained from the 
analysis of survey questionnaire, and findings from the qualitative interviews. The 
combined research outcomes from these studies are compared and reflected against 
the aim of study and research questions. Finally, conclusions and policy 
recommendations relating to implementing cybersecurity practices, especially in the 
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5.1 Overview 
This chapter reports on the quantitative data collected using closed and open-ended 
survey questionnaire. The analysis of the quantitative data is based on the responses 
of 109 ICT professionals of different government and autonomous agencies in Bhutan. 
The data analysis aims to reveal the state of cybersecurity practices, identify emerging 
cybersecurity issues and challenges facing Bhutan, and understand the perceptions of 
cybersecurity in government agencies. 
The first section of this chapter presents background information of survey 
participants and describes demographic characteristics such as gender, age, and 
educational qualification. Following the background and demographics, an analysis of 
quantitative data on policies, awareness and training, and incident handling and 
response capability. The final section summarises the analysis and findings and 
highlights the significance of the research findings. 
5.2 Questionnaire Description 
The questionnaire contains a mix of close-ended and open-ended questions. 
Respondents were also provided with a space to volunteer additional comments. For 
data analysis purposes, questions were organized and grouped into different 
categories. Q1 to Q7 solicit background information about the survey participants and 
are grouped under demographic characteristics. Q8 to Q10 are related to cybersecurity 
policies and seek to understand if government organizations had established any 
policy, its implementation and communication to stakeholders. Q11 to Q13 gather 
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information related to risk management activities to understand how risks are 
identified and managed. Q14 to Q16 solicit information related to cybersecurity risk. 
These questions collect data on what security threats, breaches or losses organizations 
have suffered in the past years. Q17-Q19 collect data and information relating to 
security budget to understand how much funds are committed for security 
implementation. Then Q20 to Q24 gather information relating to senior level 
management support to cybersecurity. Similarly, Q22 to Q24 explore cybersecurity 
awareness and training to assess the nature and extent of learning and how 
organization impart security knowledge and skills to ICT professionals and normal IT 
users. This is followed by Q25 to Q29 which explore security aspects such as measures 
to protect mobile devices, desktop computers and communication channels. Likewise, 
computer incident handling and response capability is explored in Q30 to Q32. Q33 
and Q35 collect information on miscellaneous security issues ranging from kinds of 
software products use to security factors which ICT professionals deem important for 
their organization. Finally, Q36 and Q39 solicit information on factors that are 
detrimental to cybersecurity implementation and factors are critical to its success. 
5.3 Demographic Characteristics 
The demographic characteristics of survey respondents such as gender, education and 
work experience are explored in this section. The analysis of the survey is presented 
as frequencies and percentages of total survey respondents who had fully completed 
the survey questionnaire. The survey data provides the nature and characteristics of 
ICT professionals who are regarded as the main workforce for ICT development in 
the country, and who are responsible for ensuring safety and security of ICT systems, 
databases, and infrastructure. 
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5.3.1 Gender of Respondents 
An online survey questionnaire was administered to 280 ICT professionals/employees 
working in different government organizations (organizations include government 
agencies, autonomous agencies, and district administrations) and 157 responses were 
received, which indicates about 56% response rate (157/280). However, after 
preprocessing the responses, it was found that only 109 respondents (75 male and 34 
female) had fully completed the survey questionnaire, resulting in about 69% 
completion rate (109/157). The gender distribution of the respondents is illustrated in 
Table 5.1 (below).  
As can be seen the number of male participants more than double the female 
participants. 
Table 5.1: Gender Distribution of Respondents 
Gender Frequency Percentage 
Male 75 68.8% 
Female 34 31.2% 
Total 109 100 
 
The analysis of the survey data in the following tables and figures will be based on 
these totals and frequencies. 
5.3.2 Age of Respondents 
The largest age group lies between 25 to 34 years (72, 66.1%) while the smallest age 
group of 4 (3.7%) respondents were aged above 45 years. The age distribution of the 
survey respondents is illustrated in Table 5.2 (below).  
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Table 5.2: Age Distribution of Respondents 
Gender 24 years and under 25-34 years 35-44 years 45 years and over 
Male 2.8% 43.1% 19.3% 3.7% 
Female 3.7% 22.9% 4.6% 0.0% 
Total 6.4% 66.1% 23.9% 3.7% 
 
The table shows that most male and female participants, were aged between 25 to 34 
years constituting the largest age group. Therefore, the general population of the 
survey respondents may be characterized as young professionals constituting the 
dynamic workforce of ICT sector. 
5.3.3 Educational Attainment 
Regarding the respondents’ educational qualification, as illustrated in Table 5.3 
(below), approximately a quarter had attained a (30, 27.5%) diploma qualification, 
nearly half of the participants (53, 48.6%) have a bachelor degree, and none of 
respondents had Ph.D. qualification. The majority of respondents with a bachelor’s 
degree had graduated with Information Technology (53, 48.6%) as the main area of 
specialisation, which is followed by degree qualifications in areas of Computer 
Applications (20, 27.5%) and Computer Engineering (22, 20.2%), respectively. The 
matrix for degrees and areas of subject streams are illustrated in Table 5.4 (below). 
Thus, none of the respondents had degree in areas of cybersecurity management or 
information security and security technologies.  
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Table 5.3: Respondents Educational Qualification 
Gender Certificate Diploma Bachelor Master Ph.D. 
Male 1.8% 17.4% 36.7% 12.8% 0.0% 
Female 0.9% 10.1% 11.9% 8.3% 0.0% 
Total 2.8% 27.5% 48.6% 21.1% 0.0% 
 
Table 5.4: Respondent's Degree and Areas of Subjects 
Degree IT CS CA CE EC EE 
Certificate 0.9% 0.0% 1.8% 0.0% 0.0% 0.0% 
Diploma 22.9% 0.9% 3.7% 0.0% 0.0% 0.0% 
Bachelor 10.1% 22.0% 13.8% 1.8% 0.9% 0.0% 
Master 14.7% 4.6% 0.9% 0.0% 0.0% 0.9% 
Ph.D. 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 
Total 48.6% 27.5% 20.2% 1.8% 0.9% 0.9% 
*IT – Information Technology; CS – Computer Science; CA – Computer Applications; CE – Computer 
Engineering; EC – Electronics and Communications; EE – Electrical Engineering. 
5.3.4 Organization’s Size 
The question on organization size relates to the number of employees. ICT needs and 
security requirements also differs from organization to organization depending on 
organization’s size and complexity of the systems in use. Table 5.5 (below) shows that 
63 respondents (57.8%) have indicated that they have less than 100 employees 
working in their organization; 24 respondents (22%) said they have more than 200 
employees, while 22 respondents (20.2%) said they have between 100 to 200 
employees working in their organization. 
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Table 5.5: Number of Employees Working in Respondent's 
Organization 
Employees Frequency Percentage 
Less than 100 63 57.8% 
Between 100 to 200 22 20.2% 
More than 200 24 22.0% 
Total 109 100.0% 
  
Thus, many government organizations appear to be smaller in size with more than half 
of survey participants (57.8%) indicating that their organization having less than 100 
employees. 
5.3.5 Work Experience 
Table 5.6 (below) shows the work experience of survey participants. The highest 
number of participants, 53 respondents (48.6%), had working experience between 5 
and 10 years, whilst the lowest number of participants, 27 study participants (24.8%), 
had working experience of more than 10 years. Maximum number of both male and 
female participants had work experience between 5 and 10 years.  
Table 5.6: Work Experience of Respondents 
Work 
Experience 
Less than 5 years Between 5 and 
10 years 
More than 10 years 
Male 19.3% 29.4% 20.2% 
Female 7.3% 19.3% 4.6% 
Total 26.6% 48.6% 24.8% 
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Thus, the survey data reveals that most of the respondents started their professional 
career less than a decade ago. The data also shows that most of the respondents are in 
early thirties, refer to age distribution of the respondents in Section 4.2.2, if they got 
inducted into service in their early twenties. Furthermore, the data shows that there are 
more male than female ICT professionals working in ICT sector. 
5.3.6 Roles and Responsibilities 
Study participants were asked about their roles and responsibilities in the organization. 
Respondents said they performed wide range of ICT activities such as network 
administration, IT management, and web management and technical support services.  
 
Figure 5.1: Role of ICT Respondents 
 
Figure 5.1 (above) shows that respondents were mainly responsible for network 
administration (23.9%), network security (19.3%) and ICT management activities 
(19.3%). Female respondents more likely to be engaged in IT management activities 
(8.3%), less than 1% of female respondents were employed in software development 
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In summary, the demographic characteristics of survey participants show that the 
young ICT professionals mainly constitute the Bhutanese ICT workforce, most of 
them being in the cohort of 25-34 years of age (66.1%), and with working experience 
of less than 10 years (48.6%). The demographic data also indicates that many ICT 
professionals had obtained bachelor’s degree qualification (48.6%) with areas of 
specialization in the field of information technology (48.6%). Compared to men, 
women appear to be mostly involved in ICT management activities (e.g., projects) 
than in technical roles. Furthermore, the data show that the physical structure and the 
size of the government agencies are small, mostly having less than 100 employees 
(57.8%). 
5.4 Cybersecurity Management Practices 
Cybersecurity Policy 
The survey question on policy tries to collect data on the nature of cybersecurity policy 
practices being implemented in government organizations, and to understand the 
extent of respondents’ familiarity and understanding of the established security 
policies. 
Cybersecurity policy is an important policy document of the organization because it 
sets the direction of security management, and how security must be integrated with 
the overall business goals and objectives. It also identifies the need to establishing 
security organization structure, defining roles and responsibilities of security 
professionals, and providing guidelines on how policy should be communicated and 
internalized among stakeholders and computer users. In addition, security policy is a 
living document requiring regularly review to reflect the changes in the political, 
economic, and legal environment, and as well as technological advancement. 
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Security policy comes in varied forms, some are focussed purely on technical aspects, 
whilst others are focussed on managerial aspects (e.g., security audit process). Some 
policies are generic (e.g., corporate wide policy) while others are system specific (e.g., 
email security policy). 
When respondents were asked whether their organization has any cybersecurity policy 
in place, most respondents (72 respondents or 66%) said that they do not have a 
cybersecurity policy, whilst only 27 respondents (24.8%) said they have any IT policy 
implemented in their organization. Ten respondents (9.2%) answered that they ‘do not 
know’ if their organization has a policy in place. The results of the cybersecurity policy 
practice are illustrated in Table 5.7 (below).  
Table 5.7: Cybersecurity Policy Practice 
Answer Choices Frequency Percentage 
Yes 27 24.8% 
No 72 66.1% 
Do not Know 10 9.2% 
Total 109 100.0% 
 
Respondents were also asked to select possible reasons why a cybersecurity policy is 
essential for the organization. Table 4.8 shows that majority of respondents believe 
that a cybersecurity policy is necessary for preventing security breaches from external 
sources (81.7%), followed by the need for documenting security practices and 
processes (71.6%), and for preventing security breaches from internal sources 
(66.1%). 
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Furthermore, survey respondents were questioned on the implementation of 
acceptable use policies (e.g., email policy or computer usage policy). As illustrated in 
Table 5.8 (below), 53 respondents (48.6%) reported that they do not have acceptable 
use policy for email or computers, while 46 respondents reported that they have. Ten 
respondents (9.2%) said they do not know if they have any specific policy 
implemented in their organization. 
Table 5.8: Acceptable Use Policies 
Answer Choices Frequency Percentage 
Yes 46 42.2% 
No 53 48.6% 
Do not know 10 9.2% 
Total 109 100.0% 
 
Thus, the survey results show that most government organizations lack cybersecurity 
policy, a crucial policy document, for planning, implementing and managing security 
activities. However, respondents believe that security policy, see Table 5.9 (below), is 
important for  not only for documenting security practices and processes, but also for 
preventing security breaches from both external and internal sources. 
Table 5.9: Importance of Cybersecurity Policy 
Answer Choices Frequency Percentage 
To define job functions, roles and responsibilities 45 41.3% 
To document security practices and processes 78 71.6% 
To prevent security breaches from external 
sources 
89 81.7% 
To improve business practices 31 28.4% 
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To meet auditing requirements 27 24.8% 
To meet legislative requirements 23 21.1% 
To protect company's image and promote 
confidence 
48 44.0% 
To prevent security breaches from internal sources 72 66.1% 
Do not know 6 5.5% 
 
5.5 Risk management  
Another important security practice is risk management. The risk management and 
planning process is crucial for identification of information assets, assessment of risks 
due to security threats, mitigation of identified risks and evaluation of effectiveness of 
risk action plans. Risk management is necessary to identify and prioritize information 
assets, which are of high value to the organization, to assess and classify risks to those 
which can be avoided, ignored, or removed, and then to mitigate those high impact 
risks. Due to technological and social environment changes (e.g., implementation of 
new information systems), the risk factors and priorities of the organizations require 
reassessment. Therefore, risk management must be dynamic and adaptive process so 
that risk to the organizational assets is properly managed, and to ensure that desired 
security protection is achieved with appropriate security control implementation.  
Table 5.10: Risk Management Practice 
Answer Choices Frequency Percentage 
Yes 9 8.3% 
No 84 77.1% 
Not sure 16 14.7% 
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When respondents were asked if they have any risk management process in their 
organization, the majority of respondents, 84 participants (77.1%), answered that there 
is lack of risk management plan established for effective security implementation, 
whilst only 9 participants (8.3%) said they have a risk management process in place. 
As illustrated in Table 5.10 (above), there were also participants, 16 respondents 
(14.7%), who said they were ‘not sure’ if their organization had risk management. 
To further probe into risk management activities and to understand respondent’s level 
of security knowledge, we asked respondents how they identify, assessed, implement, 
and evaluated risks. 
 
Figure 5.2: Risk Assessment Methods 
 
Figure 5.2 (above) shows that 37 respondents (33.9%), said they get input from peers 
to identify and assess risks, followed by the second and the third highest number of 
respondents, 28 and 23 respondents (25.7% and 21.1%), who said they do informal 
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respondents, 37 participants (33.9%) of sample, who ‘do not know’ how risk 
assessment and analysis was being performed in their organization. 
Therefore, the survey findings suggest that, similar to the cybersecurity policy, risk 
management is absent or severely limited in most Bhutanese government 
organizations. Moreover, this suggests that ICT professionals, concerned with security 
activity implementation, have little or no knowledge and understanding of the risk 
management process. The consequence of not implementing this practice is that 
government may land up investing limited material and human resources into 
ineffective initiatives, and not being able to address the right problem in a consistent 
and coherent manner.  
5.5.1 Cybersecurity Risks 
With ever increasing use of the ICTs and Internet, government organizations are likely 
to become more susceptible to security threats. Exposure to security threats grows with 
increasing complexity and sophistication of the information systems and the networks.   
Table 5.11: Ranking of Prevalent Security Threats 
Answer Choices Weighted Average Rank 
Operational risk associated with environmental 
problems (e.g., power failure) or natural disasters 
(e.g., earthquakes) 
2.48 4 
Cyber risk of hackers penetrating systems for 
account manipulation, website defacement or data 
destruction 
1.77 3 
Cyber risk of nation states penetrating systems for 
espionage 
2.90 1 
Insider risk of employees or other authorised users 
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In the past years, cases of security breaches have been reported in print and online 
media. Few cases were also documented and reported in government reports submitted 
by IT consultants. There is very little specific scholarly literature or studies conducted 
so far that provide the nature and severity of security breaches facing government 
organizations. Thus, it is important to understand the most prevalent security threats, 
the factors that pose security risk, and how frequently security breaches happened. 
Finally, it is also important to know what security measure they have undertaken to 
control the damage from such breaches. 
When respondents were asked to rank the most prevalent cybersecurity threats in their 
organization, 1 being the most prevalent and 4 being the least prevalent, they rated 
espionage as the most prevalent, followed by the insider employees abusing their 
authorised access, hackers penetrating systems for website defacement or data 
destruction, and the operational problems (e.g., power failure) or natural disasters 
(e.g., earthquakes) as the least prevalent security issues. These cybersecurity threats 
are illustrated in Table 5.11 (above). 
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A question was asked to gather data on all possible security problems that respondents 
consider to be the greatest security risks to their organization.  As can be seen from 
Figure 5.3 (above), hacker attempts (90.8%), malware problem (81.7%), and malicious 
internet downloads were the top three that users perceive to be the greatest security 
risks. 
In addition, exploring further on security issues, a question was asked what security 
breaches organization had suffered in the past 12 months to 18 months. As illustrated 
in Figure 5.4 (below), three most security breaches experienced were virus attacks 
(85.3%), malware (67.9%), and hacking (45.9%).  
 
Figure 5.4: Cyber Attacks Experienced Within 18 Months 
 
Furthermore, a question was asked what losses or impacts organization had suffered 
due to cybersecurity breaches. Amongst others, denial of service (52.3%), online fraud 
(46.8%), and identify theft (25.7%) were the three common impacts felt by the 
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Figure 5.5: Common Losses Due to Cyber Attacks 
 
Security breaches are likely even with meticulous and thorough security controls. 
Human errors, exploitation of vulnerabilities in hardware and software, or simply 
using brute force attacks are all common. The measures used to protect an 
organization’s information systems and networks are of interest. 
When asked what kinds of security measures have been implemented in their 
organization, as shown in Figure 5.6 (below), antivirus solutions was the most common 
response (84.4%), followed by the implementation of firewall (81.7%) and anti-spam 
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Figure 5.6: Security Solutions Implementations 
 
5.5.2 Security Budget 
To determine organizational resourcing of security measures, the factors contributing 
to committing security expenditure, and whether a budget for security was part of 
purchase of IT hardware and software, we surveyed the staff. 
When asked what drives organizations to spend on security initiatives, security 
breaches from external sources top the list (71.6%), followed by security breaches 
from internal sources (42.2%), and need to improve business practices (22.9%), 
respectively. Figure 5.7 (below) illustrates the drivers contributing to security 
spending. However, 23 respondents (23.9%) also said that they do not know what 
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Figure 5.7: Drivers for Security Spending 
 
Another question was asked to determine whether they include a budget for the 
purchase of security hardware and software along as well as IT procurement and 
development. As can be seen from Table 5.12 (below), 74 respondents (67.9%) said 
that budget for purchasing security solutions were included as part of IT development, 
whilst 22 respondents (20.2%) said no budget was included. Still there are 13 
respondents (11.9%) who were not sure if their organization had any provision for the 
procurement of security tools.  
Table 5.12: Budget Inclusion for Security Hardware and 
Software 
Answer Choices Frequency Percentage 
Yes 74 67.9% 
No 22 20.2% 
Do not know 13 11.9% 
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Furthermore, a question was asked to probe what percentage of total IT budget was 
allocated to cybersecurity in the past 12 months. The pie chart in Figure 5.8 (below) 
represents the proportion of security budget allocation. 
 
Figure 5.8: Security Budget Allocation 
 
As the pie chart shows, the maximum number of sample, 62 respondents (56.9%), 
said the budget allocated for security is within 10%, whilst only 2 respondents 
(1.8%) indicated that the security budget is over 50% of the total IT budget. Yet 
there are many participants, 32 respondents (28.4%), who do not know how much 
budget their organization allocates for security purposes. Thus, it appears that 
security spending in most organizations is very minimal compared to total outlay for 
IT investment.  
5.5.3 Management Support for Security  
Leadership and management support of the organizational executives often determines 
the success of a security program. They say decisions to start security program begins 
and ends at the boardroom, which comprises of C-Level decision makers such as Chief 
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Questions on management support for security, therefore, seek to gauge how much 
support organization provides to the security team or security department, if any. 
As illustrated in Table 5.13 (below), 56 respondents of the survey sample (51.4%) 
indicated that they got enough management support, while 33 respondents (30.3%) 
said otherwise. There were also 20 respondents (18.3%) who responded that they did 
not know, if senior level management support security activities in their organization. 
Table 5.13: Management Support for Security 
Answer Choices Frequency Percentage 
Yes 56 51.4% 
No 33 30.3% 
Do not know 20 18.3% 
Total 109 100.0% 
 
Thus, it appears from the survey data that senior level management has supported the 
security department in planning and implementing security activities. However, there 
seems to be several ICT professionals who are less aware of security activities 
happening in their organization. 
5.6 Security Awareness and Training 
Even though it may sound a little banal to say that humans are the weakest link of 
security chain, but nothing is further from the truth. People can either make or break 
the security walls. People who have malicious intentions (e.g., hackers) can exploit 
vulnerabilities inherent in the information systems and networks, resulting in loss of 
intellectual property, financial loss, and damage to company’s reputation. IT users can 
make simple human errors just using poor passwords or writing passwords on a stick-
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note for easy remembrance. Users may also bypass security protocols, if they are not 
made aware of their responsibilities. Furthermore, success of security programs will 
depend on security professionals’ competency, knowledge, and skills. Thus, humans 
become a crucial factor, not technology, in realisation of the security goals and 
objectives of the organization. For these reasons, therefore, provision of security 
awareness and training to both security professionals and common users are very 
important. 
It is important to measure the security awareness and training being provided by the 
organizations to increase aware of security issues among the workforce as well as 
increase the competency and skill level to address the security problems. 
 
Figure 5.9: Approaches to Security Awareness and 
Training 
 
When asked about security awareness and training, as shown in Figure 5.9 (above), 
68.8% of respondents said they received little training on security but learn it while 
doing the job. Respondents also said they learn by attending conferences and seminars 
on security (24.8%), whilst institutional training (16.5%) is the third common 
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When asked if respondents were aware of Information Management Security Policy 
(IMSP) - a security management policy based on ISO 27002, adopted by the 
government in 2009, 40 respondents (36.7%) answered ‘yes’ they were aware of it, 
while 45 respondents (41.3%), which is slightly higher than the ‘yes’ category, said 
otherwise. In addition, 24 respondents (22%) indicated that they ‘do not know’ about 
it. The awareness of IMSP is illustrated in Table 5.14 (below), which suggests that 
these security policy guidelines have not well been communicated or implemented 
effectively.  
Respondents Awareness about IMSP 
Table 5.14: Respondents Awareness about IMSP 
Answer Choices Frequency Percentage 
Yes 40 36.7% 
No 45 41.3% 
Do not know 24 22.0% 
Total 109 100.0% 
 
Probing further on the level of security awareness and training, a question was asked 
if respondents were aware of any security standards or framework.  
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Figure 5.10: Awareness of Security Standards 
 
As can be seen from Figure 5.10 (above), majority of respondents (46.8%) answered 
that they ‘do not know’ about any security standards, whilst some respondents 
indicated that they were aware of IMSP (42.2%) and Standard Practice for Information 
Security (20.2%). Thus, the results suggest that employees and IT personnel lack 
security awareness and training in many government organizations.  
5.7 Technical Controls and Measures 
As government organizations rely on ICTs and the Internet services for their routine 
administrative functions, security breaches are inevitable due to unintentional human 
errors or due to malicious attack by the perpetrators.  This section seeks to understand 
what kind of measures or technical controls have been implemented to protect their 
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Figure 5.11: Measures to Protect Network and Devices 
from Cyber Attacks 
 
As illustrated in Figure 5.11 (above), commonly used security measures to protect 
networks from cyber-attacks were antivirus solutions (70.6%), application proxy 
(47.7%), access control lists (46.8%), and content filtering (40.4%). 
When asked to select the applicable measures implemented to prevent misuse of the 
web and social networking sites, blocking social media during office hours (56.9%), 
restricting access to social mediate site based on access permission (55%), and filtering 
inappropriate contents and websites (53.2%) were common measures to prevent 
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Figure 5.12: Measures to Prevent Misuse of Social Media 
 
The use of portable devices such as laptops and smart phones have become 
commonplace in government organizations. Therefore, the risk associated with mobile 
devices cannot be ignored when users introduce their personal devices and use them 
for both personal and official works. 
 
Figure 5.13: Approaches to Minimize Mobile Risks 
 
So, a question was asked what measures they have taken to minimize security risks 
associated with mobile devices. As shown in Figure 5.13 (above), majority of 
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that they allow only devices which belong to the organization, followed by measure 
to enforce device authentication and encryption (19.3%). Thus, it appears that people 
have very little understanding of mobile security and the risk associated with mobile 
computing. 
In addition, as the use of mobile devices become more prevalent in offices, besides 
protecting mobile access to the network devices, securing mobile communication 
channel is necessary. If the mobile environment is not secured enough, there is a 
likelihood of rogue devices interfering with the network or covertly tapping the 
wireless signal to steal the valuable information. Therefore, respondents were asked 
what measures have been implemented to secure mobile user devices. 
 
Figure 5.14: Mechanisms to Protect Mobile 
Communication 
 
As can be seen from Figure 5.14 (above), three most commonly used mechanisms for 
securing wireless communication were MAC address filtering (58.7%), Wi-Fi 
Protected Access (48.6%), and Wired Equivalent Privacy (27.5%). While MAC 
filtering may help to prevent access to mobile networks, it cannot prevent attacker 
stealing information as MAC filtering is not an encryption algorithm, neither WEP is 
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hacked due to weak authentication, and lower encryption initialization vector 
(Lashkari, A. H., Danesh, M. M. S., & Samadi, B., 2009). 
Furthermore, since personal computers and wired networks are prevalent in most 
government organizations, questions were asked to solicit information on measures to 
protect from cyber-attacks, as shown in Figure 5.15 (below).  
 
Figure 5.15: Mechanisms to Secure Desktops 
 
The respondents said the most common methods to protect personal computers were 
antivirus solutions (91.7%), windows firewalls (39.4%), and automatic windows 
updates (38.5%).  
We also asked respondents how often their employees must change their password.  
Table 5.15: Password Change Frequency 
Answer Choices Frequency Percentage 
Every month 7 6.4% 
Every three months 14 12.8% 
Never 51 46.8% 
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As illustrated in Table 5.15 (above), majority of 51 respondents (46.8%) indicated that 
employees hardly changed their computer password, whilst 37 respondents (33.9%) 
said they did not know if their employees changed their password. Fewer respondents 
said their employees change password in a month (6.4%) and every three months 
(12.8%). Thus, the results suggest that while measures exist to protect personal 
computers such as antivirus and firewalls, many organizations appear inconsistent or 
too permissive with password management. It also goes to show that IT users are not 
aware of identity thefts and security risks to personal computers. 
5.8 Computer Security Incident Response Team (CSIRT) 
One of the main approaches to handling cybersecurity incident is the CIRT framework. 
CIRT has gain popularity worldwide and is being implemented across industries, 
government organizations and private companies including non-governmental 
organizations. It comes in varied forms and structures with different nomenclature 
such Computer Emergency Response Team (CERT) in US, Computer Incident 
Security Response Team (CISRT) in Europe, and Computer Incident Response Team 
(CIRT) in other countries. Some countries called it an Early Warning System, 
Information Security Team, or Security Working Group.  
The purpose of CIRT is to handle, response, recover and evaluate security incidents to 
minimize the impact of cyber-attacks, prevent future incidents and create a knowledge 
database of lessons learned for future reference. Incident handling can be offensive, 
defensive or combined. In most cases, the CIRT function reactively to the security 
incidents. 
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This theme explores incident handling and response capability in government 
organizations. 
When asked whether the respondents government organization had an incident 
response team, formal or informal, majority of 80 respondents (73.4%) reported that 
they did not have any response capability team implemented in their organization, 
whilst only 21 respondents (19.3%) reported that they did have it. This is illustrated in 
Table 5.16 (below). 
Table 5.16: CIRT Response Team 
Answer Choices Frequency Percentage 
Yes 21 19.3% 
No 80 73.4% 
Do not know 8 7.3% 
Total 109 100.0% 
 
Respondents were also asked what they did in their organization in the event of cyber-
attack.  
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Figure 5.16 (above) shows that nearly one third of respondents (40, 36.7%) reported 
that their organization did conduct an internal investigation, whereas one sixth of 
respondents (18, 16.5%) said that they contacted the CSIRT team. Likewise, less than 
one tenth of respondents (8, 7.3%) said they contacted law enforcement. However, 
one half of the respondents (55, 50.5%) said that they did not know what they need to 
do during the cyber-attacks.     
Furthermore, survey participants were asked about kinds of resources they had for 
responding to cybersecurity incidents. 
Table 5.17: Availability of Resources for Cyber Response 
Answer Choices Frequency Percentage 
We have internal resources to respond to 
incidents 
16 14.7% 
We rely on external resources to respond to 
incidents 
32 29.4% 
Do not know 61 56.0% 
Total 109 100% 
 
As illustrated in Table 5.17 (above), nearly one sixth of respondents (16, 14.7%) 
indicated that they had internal resources to respond to cyber incidents, whilst nearly 
one third of respondent (32, 29.4%) said that they depended on external resources 
(e.g., getting experts from outside). However, more than one half of respondents (61, 
56%) reported that they have no idea if their organization had enough resources to 
respond to the cybersecurity incidents. 
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Thus, the evident from the survey data that many government organizations are 
lacking in cyber incident response capability. It means that many organizations have 
neither established a CIRT team or have access or awareness of CIRT resources. 
5.9 Miscellaneous 
Software piracy is an emerging issue in most developing countries because of price 
affordability. As many government agencies become increasingly dependent on ICTs, 
demand for hardware and software will have a huge impact on the financial capacity 
of procuring agencies. Thus, agencies might decide to purchase pirated software 
instead of original licenses. Such management decision will have negative 
consequence on the cybersecurity of the organization. To this effect, respondents were 
asked what kind of software products they used in their organization. 
Table 5.18: Software Products Licenses 
Answer Options Frequency Percentage 
Original equipment manufacturer (OEM) version 38 34.9% 
Pirated software products 62 56.9% 
Do not know 9 8.3% 
Total 109 100% 
 
Table 5.18 (above) shows that more than one half of respondents (62, 56.9%) said that 
they mostly used pirated software products, while one third of respondents (38, 34.9%) 
reported that they used original licensed software. Thus, it is evident that security may 
be already compromised even before software is installed, configured, and tested for 
deployment in the system. 
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As security is essential for achieving organization’s business goals and objectives and 
for protecting the availability, integrity, and confidentiality of information, it is 
important to understand what aspects of security are most vital for organizations. 
Survey respondents were asked to rank, from the most important to the least important 
ones, a list of security issues such as security policies, top management support, and 
security awareness and training.  
Table 5.19: Ranking of Top Important Security Issues 
Answer Choices Weighted Average Rank 
User Awareness Training & Education 3.33 1 
Top Management Support 3.50 2 
Vulnerability & Risk Management 4.79 3 
Malware 4.94 4 
Policy Related Issues 5.37 5 
Patch Management 6.00 6 
Access Control & Identity 
Management 
6.06 7 
Organization Culture 6.52 8 
Internal Threats 6.69 9 




As can be seen from the Table 5.19 (above), among others, the 5 top security issues 
were: a) User awareness, training and education, b) Top management support, c) 
Vulnerability and risk management, d) Malware, and e) Policy related issues. Earlier 
in our survey analysis, most of these security issues were found to be inadequate and 
completely lacking in many government agencies. Therefore, ranking of these security 
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issues seem to be accurate and consistent with survey findings, and thus reflect the 
real nature of security issues that their organization need to address. 
 Finally, when respondents were asked what security activities organization has to 
implement to improve cybersecurity. In other words, what priority areas should 
organization concentrate upon to achieve the maximal security benefits with minimal 
resources. 
 
Figure 5.17: Areas to Improve Cybersecurity 
 
As shown in Figure 5.17 (above), awareness and training (83.5%) on security top the 
list, followed by strong security policy implementation (80.7%), strong management 
support (72.5%), and then followed by larger budget for security (62.4%), and more 
human resources (33%). Again, these security areas are consistent with the earlier 
ranking of security issues. Respondents were of the view that addressing these security 
issues can help improve organization’s cybersecurity. 
5.10 Critical Success Factors for Cybersecurity 
When respondents were asked what factors are critical for successful implementation 
of cybersecurity in Bhutan, nearly, 51% (56/109) of respondents believe that 
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cybersecurity a success. Another 27% (30/109) of respondents believe that 
management should establish policy and standards while 21% (23/109) of respondents 
think that sufficient budgetary commitment to cybersecurity initiatives will help 
government organizations to achieve their organizational security objectives. 
Respondents also identified top management (20%) and security infrastructure (14%) 
as the fourth and the fifth critical success factors for cybersecurity implementation. 
See Table 5.20 (below) for details. 
Table 5.20: Critical Success Factors for Cybersecurity 
Critical Success Factors Frequency Percentage* 
(n=109) 
Awareness and Training 56 51% 
Security Policy and Standards 30 28% 
Security Budget 23 21% 
Top Management 22 20% 
Security Infrastructure 15 14% 
Security Audit 11 10% 
Security Responsibilities 9 8% 
Organizational Structure 8 7% 
Security Experts 3 3% 
Change Management 3 3% 
Communication and Collaboration 1 1% 
*rounded to nearest percent 
 
These results are consistent with studies of (Al-Awadi & Renaud, 2007; Kazemi, 
Khajouei, & Nasrabadi, 2012; Yanus & Shin, 2007), where they found, among others, 
awareness and training, security policies and management support as critical factors 
for implementing effective cybersecurity. An empirical study of (Kenneth J. Knapp et 
al., 2006) further supports findings of this research, wherein 874 certified information 
systems security professionals (CISSPs) rated top management, security budget and 
security awareness among top ten information security issues.  
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5.11 Cybersecurity Perceptions 
Furthermore, the research explored the perceptions of respondents to gauge the 
effectiveness of cybersecurity controls implemented by the government organizations. 
Specifically, respondents were asked statements related to cybersecurity practices: 
policies, risk management, technical controls, awareness and training, software 
development, operational management, and incident response capability. Each 
statement had 5 answer options: Strongly Agree, Disagree, Neutral, Agree and 
Strongly Agree. The aggregated results are as follows, see Table 5.21 (below): 
- 40% of respondents believe that cybersecurity policy practices are 
implemented effectively. 
- 23% of respondents believe that risk management controls and processes are 
effective. 
- 28% of respondents believe that efforts of organizations related to 
cybersecurity training and awareness are implemented effectively.  
- 34% of respondents think system security measures related to development life 
cycle is effective. 
- 26% of respondents think cybersecurity practices and measures related 
incident management are effective. 
- 63% of respondents believe that access and technical controls are largely 
effective, and 
- 40% of respondents believe that communication and operational practices are 
implemented effectively. 
Therefore, apart from the technical controls and measures, most of the cybersecurity 
practices developed and implemented by the government organizations are perceived 
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to be ineffective in securing and protecting Bhutan’s cyber environment.  The results 
suggest that Bhutan is lagging in many areas of cybersecurity practices and is likely 
that it may not measure up to the fast ICT development and technological advancement 
currently taking place.  
Table 5.21: Aggregates of Perceived Effectiveness of 
Cybersecurity Practices 
Practices Disagree Undecided Agree 
Security Policy 32% 28% 40% 
Risk Management 42% 35% 23% 
Training and Awareness 45% 28% 28% 
Access Controls 12% 26% 63% 
System Development 30% 36% 34% 
Incident Response Capability 34% 39% 26% 
Communication and Operations 
Management 
24% 37% 40% 
 
In summary, the study results indicate that cybersecurity implementation in most 
government organizations was very limited. The implementation of security practices 
such as cyber policy, risk management, and incident response team are inadequate and 
completely lacking in some government organizations. In addition, the survey 
indicates low level of cybersecurity awareness and training among ICT professionals 
and common IT users. 
5.12 Conclusion 
This chapter presented the data analysis and results of the quantitative survey of 109 
respondents. The general demographic information, cybersecurity risks, policies and 
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practices including success factors that may be essential for improving Bhutan 
cybersecurity were analysed and discussed. 
The analysis and results show that Bhutan is facing greater risk of cyber issues, such 
as hacking, phishing, and viruses. The findings suggest that the current state of 
cybersecurity is limited, weak and restricted to basic security features (e.g., content 
filtering and antivirus solutions).  Significantly, cybersecurity practices, such as 
security policies, risk management, software procurement and awareness and training 
appear to be completely missing and, in some cases, inadequately implemented. Apart 
from technical controls, most of these practices were perceived to be implemented 
ineffectively. Furthermore, the findings suggest that security policies, awareness and 
training, and strong management, are vital factors for improving and strengthening 
Bhutan’s cybersecurity, to secure and protect the Bhutan’s growing information assets 
and infrastructure.  
The following chapter presents the data analysis of 16 interviews data and discussion 
of the results. The interview study was a follow up to the survey study undertaken to 
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6.1 Overview 
In the previous chapters, we presented the quantitative data analysis and reported on 
some of the emerging cybersecurity issues and challenging facing Bhutanese 
government organizations. While the quantitative findings suggest gaps in many areas 
of cybersecurity, it is quite difficult to gain a deeper understanding why many 
government organizations have not implemented cybersecurity even though 
government invest heavily into ICT development in the country. Therefore, it is quite 
logical to compliment the quantitative inquiry with qualitative study to seek answers 
to these questions. The interviews allow us to make close observations of the 
employees, understand their beliefs, attitudes, and behaviour, and the organizational 
context. Conducting onsite interviews with the participants not only gave us 
opportunities to observe first-hand what ICT infrastructure and resources 
organizations have, but also enabled us to see how people behave and carry out their 
routine activities.  
Thus, this chapter/section reports on the qualitative data collected using semi-
structured interviews with 16 participants from different government and autonomous 
agencies. The data analysis aims to triangulate and reveal the state of cybersecurity 
practices and describe why some practices are ineffective and how they perceive about 
cybersecurity. 
The chapter begins with a brief description of the semi-structured interview questions, 
its purpose and the cybersecurity areas covered in the interviews. This is, then, 
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followed by the demographic analysis of the interview participants, and the details 
analysis of the qualitative data. The final section of the chapter discusses the study 
findings, correlates with the quantitative and synthesizes the results from both 
quantitative and qualitative data. A summary of the chapter is also presented. 
6.2 Brief Description of Semi-structured Interviews 
For the benefit of the reader, we provide a brief description of the interview questions. 
The interview contains about 15 questions. Questions were framed to solicit 
information and gain knowledge with regard to: 1) cybersecurity policy, standards and 
practices implemented or established, 2) cybersecurity breaches and their impacts to 
the organisation, 3) incident handling and response capability team including 
understanding of processes and procedures, 4) cybersecurity awareness of senior 
management and employees, 5) factors or barriers affecting the effective 
implementation of cybersecurity programs, and plans and priorities to improve 
organisational security posture in future. Participants were also asked questions 
relating to the size of the organization, participant’s role, and the information assets 
and networks systems. The length of the interview is approximately 25 to 30 minutes 
each. Before the interview, participants were brief about their consent to the interview, 
and the privacy and confidentiality of the interview responses. In addition, participants 
were provided the contact details of the researcher if they need to clarify, withdraw or 
further comment on the interview responses. The interviews were conducted during 
the month of July 2015 on the day and time convenient to the participants and at their 
workplace in the organization. 
 Chapter 6: Interview Data Analysis and Results 158 
 
6.3 Interviewee Demographic Information 
Interview data was collected from 16 interviewees working in different government 
organizations and autonomous agencies. Most the interviewees, 10 participants, were 
from government agencies, while 6 of them were from autonomous agencies. Gender 
wise, 13 participants were male (81.2%) and the remaining 3 participants (8.8%) were 
female. Most participants were responsible for ICT services, hardly few in security, 
and they had work experience ranging from 5 to 26 years. In terms of size, the smallest 
organization has less than 24 employees while the largest organization has close to 
1100 employees. 
6.4 Qualitative Analysis Themes 
6.4.1 Top Management Support 
One of the cybersecurity issues highlighted in the quantitative survey data is the top 
management support (see Section 5.5.3 ABOVE). Top management support for security 
is seen necessary to ensure security programs are well organized, coordinated and 
implemented successfully. Without management support, effective implementation 
will not be possible as realization of security requirements are dependent on the 
leadership roles, their commitment and availability of resources. To understand this 
issue, we asked interviewees what they think about their senior management, the 
responses were mixed.  
Nine interviewees believed that they have strong support from the senior management 
and are fully committed to security activities. For instance, Interviewee 14, from 
government agency, reported: 
“We have very good support from the top management. We have 
separate budget allocated for ICT services. Whatever budget we 
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proposed to the management has been accepted. So, I think we are 
fortunate to have supportive top-level management”. 
In contrast, there are others who believed there is lack of management support to 
facilitate cybersecurity activities. Two interviewees reported lack of or limited support 
from top management. Interviewee 4, from government agency, stated: 
“If you look at the Information Management Security Policy 
(IMSP), which was adopted in 2009, because there was no proper 
guidance nor support from the higher level, it could not be 
implemented effectively”. 
Still others, five interviewees, are of opinions or just believed that senior management 
would support cybersecurity activities, if they approached or proposed to the senior 
management. For example, Interviewee 3, from autonomous agency, reported that top 
management will support security activities, if need arises. 
“If there is any need, I feel top management would be ever ready to 
support because we deal with government information and they 
know that it is important to protect them. Now with upcoming Case 
Management System, I think they will understand and support for 
security program”. 
Even though most interviewees in this study expressed positive views about the top 
management support for cybersecurity, the results may not be applicable to all the 
government organizations. This is because most senior managers are not IT literate 
and have little understanding and awareness of cybersecurity. Interviewee 11, from 
government agency, said that support from top management will be dependent on how 
knowledgeable and skilled they are and how they perceived about security: 
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“Support and commitment from management depends on their IT 
knowledge and skills. If they are IT skilled and are concerned about 
IT applications and security, then they provide full support. But if 
they are not IT skilled, who do not know anything about ICT, the 
support is minimal”.  
6.4.2 Cybersecurity policies 
Quantitative data revealed that cybersecurity policy has been found lacking in several 
organizations (see Section 5.4). Cybersecurity policy is essential for effective 
implementation of cybersecurity. For example, without policy, planning, 
implementing, and evaluating cybersecurity in the organization will be ill-defined and 
executed in a disorderly manner. Therefore, interviewees were questioned about the 
cybersecurity policies to: a) understand why cyber policy is lacking in most of 
government organizations, and b) solicit participants views on importance or benefits 
of having cybersecurity policy.  
When questioned why cybersecurity policy was lacking in many organizations, their 
responses were varied. One of the reasons stated by the interviewees was the lack of 
attention or focus of the organization on cybersecurity. For example, Interviewee 2, 
from the government organization, said, “due to lack of focus on cybersecurity from 
the ICT department as well as from the organisation in the past, we have not been able 
to really implement the policy”.  Another reason stated was the lack of experience of 
cybersecurity incidents. Interviewee 3, from autonomous agency, said, “because we 
did not have any incident of information leakage or loss, I think the office did not 
realise the need”. Yet another reason stated was the lack of capability of the security 
professionals that inhibits the implementation of cybersecurity. Interviewee 4, from 
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government, said, “the policy specifies that government agencies should form 
Information Security Team, but due to lack of capability, this has not happened”.  
Therefore, security policy implementation in many government organizations is 
affected by factors such as ICT investment focus, lack of capacity and, or not having 
experience any cybersecurity incident, which warrants implementation of security. 
While cybersecurity policy implementation maybe limited or completely lacking in 
many organizations, however, responses on its importance and benefits were positive. 
Fifteen interviewees believe that establishing policy would be necessary to protect and 
secure information, information systems and networks of the organization. 
According to Interviewee 1, security policy implementation will not only help 
organization to create awareness among general users including senior management, 
but also assist IT personnel in implementing security activities: 
“I think having security policy would help us a lot by creating 
awareness as most of the general users including senior 
management are not aware of cyber threats…. Even for IT 
personnel, implementing security activities would become easier as 
the policy would provide certain guidelines…”. 
In agreeing with this view, Interviewee 6 expressed concerns about the use of online 
banking services – internet banking or mobile banking -  as more people are using 
those services. Hence, strong security policy could help to create awareness in securely 
using those services with due diligence and compliance to policy: 
“…banks are providing all the internet banking facilities, mobile 
banking solutions, more people are getting access to those services. 
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If we have strong security in place, I think it will really help to create 
awareness among the people to use those services securely”. 
Some interviewees believe that cybersecurity implementation would be beneficial in 
securing and protecting information systems and data records to prevent them from 
damage, disruption and unauthorize use. Interviewee 8 stated: 
 “It is very much important for us because we keep the tax records. 
Tax records are very important data that need to be secured and 
protected.” 
Others expressed concerns about the challenges of cyber threats such as viruses, 
malware, and hacking of websites, and therefore, they believe security policy can 
provide guidance to implement measures or security controls to deter, prevent and 
protect from those security attacks. Interviewee 16 stated:  
“…we have faced lots of security problems before we installed and 
implemented UTM server. Our web server got hacked many times, 
so we should have some sort of cybersecurity policy.” 
Still others were of views that cybersecurity is not only a concern for the government 
organizations, but for the whole country, and therefore should adopt and implement 
same cybersecurity policy across the board. Interviewee 13 stated: 
“I think cybersecurity policy would be very important not only for 
our organisation, but for the whole country. I was given to 
understand that Bhutan already has a draft cybersecurity policy. 
Maybe we could adapt and adopt it as our own cybersecurity policy. 
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Since it is meant for entire country, I think our organisation should 
just implement it”. 
6.4.3 Awareness, Training and Education  
Often people think of only by applying technological solutions, security problems can 
be resolved. But humans are found to be one of the important factors for the successful 
implementation of cybersecurity. Security challenges could be resolved not by 
technology alone nor humans, but by combining and integrating both the factors.  
In the quantitative survey, nearly 70% of respondents have indicated that they hardly 
received any security awareness, training, and education on cybersecurity (see Figure 
5.9 in Section 5.6). They have also ranked awareness, training, and education as the 
first top security issue for the government organizations (see Table 5.19 in Section 
5.10). Therefore, interviewees were asked to validate this finding, and to understand 
the level of cybersecurity awareness and training among users, ICT professionals and 
senior managers. It also sought to understand how people perceive about the 
cybersecurity and the importance of improving cybersecurity awareness, training, and 
education for their organization.  
Most responses received from the interviewees suggest that not only users and senior 
managers lack security awareness, training, and education, but also ICT professionals 
have very limited knowledge and skills. For example, Interviewee 14 believes that 
employees have very “limited awareness on cybersecurity”, and more than that 
employees behaviour and attitudes towards cybersecurity is unsettling as they “they 
do not bother to listen even if they were asked not to click on suspicious files”. 
Interviewee 9 stated: 
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“I am not sure about senior management, but I feel among the staff 
we do not have any awareness on cybersecurity. People do not know 
about cybersecurity”. 
Notwithstanding the level of awareness and training of employees and senior 
managers, even ICT professionals who are responsible for ICT and its security lack 
knowledge and skills. For instance, Interviewee 11 said: 
“They are aware of IT development and IT security issues. But they 
do not have the capacity and the required skill to independently 
handle security issues without assistance from the ICT 
professionals. Even ICT professionals do not have good knowledge 
on cybersecurity. Our understanding of security in general and 
protecting data and information, in particular, is very minimal”.   
When questioned about the possible reasons for the low level of awareness and 
training of cybersecurity, interviewees suggested that government organizations had 
hardly provided any formal security trainings to employees and senior managers, 
including professional development of ICT people. For instance, these perceptions 
were captured in the statements made by Interviewee 4 and Interviewee 11, 
respectively:  
“We cover bits and pieces on cybersecurity while conducting 
training on application use, but not really focussing on 
cybersecurity. We have not really provided security awareness to 
employees and higher management”.   
“We have not provided any awareness and trainings on cybersecurity to our 
employees. We learn on our own from the internet and then guide other users 
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how their computers should be secured and protected, and how to use their 
email system”.  
However, most of the interviewees expressed strongly on the importance of 
cybersecurity awareness and training programs not only to make users and senior 
managers aware of cybersecurity risks, and their roles and responsibilities in 
preventing the cyber threats, but also for protection and securing of government 
information systems to achieve organizational goals. For example, Interviewee 6 said: 
“I think creating awareness through cybersecurity awareness and 
training programs will be very important as many people are 
accessing online information and services. As government is moving 
toward e-governance, I think it is important to have cybersecurity 
policy in place”.  
Interviewee 16 said:  
“Awareness and training on cybersecurity will be very crucial for 
the organisation because many people do not know what 
cybersecurity all about is. For example, people do not even update 
their antivirus patches. Because of that their computers and email 
get hacked. Moreover, they tend to save their username and 
password when they access their email, which is not secure. So, we 
need to make people aware of these kinds of things”.  
6.4.4 Risk Management 
Risk management is an essential component of cybersecurity management. Risk 
planning and management process is necessary for identification of information 
systems including hardware and software that need to be secured and protected, for 
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assessing vulnerabilities and weaknesses, and for identification and assessing of cyber 
threats that may exploit the vulnerabilities. This process must be undertaken to 
recognized and prioritized information systems that need higher protection, implement 
appropriate measures and controls to reduce cyber risks and its impacts, and to 
evaluate the effectiveness of the measures. 
In the quantitative survey, 77% of respondents (see Table 5.10 in Section 5.5) 
suggested that most government organizations lack risk management practice, and 
nearly 40% of participants indicated that they ‘do not know’ how risk assessment and 
analysis were performed. Therefore, to validate this finding, in the interview survey, 
interviewees were asked if risk management process is being practice in their 
organization.  
As can be seen from the Table 6.1 (below), 14 interview participants said risk 
management practice had not been implemented in most organizations, while only 2 
interviewees (12.5%) said they do have. Thus, this result is consistent with the 
quantitative data and confirms that this practice is no existent.  
Table 6.1: Risk Management Practices 
Answer Choices Frequency Percentage 
Yes 2 12.5% 
No 14 87.5% 
Total 16 100% 
 
Wanting to know the reasons for this gap, participants were asked if they at least 
maintain inventory of information assets including software and hardware products, 
where these assets are being used, and who use them.  
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Most of the participants stated that ICT department or Unit do not keep stock of IT 
equipment, but rather believe that the Procurement Unit under the Administrative 
Division of the Ministry are maintaining it. For example, Interviewee 14 stated: 
“I think the inventory is being maintained by the Administration, 
particularly by the Administrative Assistant. All the records are with 
the Administration. We do not keep separate records of IT hardware 
and software, and other equipment, but they do.”  
According to Interviewee 13, the reason for not keeping the records of IT assets is 
because they only have fewer and countable number of systems in their organization: 
“I think my understanding is that we have countable number of 
systems. Because of that we do not actually maintained any 
inventory of assets. We do not keep track of what is taking place or 
what are update level, and things like that.” 
The views expressed above is shared by other participants as well because most 
government organizations are smaller in size and at the same time they do not have 
complex IT systems and networks. However, there were fewer respondents who stated 
that they maintained the database of IT assets but have never applied risk management 
process to it. Interviewee 12 is the case in point who stated: “Inventories are there, we 
have the list of IT assets. But the problem is we never did risk assessment on it”. 
6.4.5 Cybersecurity Response Team 
Cybersecurity response team is yet another essential component of security 
management. Its importance arises from the fact that no security measures or controls 
implemented can provide 100% security to the target entities. Criminals and 
perpetrators can find multiple ways to subvert the security system using methods and 
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techniques unknown to the organization. For example, criminals take advantage of 
zero-day exploit to perpetrate crimes leaving organization completely off-guard and 
clueless. In addition, sometimes the security measures implemented to address the 
security problems instead increases the insecurity and risk to the existing information 
systems including networks and devices.  
With constantly changing security environment, security breaches are inevitable. 
Thus, anticipating that cybersecurity breaches could happen anytime, anywhere, one 
way or other, establishing security response team has become common practice in 
many countries. 
In the quantitative survey, 73.4% of respondents have reported that they do not have 
any response capability team implemented in their organization, whilst only 19.3% of 
respondents reported that they do have it, see Section 5.8, Table 5.16. To further 
explore this issue, we asked interview participants if  have established incident 
response team, how they perceive it, and how important this team could be in the 
future. 
Table 6.2: Cybersecurity Response Team 
Answer Choices Frequency Percentage 
Yes 2 12.5% 
No 14 87.5% 
Total 16 100% 
 
As seen from Table 6.2, nearly 88% of respondents have stated that they do not have 
any response capability team in their organization, whilst only 12.5% of respondents 
stated that they do have it. Thus, most government organizations lack cyber response 
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team, which is consistent with the finding of the quantitative survey. Possible reasons 
for this gap, as gleaned from the interviews, are lack of financial and material 
resources, lack of workforce capacities, and leadership in security. For instance, 
Interviewee 8 stated: 
“Security is one of the biggest problem we are having. The web 
portal project is being funded by Asian Development Bank (ADB). 
We want to form a security team and we are hoping that ADB will 
provide us trainings in security”. 
However, most interviewees’ have positive perceptions and strongly believe that 
cybersecurity response team must be instituted in their organization. Interview 
participants believe that it will be beneficial to: 
- Optimize human and financial resources 
- Have single contact point with dedicated person 
- Create awareness, train, and build advocacy on cybersecurity issues 
- Collaborate and share security information, and 
- Create and build cyber knowledge base from the lessons learned from cyber 
incidents 
But their opinions on how this team should be established and operated varies from 
organization to organization. Some interviews were of the view that an individual 
organization must have a dedicated security team. For example, Interviewee 9 said 
that judicial courts will have to constitute a team that is singularly responsible for 
cybersecurity coordination, collaboration and sharing of information: 
“I think it will be important to have a security team because the 
courts are now moving towards electronic court system. Obviously, 
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we need some kind of team for the organisation who specifically 
look into cybersecurity, coordinate, collaborate and share security 
information with other organisations”.    
In agreeing with the views of Interviewee 9, Interviewee 13 stated: 
“Cybersecurity incident response team will be important not only 
for incident handling and response, but also for educating and 
creating awareness on how cybersecurity incidents happen. In that 
light, it will be beneficial to the organisation because within the 
ministry it is quite difficult for us to carry out all the ICT related 
activities. If there is a team, which is entirely dedicated to 
cybersecurity, I think it would benefit us. Hopefully, if the team is 
formed, they will be able to not only reactively react to cyber 
incidents, but also proactively raise the awareness of the users to 
best practices to avoid cybersecurity breaches. So, I think having a 
security team would be beneficial”. 
Others think that, given lack of human capacities and material resources, it would be 
better to have one government-wide security team that is responsible for cyber incident 
handling and response for all government agencies. For example, Interviewee 7 said:  
“Yes, we need to have a response team established, but not 
necessarily in our organisation. We can have a national security 
response team for Bhutan to look after security issues. If we have 
such team, we can either report security breaches to them or they 
can come to our organisation and conduct security assessment, so 
that we can prevent security breaches and improve our security 
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posture. So, I think it is very important to have a national response 
team for security”. 
Still others believe that government can establish hybrid or joint security team, 
forming a kind of partnership between or among government agencies, with members 
constituting from different organizations. For instance, Interviewee 10 believed 
forming a ‘coalition of experts’ would be beneficial for the organizations: 
“I think like what I said, we are limited by manpower in terms of 
number and capacity. So, to have one in the ministry will be a very 
good idea. But I think we can form a coalition of experts not only 
from our ministry, but also from different ministries as well so that 
we can respond to each organisation's incidents as quickly as 
possible”.   
6.4.6 Cybersecurity Breaches 
Cyber criminals of malicious intentions can circumvent the underlying security 
mechanism or exploit the inherent vulnerabilities in the systems and devices. If the 
cyber-attacks succeed, then the security is violated resulting in a security breach. 
Therefore, cybersecurity breaches are security incidents that result in unauthorised 
access to data, information systems and networks including devices.  
Since the use of ICT and the Internet increases, a greater number of government 
information systems, applications, and networks including devices are likely to 
become soft targets for cyber criminals.  To understand the nature and extent of 
security breaches in government organizations, interview participants were asked what 
security incidents they had experienced in the past few years. 
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Security breaches due to cyber-attacks appear to be common in government 
organizations. The views expressed by Interviewee 4 proves the case in point: 
“Cybersecurity breaches are common in Bhutan, only thing is that 
these cases were not reported publicly, public were not made aware 
of. For example, in our ministry itself, … website was hacked”.  
 
Figure 6.1: Types of Security Incidents 
 
According to the survey responses, illustrated in Figure 5.1, one of the common 
security incidents that the organizations experienced was hacking of websites (12 
interviewees). For example, Interviewee 2 said:  
“We faced several incidents of hacking such as defacement of our 
websites, as well as some of our officers got their own confidential 
files emailed to themselves from outside”.  
Interview 14 stated: 
 “Hacking of websites happens at least once in a year. But we do 
not know the origin of hacking. We do not know whether the hackers 
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are from outside or within the country, but hacking happens once in 
a year”.  
The next two common security incidents were virus (5 interviewees) and malware 
attacks (4 interviewees). These security breaches appear to be prevalent in most 
government organizations. For example, Interviewee 15 said they not only 
experienced virus attacks but also malware problems: 
“…Because of that we faced virus and malware attacks, and host of 
security problems including the problem of Audit Clearance System 
being inaccessible to the users”.  
The remaining security incidents experienced by government organizations were 
denial of service (3 interviewees) and phishing (1 interviewee). 
However, when asked about the severity and impact of these security breaches, half 
of the interview participants said that these incidents have caused minimal damage 
and their impacts were low. For instance, Interviewee 13 said: 
 “The website mainly contains public informational contents such 
as government forms, policies and reports, public announcements, 
and notices. Because the website was defaced, it would have been 
inaccessible to the users. But it was not a serious problem”. 
While it may sound good that affected organizations have felt minimal loss or impacts 
from the security breaches, however, the possible conditions in which these security 
breaches took place is unsettling and worrisome. For instance, Interviewee 15 believed 
that security breaches occurred either due to misconfiguration of servers or use of 
expired licensed security products: 
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“Last year, the licensed got expired and as soon as that happened, 
all the security features were shutdown automatically. Because of 
that we faced virus and malware attacks, and host of security 
problems”. 
6.5 Physical and Technical Controls 
When asked what security measures they had implemented to protect computers and 
networks from security threats such as malware, phishing and hacking, most of the 
interviewees reported that they use firewall system to prevent unauthorized Internet 
users from accessing private networks connected to the Internet. A firewall is a 
network security system that controls and monitors network traffic or message 
entering or leaving the private network based on predefined security rules. The 
firewalls are implemented in hardware, software, and/or as a combination of both. For 
instance, Interviewee 4, from government agency, reported the use of Unified Threat 
Management (UTM) system and Cisco Adaptive Security Appliance (ASA) to secure 
their networks: 
“Regarding the networks, we have firewalls. Currently, we are 
using Unified Threat Management (UTM) firewall. For the Thimphu 
WAN gateway we are using Cisco ASA based firewalls. Access to 
networks are based on Access Control List and application-based 
controls”. They also reported on the use of antivirus solutions to 
protect servers and computers from viruses, malware and spams. 
For example, Interviewee 7, from government agency, stated: 
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“We protect individual PCs by installing antivirus software. We had 
licensed antivirus called ESET NOD32. We have been using it for 
almost 3-4 years and its licensed is valid till 2016”.  
Since LAN systems of ministries and autonomous agencies are interconnected through 
the fibre optic network called Thimphu Wide Area Network (T-WAN), interviewees 
were asked what security measures they had implemented to secure the WAN and 
LAN communication. Only few interviewees reported that they used VPNs and IPsec 
technologies as they provide tunnelled, encrypted and authenticated communication 
channels for secure communication either between client and server or gateway-to-
gateway. In addition to tunnelling, encryption and authentication, they also provide 
features to manage connections based on IP address and protocol used, and prevent 
connections to network resources from rogue computers. 
Furthermore, as most of the government organizations allow use of mobile devices 
(e.g., laptops), question was asked how they secured those devices. Most interviewees 
reported that they commonly used wireless equivalent privacy (WEP), MAC filtering, 
and firewall to secure mobile devices and prevent rogue devices accessing mobile 
networks. For example, Interviewee 9, from government agency, stated: 
“In our office, we do use Wi-Fi for browsing internet, but we use 
WEP (Wireless Encryption Protocol) to secure wireless 
connections. Any official who need access to Wi-Fi has to request 
for setup information”.   
However, the effectiveness of the aforementioned security controls is questionable. 
First, most interviewees have reported cases about the use of pirated software products 
and licenses being expired (see unexpected findings in Section 5.3.10). Second, none 
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of the interviewees mentioned about the existence of network policy nor computer 
usage policy that form the basis for implementation of security controls.  Thus, it 
appears that implementation of security measures using premediated software or 
without proper guidelines is likely to create false sense of security, which might 
weaken the security position of the organization instead of strengthening it.  
When coming to physical controls, except for the Interviewee 3, hardly any 
interviewee mentioned about the security afforded to protection of infrastructure and 
information assets from thief or miscreant intended to cause damage to physical 
properties. Interviewee 3, from autonomous agency, said that their campus is “guarded 
by security personnel, and the office rooms are always under locks and keys”. Even 
though Interviewee 3 did not mention about the use of Close Circuit Television 
(CCTV), the study observed that CCTV is being used for recording and monitoring 
the movement of people and visitors’ access to the building. Similarly, the study 
observed the use of CCTV and the need to undergo physical security check when 
entering the building of Interviewee 2.  Otherwise, the rest of the organizations where 
this study took place nether require physical check nor maintain visitors log book. 
Therefore, it appears that appropriate level of physical controls lacking in most 
government organizations. 
6.6 Security Challenges 
During the interview study, participants were asked about the security challenges 
facing government organizations. The question aims to find out the key factors or 
challenges that inhibit or militate against effective implementation of cybersecurity. 
The other objective is to corroborate those issues (e.g., lack of policy) highlighted in 
the quantitative study.  
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Table 6.3: Factors Affecting Implementation of Cybersecurity 
Factors Frequency Percentage 
Security professionals 11 68.7% 
Security policy 4 25.0% 
Security leaders 3 18.7% 
Security awareness 11 68.7% 
Security infrastructure 2 12.5% 
Security budget 6 37.5% 
Government support 3 18.7% 
Coordination and information sharing 6 37.5% 
 
Understanding of key factors affecting the cybersecurity implementation is not only 
important to substantiate the security gaps, but also to seek appropriate solutions that 
are relevant to the Bhutanese ICT situation, and as well as remedy those security 
problems. 
Security Professionals: Eleven interviewees reported that lack of security 
professionals (68.7%) with relevant competencies in cybersecurity is one of the key 
factors inhibiting effective implementation of cyber activities. They said that current 
ICT professionals responsible for cybersecurity neither have degree qualification in 
security field nor received professionals training development to improve their 
knowledge and skills in security. This situation is further worsened due to multi-
tasking roles performed by those concerned professionals. Specific instances 
discussed during the interviews are discussed below. 
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Interviewee 2, from government agency, stated that the shortage of ICT professionals 
constrains their organization, apparently referring to people with security knowledge 
and skills. He also stated that they got to perform cross-cutting responsibilities: 
“ICT professionals are limited in number. Moreover, they have 
cross-cutting responsibilities such as looking after systems and 
networks. Hence, concerned security professionals are not able to 
focus on cybersecurity issues”. 
In agreeing with the views expressed by Interviewee 1, Interviewee 3, from 
autonomous agency, also stated that their organization is severely affected by lack of 
manpower as they only got two people responsible for ICT activities including security 
for the entire organization:  
“Manpower issue is one as we are only two people responsible for 
ICT activities. Adding cybersecurity responsibility will be another 
burden because right now, we do not have required knowledge and 
skills to do that”. 
Security Awareness and Training: Akin to security professionals, eleven 
interviewees reported that cybersecurity awareness and training (68.7%) is another 
key factor that affects cybersecurity. Interviews participants expressed the importance 
of awareness among users and senior manager, and the need to provide training 
opportunities to build necessary knowledge and skills in cybersecurity. For example, 
Interviewee 15, from autonomous agency, stated that lack of awareness and training 
have weaken their cybersecurity, and depends on external entities for training 
opportunities as they do not have their own resources: 
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“In our agency, yes awareness and trainings is one of the factors 
affecting cybersecurity implementation. We have lack of training 
opportunities. Usually, training opportunities are provided by …. 
We do not have our own resources and funds to go for training in 
cybersecurity”.  
Echoing the views of Interviewee 15, Interviewee 16, from government agency, 
argued that awareness is necessary not only to garner consensus and support for 
cybersecurity, but also to make higher authority lead the security initiatives:  
“Policy is not the factor, I think, awareness is the main factor 
because if people are not aware what cybersecurity is, then, people 
will not give any consensus or importance to cybersecurity….Once 
higher authority understands about the importance of cybersecurity, 
they will naturally take a lead and also pressurise their subordinates 
to initiate and implement cybersecurity program”.  
Coordination and Information Sharing: Six interviewees reported that coordination 
and information sharing (37.5%) on cybersecurity was a challenge for government 
organizations. Despite increasing cases of cybersecurity breaches, as discussed in 
earlier section, there is no one responsible government agency responsible for 
cybersecurity. There is minimal collaboration and information sharing among 
government organizations. For instance, Interviewee 4, from government, stated: 
“It is not really a challenge, but I think there is no proper protocol 
or channel to share all security information and incidents. So, we 
need to setup proper channel to share and communicate security 
related information”.  
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Similarly, Interviewee 13, from government, stated they hardly coordinate or share 
security information with other organizations: “Yes, we do not coordinate nor share 
information related to cybersecurity incidents with other organisations”. 
Security Budget: Six interviewees reported security budget (37.5%) as another key 
factor affecting the implementation of cybersecurity. Security budget is importance 
both for financing professional development of ICT professionals, and training of 
users. It is also essential for purchases of security tools, implementation, and 
maintenance. However, most government organizations have limited budgetary 
resources, and are mainly dependents on external sources. For example, Interviewee 
1, from autonomous agency, stated: 
“Budget and cost is one factor that affects cybersecurity 
implementation. Providing training on cybersecurity require huge 
funding, for example taking CISSP course is very expensive. Bhutan 
as a developing country has very limited funding. Cybersecurity 
devices and software are also very expensive”.  
Security Policy: Four interviewee participants (25%) reported that security policy, 
rules and regulation and guidelines were factors impeding the implementation of 
cybersecurity. They stated that an ‘enabling environment’ such as cybersecurity policy 
is missing in most government organizations. Without guiding policy, they felt 
‘clueless’ on how and where to begin cybersecurity programs, and manage 
cybersecurity activities such as planning, implementing, and evaluating security 
measures.   
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For example, Interviewee 10, from government agency, believed that not having a 
cybersecurity policy is like not being able to see the ‘whole picture of cybersecurity’ 
environment: 
“From my personal point of view, I think we do not have enabling 
environment such as cybersecurity rules and regulations, policies, 
and right to information. The whole sort of package is not there. The 
awareness is lacking even among ICT professionals, forget about 
senior managers. I think we have to look at the whole picture of 
cybersecurity”.  
On the other hand, Interviewee 11, also from government agency, said that having 
security policy is not enough, it must be sensitized and advocated to executives and 
senior management so that they understand the importance of cybersecurity. 
Otherwise implementation of cybersecurity programs would be formidable: 
“Policy is a factor which affects cybersecurity. Executives and 
senior management should be made aware of policy and understand 
the importance of cybersecurity. That way implementation of 
cybersecurity plans and initiatives will not be a challenge”.   
Management Support and Leadership: Three interview participants (18.7%) 
reported that lack of management support and leadership in cybersecurity were issues 
affecting successful implementation of cybersecurity. For instance, Interviewee 12, 
from government agency, stated that their organization is constrained by lack of 
leadership in cybersecurity as well as security professionals with required knowledge 
and skills:  
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“We do not have security professionals with right competency. In 
fact, we do not have anybody to take the lead role in formulating 
and implementing security policy”.   
Furthermore, Interviewee 14, from government agency, stated the need for top 
management support:  
“….Second, we need strong support from senior management in 
cybersecurity. They should know what cybersecurity is all about, 
what their role is and what are their expectations of cybersecurity”. 
Security Infrastructure: Two interviewee participants (12.5%) reported on the lack 
of security infrastructure as a challenge for cybersecurity. While few participants 
stated this issue, however, it is as relevant as any other factor because security is 
centred around implementation and use of security tools, which maybe hardware or 
software. For example, Interviewee 4, from government agency, reported on the 
importance of security infrastructure without which implementation of cybersecurity 
would be a challenge for the organization: 
“One of the issues is the facilities/infrastructure to monitor those 
cyber incidents. Unless we have infrastructure and resources it will 
be quite difficult to deal with cyber issues and create cyber 
awareness. Of course, simple security issues like creating password 
can be dealt by individual organisation's IT team, but cyber incident 
response capability will require a qualified team with required 
infrastructure and resources”. 
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6.7 Unexpected Findings 
The analysis of interviews data revealed unexpected issues, but are real concerns from 
the cybersecurity perspectives, which is disturbing and worrisome to many 
government organizations. Interviewees have reported on the use of pirated software 
products, especially operating systems including antivirus software. See Table 6.4 
(below)  For example, Interviewee 13, from government agency, said that use of 
pirated software products is prevalent in most government organizations: 
“The issue is that 99% of people are using Windows Operating 
System and those Operating Systems are not genuine ones. They are 
mostly cracked version”. 
Table 6.4: Unexpected Emerging Issues 
Issues Frequency Percentage 
Pirated software 3 18.8% 
Open source 3 18.8% 
Managed by ISP 1 6.3% 
Expired licenses 5 31.3% 
 
The possible reasons for rampant software piracy, according to Interviewee 13, were 
due to affordability of prices and the price ceiling set by the Finance Ministry: 
 “Even if the quotation is for genuine Windows, we do not expect 
vendors to supply us genuine Windows because of the price issue. 
We have price ceiling of 40,000 per computer, and if we buy 
computers with genuine Windows beyond the ceiling, then we have 
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objection from the Ministry of Finance and Audit. So, the common 
practice as of now is that suppliers installed the cracked version”.  
Interviewees have also recounted on problems of expired licenses mostly relating to 
security tools such as Unified Threat Management (UTM) and antivirus products. 
They said that due to budgetary constraint and lack of funding for security, they were 
unable to procure new licenses, but instead keep on using the invalid software products 
or completely shut them down until new products are deployed. For example, 
Interviewee 16, from government agency, stated: 
“We had licensed Enterprise Antivirus System before, but now we 
do not use it because its licensed has expired. Due to budgetary 
constraints, we could not afford to purchase new one nor renew the 
license.  Without antivirus system in place, many computers have 
become vulnerable to exploits and threats”. 
In addition, interviews participants described about the prevalence of open source 
software use mostly for server administration (e.g., DNS and proxy) and application 
development such as Content Management (e.g., Joomla).  
Furthermore, one interviewee reported that their information systems, especially the 
website being managed by the ISP. For instance, Interviewee 3, from autonomous 
agency, reported that the security protection to their website is dependent on the level 
of security provided by the ISP, which they are not aware of: 
“Regarding the website, because it is hosted on third party server, 
ISP provider; website security depends on the level of security they 
provide, which we are not very much aware of”.  
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This particular view suggests that no government agency appears to have any related 
information concerning security services provided by the ISP nor do they understand 
the specifics of the security requirements, which ISPs are accountable for in case of 
security failure. In fact, there seems to be lacking some sort of memorandum of 
understanding between the parties, let alone forget about the need to have a legal 
document (e.g., service level agreement) signed between parties, stating security 
requirements and expectations of clients and the responsibility of the ISP.  
6.8 Discussions and Interpretation of Findings 
The survey and interview studies explored the cybersecurity challenges and practices 
in Bhutan, particularly in the context of government organizations. Primarily, the 
studies investigated and analysed the following cybersecurity elements: 
- Cybersecurity policy which is crucial to support and realise government public 
service delivery initiatives 
- Risk management practices that is important for asset classification, risk 
identification, assessment, and implementation of security measures to reduce 
risk 
- Awareness and training on cybersecurity that defines and shape users’ attitudes 
and behaviours towards cybersecurity 
- Cybersecurity incident response team responsible for security incident 
detection, response, and recovery, and for information sharing and 
coordination of security measure implementation 
- Technical controls that are essential for prevention, detection and protection of 
computers and networks from cyber threats and risks within government 
sectors 
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- Top management support to lead cybersecurity initiatives and commit 
resources including human resources 
The research findings from the survey and interview data suggest that many of core 
cybersecurity practices are either completely missing or inadequately implemented in 
most government organizations. In fact, the current cybersecurity practices and 
measures are very limited, weak and restricted to basic security features, such as 
content filtering and antivirus solutions.  Therefore, there is a huge gap between the 
current state of cybersecurity and the level of ICT adoption and use in the country. 
The following are the specific research findings: 
- First, there is lack of security policies in almost all of government agencies 
studied in this research. They have neither implemented cyber security policies 
of their own, nor they are aware of cybersecurity policies which are in place. 
For example, in 2009, government has approved Information Management 
Security Policy (IMSP) as the guiding policy document and/or guidelines for 
cybersecurity. However, there are hardly any government organization who 
have adopted, implemented, and enforced the policy. Also, no government 
agencies have knowledge of risk management and its importance to asset 
classification and prioritization of asset based on the level of threats.  Thus, it 
is imperative for policy-makers and government leaders to address this issue 
promptly. Unless such things happen, cybersecurity planning, implementation, 
maintenance, and evaluation would become a futile exercise, and would fail to 
achieve the desired security goals.  
- Second, majority of government organizations lack security awareness and 
training, which is crucial for cybersecurity success. Not only employees and 
senior managers lack security awareness, but also ICT professionals have 
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limited knowledge and skills on cybersecurity. As Bhutan is an ICT emerging 
country, it already faces a challenge of digital illiteracy because of information 
haves and have-not between urban and rural people. Not being able to provide 
adequate awareness, training and education on cybersecurity will likely create 
further divide, cyber illiteracy. Hence, it is important for government to 
address this issue urgently as cybersecurity is not just a technological issue, 
but also human centric. Bad cyber attitudes and behaviours would negatively 
affect the cyber posture of government organizations. 
- Third, most government organizations lack cybersecurity incident response 
team, which is crucial for cyber-disaster preparedness and recovery. The study 
findings suggest that many government organizations did not know whom to 
report about the cybersecurity breaches as there is no government approved 
focal agency. This has resulted in lack of information sharing, coordination, 
and collaboration on cybersecurity efforts among agencies. However, the 
recent Executive Order issued by the government (Dasho Tshering Tobgay, 
2016) to establish CSIRT led by the MoIC will be able addressed the cyber 
incident coordination and management challenges.  
- Fourth, the technical mechanisms that are deployed to detect, identify, and 
deter cyber threats and risks within government sectors are not reliable and 
trustworthy. The research findings show that most government organizations 
computers and networks are secured and protected with premediated software 
and hardware. Use of pirated software and expired licenses are inimical to 
cybersecurity. Also, there are no proper physical controls implemented to 
secure and protect IT infrastructure. The study observed that hardly any 
government agency requires a visitor to undergo physical check or sign in a 
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log book. Moreover, servers and IT equipment are openly accessible to people 
without proper server rooms and enclosure to restrict easy access. 
- Fifth, this study has identified number of security challenges ranging from 
security professionals to security budget to security infrastructure, to mention 
a few. These are important factors that inhibit or impede success 
implementation of cybersecurity. Therefore, it is recommended that policy 
makers and government leaders pay close attention to these key factors to 
improve cybersecurity posture.  
- Finally, it must be noted that these qualitative results are consistent with that 
of findings from quantitative study. Thus, the interview study not only 
validates the findings, but also confirms the reliability of self-administered 
questionnaire. Even though these findings may not be generalizable to the 
whole population of the country, as we focused only on government 
organizations, it has practical implications to the security practitioners, policy 
makers, government sector and beyond.  
6.9 Conclusion 
This chapter presents on the analysis of qualitative data collected from 16 
interviewees. The data was collected using face-to-face interviews with participants 
from government organizations and autonomous agencies in Bhutan. The analysis of 
the qualitative data begins with the description of the demographic information 
characterizing the interviewees, followed by analysis of responses on the core 
cybersecurity practices. This is then followed by discussion section which highlights 
the main findings and its significance to the security practitioners and policy makers. 
The study findings suggest gaps in core cybersecurity practices such as security policy, 
risk management, and awareness and training, to mention a few. The study also 
 Chapter 6: Interview Data Analysis and Results 189 
 
identified key security factors which are inhibiting or act as barrier to effective 
implementation of cybersecurity. Some of the factors identified were security 
professionals with required cybersecurity knowledge and skills, security budget, and 
top management support for leading cybersecurity initiatives. The study findings 
suggest that the current state of cybersecurity is limited, ineffective and inadequate to 
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7.1 Overview 
This chapter presents the proposed security framework to address cybersecurity 
challenges facing government organizations in Bhutan. The framework is based on the 
insights, understandings, and approaches, and relevant findings of survey and 
interview studies. The framework contains the essential cybersecurity best practices 
that Bhutan should implement, or enforce if already developed and implemented, to 
achieve the desired cybersecurity posture. The framework also contains selected 
cybersecurity principles, processes and controls that are directly linked to the key 
cybersecurity components. These selected security controls are based on the 
international recognized and generally accepted standards and frameworks. 
Government organizations can use these security processes and controls as guidelines 
for designing, implementing, and maintaining an effective cybersecurity. Information 
security management standards are recommended for adaption based on the current 
context of Bhutanese cybersecurity environment and security requirements of 
government organizations.  
The following sections describe the key components of the framework that 
government organizations should focus on, undertake security initiatives to build 
consistent and integrated security program, and implement them to effectively manage 
security risks and improve information security. Descriptions of relevant cybersecurity 
processes and controls selected are presented. 
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7.2 Why Government Cybersecurity Framework? 
Bhutan aspires to become “an ICT-enabled, Knowledge-based Society as a 
Foundation for Gross National Happiness” (MoIC, 2013a).  The government intends 
to leverage the potential of ICTs, especially the Internet, to transform governance, 
enhance economic growth and create jobs, and empower societies. Hence, Bhutan’s 
cyberspace forms an integral part of development in political, economic, and social 
spheres.  
An open, trusted cyberspace, and a strong cybersecurity capability (Pawlak, 2014), to 
protect and secure nation’s critical infrastructure (e.g., health and energy), to ensure 
confidentiality, integrity, and availability, is necessary for any country to pursue 
economic and social goals in cyberspace. This is because “the promise of the digital 
economy - one that will bring innovation, growth and social prosperity - will not be 
met without an open, trusted Internet.” (Internet Society, 2016).  
However, this research shows that cybersecurity policies and practices, which are 
essential for protecting and securing the information, information systems, and 
networks, were found missing in many government organizations. Specifically, the 
research showed that cybersecurity policy, incident response capability, and 
awareness and training, are either absent or inadequately implemented in many 
organizations.  Consequently, the information and information assets, upon which 
government, businesses, and individuals depend on for economic and social 
transformation, is likely to become more vulnerable to malicious cyberattacks, either 
internal or external.  
The research findings suggest that the inadequacies in developing and implementing 
cybersecurity practices were attributed to the lack of commitment from top 
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management, inadequate funding, lack of understanding of information security 
issues, and the lack of effective security governance. Furthermore, the research 
suggests that ICT development is the primary focus of the government, even though 
the need for information security is acknowledged in many government organizations.  
Considering Bhutan’s fast changing cyberspace and increasing cybersecurity 
challenges facing government organizations, it is imperative that government establish 
a broad cybersecurity framework not only for securing the information systems and 
networks, but also building trust and confidence in the use of ICT systems and the 
Internet.  
7.3 Government Cybersecurity Framework 
As shown in Figure 7.1 (below), the proposed framework contains seven security 
components, namely: 
- information security policy; 
- risk management process; 
- cybersecurity incident response team; 
- cybersecurity awareness and training; 
- technical and operational controls; 
- security management standards; 
- security governance; 
 Depending on the ability and resource capacity, organizations can design and 
implement any of these security components individually or in combination to 
improve their current state of cybersecurity. An effective cybersecurity program 
requires implementation of not only technical controls, but also organizational and 
legal measures (Posthumus & von Solms, 2004; Touhill & Touhill, 2014). 
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Figure 7.1: Proposed Cybersecurity Framework 
The framework contains key cybersecurity components and are 
interdepends. For example, cybersecurity requires security policy or needs 
process and controls, which further reduces cyber risk. 
 
Successful cybersecurity also entails engagement of all key players starting from 
senior management to the employees of organizations, including contractors and 
vendors involved in supplies and services (Bissell, 2013; Dutta & McCrohan, 2002).  
Furthermore, cybersecurity programs must be determined and planned based on the 
current needs of the organization, as imported measures and approaches recommended 
by developed countries and international bodies maybe ill-suited due to differences in 
cultural and social contexts, and the maturity level of the cyber environment 
(Newmeyer, 2014; Tagert, 2010).   
It must be noted that the cybersecurity elements are not standalone, they are 
interdependent influencing the effectiveness and performance of each other. For 
example, cybersecurity requires security policies, security policy covers incidents 
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response capability and risk management, and is dependent on the cybersecurity 
awareness and training.  
7.3.1 Establishing Information Security Policy 
Information security policy is an integral part of information security management. 
The purpose of information security is to protect and preserve the confidentiality, 
integrity, and availability of information and information assets. Information security 
is achieved by implementing a suitable set of controls such as policies, procedures and 
organizational structure including software and hardware. 
Although security policy is crucial for realizing the goals of information security, 
security policy implementation in many government organizations in Bhutan is 
unsatisfactory (see Section 5.4 and Section 6.4.2).  This research study found that 
approximately 66% of government organizations are yet to design or implement the 
security policy practice. The reasons cited by the participants were varied. Some 
participants stated the lack of security capability as the main problem with policy 
implementation whilst others mentioned the lack of attention and priority afforded 
toward cybersecurity. Still others have cited the lack of experiencing any cyber 
incidents that really cause damage, or disruption to information, information systems 
and networks. However, given the growing dependency on ICT systems and the 
Internet, majority of respondents (94%) feel that cybersecurity policy implementation 
should be considered as a priority to protect their information assets and networks. 
Consequently, it is imperative that government organizations establish a security 
policy for the reasons stated below: 
- The information security policy is a prerequisite for effective information 
security (David, 2002), without which security practices are likely to be 
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developed, implemented and enforced without clear identification of 
organizational goals and objectives  (Ngo Higgins, 1999).  
- Information security policy is an important organizational control (Höne & 
Eloff, 2002a, 2002b; B. von Solms & von Solms, 2004) for ensuring effective 
security management, which includes processes such as security planning, 
implementation, and evaluation and maintenance.  
- Information security policy is one of the key success factors for implementing 
information security in government organizations. This claim is evidently 
supported by the studies of (Al-Awadi & Renaud, 2007); (Kazemi et al., 2012); 
(Kenneth J. Knapp et al., 2006) where they found security policy, together with 
top-management support, security awareness and security budgets, as key 
determinant for organizational success.  
Establishing a security policy can have a positive impact on cybersecurity, bringing in 
multiple benefits to organizations. Firstly, policies can contribute to the material 
success of organizations by supporting organizational goals. Secondly, security policy 
can enable compliance with government policies (e.g., the Health Insurance 
Portability and Accountability Act 1996, which requires health care organizations to 
safeguard and protect patient’s health records and information). Thirdly, security 
policy may raise awareness about information security, and the responsibilities to 
protect both tangible and intangible information assets for ensuring information 
confidentiality, integrity, and availability.  
Nonetheless, developing and implementing information security may not be a simple 
exercise, especially for developing countries. The success of information security 
policy implementation and enforcement will depend on several factors such as 
executive support, security expertise, and financial resources. Therefore, while 
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establishing security policy, it is worthwhile for organizations to be cognizant of 
following issues but not limited to: 
- Information security policy should not only reflect organizational objectives 
(ISO, 2000, p.xi), but also be carefully aligned with the strategic information 
systems plan (e.g., e-government services), to ensure the security of 
information systems (Doherty & Fulford, 2006). 
- Information security policies should have the commitment and support of 
relevant stakeholders, which may include senior management from different 
functions (e.g., finance and human resource), security professionals, IT service 
providers, vendors and consumers (Baskerville & Siponen, 2002). 
- Information security policy should be a living document, and therefore it 
should be flexible, adaptable, and constantly reviewed to reflect technological 
and procedural changes, e.g., significant security incidents, new 
vulnerabilities, or changes to the organizational or technical infrastructures 
(ISO, 2000, p.2). 
- Information security policy should be thoroughly communicated to relevant 
stakeholders, and be strictly enforced, while at the same time raising security 
awareness through education and training (Rossouw von, 1998; Siponen, 
2000). 
7.3.2 Establishing Security Risk Management 
As noted in the literature, information security risk management is one of the best 
practices for achieving the desired cybersecurity posture. However, this research study 
found that risk management practice was lacking in most government organizations, 
as more than 77% of organizations have neither designed nor implemented any risk 
management activities (see Section 5.5 and Section 6.4.4). Thus, it implies that many 
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organizations are vulnerable to cybersecurity breaches due to lack of risk controls 
required for mitigating, reducing, or avoiding security risks. It also implies that many 
ICT professionals and regular users, lack awareness, and basic knowledge and skills 
about risk management. Therefore, a coherent and consistent approach is needed for 
controlling and managing cyber risks to acceptable tolerance, without which measures 
taken for risk reduction or avoidance may become cause of insecurity to the 
information assets.  
A risk-based approach is needed for organizations to identify and classify assets; to 
categorize them into different risk levels or impacts; to design and implement 
measures to mitigate and reduce risk; and finally, to evaluate the effectiveness of risk 
controls implemented. Therefore, understanding cyber risks to information assets and 
implementing appropriate risk measures is essential for improving cybersecurity. Dutta 
and McCrohan (2002) argue that information security is not only about implementing 
technologies, but best practice for continuous risk assessment, vulnerability 
assessment, implementing corporate policies, and procedures to manage these actions.  
Today’s organizations are dependent on accurate and reliable information, which is 
vital for strategic and operational decision making.  Adopting and implementing risk-
based practices can enable organizations to identify and understand, which include but 
are not limited to: 
- The nature and kind of threats facing organizations, threat actors, their 
motivations; 
- The vulnerabilities inherent in the systems or introduced by new technologies; 
- The level of risks and the impact that organizations need to mitigate to achieve 
acceptable risk level; 
 Chapter 7: Government Cybersecurity Framework 198 
 
- The roles and responsibilities of executives, managers, and individuals for 
managing security risk to information and information systems that support the 
organizational mission and business success. 
Organizations may use the following as general guidance when establishing the risk 
management process:  
- Identify information assets owned by organizations, create an inventory of all 
information assets inclusive of software and hardware, and maintain them 
accurately to reflect the changes in cyber environment. 
- Classify the information assets into different categories based on the sensitivity 
and critically of the information. This exercise must be done because not all 
assets are equal and have the same value to the organization. Some assets are 
more valuable than others. 
- Assess the probability of cyber threats and the impact of cyber breaches to 
organizations. Determine and select those assets which need to be protected.  
- Select and determine suitable measures and implement them to mitigate or 
reduce cyber breaches to an acceptable risk level. The kind of security control 
selected and implemented depend on the risk level/tolerance. Selected controls 
can be policies, standards, or hardware functions.  
- Evaluate and review the risk profiles to assess the effectiveness of 
implemented controls, or to respond to new vulnerabilities that may arise due 
to technological or organizational changes. 
Considering the lack of human resource capability and financial constraints facing 
most government organizations; developing and implementing risk management 
processes may be difficult. However, there are many resources and knowledge 
repositories on managing organizational risk, in general, and particularly, managing 
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information security risk. For a start, to facilitate risk management implementation, 
organizations may adopt risk management guidance and frameworks published by 
international bodies, such as Managing Information Security Risk: Organization, 
Mission, and Information System View (Ross, 2011a, 2011b); Information technology 
– Security techniques – Information security risk management (ISO, 2008); and  Risk 
Assessment and Risk Management Methods: Information Packages for Small and 
Medium Sized Enterprises (SMEs) (ENISA, 2006). 
In conclusion, the success of the organization will depend upon building a risk-aware 
culture, as managing information security risk has strategic and tactical importance to 
organizations, because “understanding and addressing risk is a strategic capability and 
an enabler of missions and business functions across organizations” (Ross, 2011a).   
7.3.3 Establishing Awareness and Training Program 
The main goal of information security awareness and training program is to increase 
the level of security awareness and reduce the possible negative effects of security 
breaches, whether perpetrated intentionally or accidentally (Hansche, 2001). 
Cybersecurity awareness and training are also necessary to provide the knowledge and 
skills required by the security professionals to design, implement, promote, and 
maintain security controls for effective information security management. 
Furthermore, security awareness and training program, according to Wilson and Hash 
(2003), are essential to ensuring that people involved in using computers, information 
systems and networks: 
- understand their IT security roles and responsibilities related to organizational 
mission; 
- understand the organizational IT security policy, procedures and practices 
including compliance and due diligence; 
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- have adequate knowledge and skills to manage and operate IT systems, 
implement security controls to protect information assets, and demonstrate 
good information security behaviours. 
Simply put, implementing the awareness and training program on different aspects of 
information security, such as security policies, procedures, and techniques, is 
necessary not only for securing ICT resources, but also for successful management of 
ICT security, and for cybersecurity decision making (Matthew A Bishop, 2005; 
Tagert, 2010; Wilson & Hash, 2003).  
Organizations must address the challenge of human factors because humans are as 
vulnerable to cybersecurity threats as information assets. Several studies suggest that 
humans are the weakest link of security chain (Matthew A.. Bishop, 2003; Matthew A 
Bishop, 2005; Meeuwisse, 2015). Organizations must be cognizant of the fact that not 
all cybersecurity issues transpire due to external threats or internal vulnerabilities of 
systems (Meeuwisse, 2015). For example, the survey of human factors in data 
protection, (Ponemon Institute, 2012) found negligence and/or maliciousness of 
employees, to be the main cause of many data breaches.  The survey (consisting of 
709 IT and IT security practitioners in USA)  found that 78% of respondents’ 
organisations have experienced a data breach as a result of negligent or malicious 
employees (Ponemon Institute, 2012). Moreover, people often tend to circumvent or 
ignore security rules for convenience or commit errors due to lack of awareness 
(Besnard & Arief, 2004; Raggad, 2010; Tipton & Krause, 2004). Consequently, IT 
users can readily be exploited through social engineering, if they fail to cultivate good 
security habits, and lack sensitivity to security concerns. 
While cybersecurity awareness and training are essential for organizations to create a 
good security behaviours and attitudes toward cybersecurity management, this 
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research study showed that there was lack of awareness and training (69% 
respondents) in most government organizations (see Section 5.6 and Section 6.4.3). 
Respondents have indicated that inadequacies of cyber awareness and training are not 
only prevalent among the senior management and common IT users, but also 
widespread among the security professionals. The ICT professionals in government 
organizations, are responsible for security activities, lack the required knowledge and 
skills to respond to security breaches, and implement security controls. This implies 
that many government organizations are vulnerable to cybersecurity threats and 
associated risks. Therefore, it is essential for organizations to establish a robust and 
coherent cybersecurity awareness and training program to improve the security 
awareness among users, and to increase the knowledge and skills essential for 
responding to security breaches. Establishing a formal cybersecurity awareness and 
training program can enable organizations to create an organization-wide security-
minded culture so that employees behave and work securely to protect the information 
and information assets. 
Albrechtsen and Hovden (2010) suggest that security awareness training can be the most 
cost-effective form of security control. Numerous scholarly studies and evidences 
exist to support this argument. For example, (Dodge, Carver, & Ferguson, 2007) 
conducted awareness training on phishing attack, where they evaluated the users’ 
tendency to respond to phishing emails, and found that the number of students falling 
victim dropped significantly after training.  
Similarly, (Eminağaoğlu, Uçar, & Eren, 2009) implemented an information security 
awareness program in a company to evaluate employees behaviours on password 
usage, password quality and compliance with password policies. The results showed 
a significant decrease in the usage of weak password by employees, and an increase 
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in compliance with policies after undergoing a security awareness training course. 
Furthermore, the awareness and training can reduce the likelihood of accidental 
breaches, and increase the frequency of reporting suspicious activities (Abawajy, 
2014).  
Nonetheless, implementing the security awareness and training program is not without 
practical challenges. Organizations need to understand and anticipate both 
administrative and technical issues that might affect the success of cybersecurity 
awareness and training. For instance, a major challenge with security awareness 
programmes is the lack of a suitable model that exactly matches the requirements of 
the organizations. Organizations may adopt or implement a ‘one-size-fits-all’ 
approach, wherein every employee attends the same standardized course regardless of 
job or knowledge level. Thus, an efficient and cost-effective approach to cybersecurity 
awareness is to use a multi-phased methodology, which embodies assessment, 
identification, and education phases, and that address the specific needs of the 
organization (Valentine, 2006).  
Another challenge is identifying and selecting the model of delivering the training 
courses. There are wide range of methods for delivery of security training courses, 
such as instructor-based training, computer-based training, and web-based training. 
For example, in a study that examined the levels of knowledge transfer and knowledge 
retention between two delivery methods, (Kim & Homan, 2012) found that instructor-
based training to be more effective in knowledge transfer; whilst the computer-based 
training led to higher knowledge retention rate. Similarly, an empirical study that 
investigated the impacts of hypermedia, multimedia and hypertext,  (Shaw, Chen, 
Harris, & Huang, 2009) found that learners with text material perform better at the 
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perception level, whist learners with multimedia material perform better at the 
comprehension level and projection level.  
In addition, the content of the training programs need to be comprehensive, well 
structured, customized and tailored to the needs of the organizations. The instructions 
and training sessions need to be interactive, concise, and effective in conveying 
information to the users. Keeping the messages relevant and consistent, while making 
the making the delivery mechanisms interesting to everyone, is key to successfully 
implementing security awareness and training (Kruger & Kearney, 2006).  
Furthermore, the implementation of cybersecurity awareness and training program 
may not succeed, if organizations lack top-management support, security budgets, and 
competent security professionals. It is also important for organizations to seek security 
inputs and perspectives from the relevant stakeholders, engage them during the design 
and subsequent implementation, and communicate cybersecurity awareness activities. 
In fact, the influence of top-management is directly correlated to, and between user 
information security training and perceived security effectiveness (Rainer, Marshall, 
Knapp, & Montgomery, 2007). 
7.3.4 Establishing Incident Response Capability 
Cyber security incidents are adverse activities that disrupt, deny, or compromise 
aspects of information security. A computer security incident can result from a 
computer virus, malicious code, or cyber intruders – either external or internal. 
Cybersecurity incidents, when left unchecked, can impact organizations through loss 
of confidentiality, denial of service, and compromise of system’s integrity (Wack, 
1991).  It can also damage the reputation of affected organizations, undermine public 
confidence, and consume significant financial  and staff resources (Kossakowski et 
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al., 1999). Therefore, organizations must protect their information, information 
systems and networks from cyber-related attacks. 
As noted in the literature review, CSIRT establishment is critical for organizations to 
manage cybersecurity incidents (see Section 3.9). However, the survey findings in this 
research study showed the incident response capability lacking in most government 
organizations. The majority of survey respondents, 73%, indicated that  organizations 
had neither identified a focal person/agency, who can lead the incidence response 
effort, nor had established procedures to facilitate incident reporting and handling. 
This signifies that organization’s information assets and networks are vulnerable to 
cyber threats. Therefore, it is imperative that government agencies establish a CSIRT, 
to minimize the negative consequences of cybersecurity incidents and enhance 
response capabilities to prevent future damage.  
Creating and implementing a CSIRT can immensely benefit organizations. The 
established incident response capability can provide organizations with a means to: 
react quickly and efficiently to disruptions, contain and repair damages from incidents, 
and prevent future cyber incidences. It can also provide organizations with the ability 
to raise the security awareness, enforce information security policy, and disseminate 
security information among relevant entities (Wack, 1991).  
At the national level, a CSIRT can enable nations to: coordinate incident management, 
facilitate an understanding of cybersecurity issues, and build the technical competence 
to respond to national cyber incidents.  Furthermore, CSIRT can also act as a focal 
point for a national cyber security dialogue and foster international cooperation on 
cybersecurity (Haller et al., 2010).  
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Nonetheless, establishing a CSIRT can be a difficult exercise, especially for emerging 
and developing ICT countries. Organizations must understand that CSIRT is a 
complex, resource intensive project, requiring substantial planning, resources, and 
sustained commitment (Cichonski, Millar, Grance, & Scarfone, 2013; Grobler & 
Bryk, 2010). The success of implementing the CSIRT will depend on how 
organizations address critical issues, such as obtaining management support, securing 
funding, and ensuring availability of staff and other resources. 
Considering the financial and human resource constraints facing Bhutan, and given 
the small number of government ministries, it might be prudent for Bhutan’s 
government to establish a single national CSIRT, which caters to the need of every 
government agency, including corporate and private sector organizations. This 
approach would enable government to minimise the duplication of effort in 
cybersecurity events, streamline financing process; rationalize and optimize available 
human resources. It may also maximize the expertise available in the private sector 
and strengthen incident response capabilities.  
Furthermore, establishing a national CSIRT will facilitate the government to create 
partnership with relevant organizations and partners to develop cybersecurity 
strategies, policies, and plans. It will also provide a platform for industry and 
government to exchange information on current and emerging cyber threats to 
government systems. Partnerships between public and private organizations, and 
exchange of information are crucial for successful management of cybersecurity. 
7.3.5 Strengthening Technical and Operational Controls 
This research study showed that many government agencies are facing security risks, 
such as malware, hacking and identity theft. However, the technical and operational 
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measures implemented to contain those threats are inadequate and limited in 
capability. For example, respondents claimed to never change their password.  
They also mentioned that most organizations use pirated software products. Therefore, 
operational security implementation appears to be flawed with the system more 
vulnerable to security threats and exploits from the use of already software products.  
Furthermore, many organizations lack proper standards operating procedures, 
communication protocol for incident reporting, security information dissemination, 
access management processes. Therefore, it is recommended that government 
agencies implement, at the minimum, the following actions to strengthen the 
operational and technical security: 
- Implement anti-virus and intrusion detection and prevention system –  Malicious 
software can enter through different attack surface, such as e-mail attachment, 
web pages, and removable media. It can attack servers, computers, and mobile 
devices. Today’s malware is becoming more advanced, persistent, and 
sophisticated, and can be designed to avoid defences. Malware can affect 
confidentiality, integrity, and availability. To protect information systems and 
networks, organizations can deploy malware control procedures, such as 
antivirus, antispyware, personal firewalls, and host-based intrusion prevention 
system with real-time protection on clients and server, filtering input to 
applications, and training staff in appropriate computing policies and practices. 
- Hardening network device configurations. For ease-of-deployment and use, many 
organizations often use default configurations for network devices. Attackers 
exploit open services and ports, default accounts or passwords, and preinstalled 
software. Attackers also search for vulnerable default settings, misconfigurations 
in firewalls, routers, and switches. Exploitation of flaws in these devices can result 
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in gaining access to sensitive data, intercepting and redirecting traffic on a 
network, and even using a compromised machine as a decoy to gain information 
from unsuspecting users, or for commissioning further attacks. Therefore, 
organizations should establish, implement, and monitor the security configuration 
of network infrastructure devices to prevent and detect attackers from exploiting 
vulnerable services and settings. 
- Implement Patch Management – Vulnerabilities in operating systems, 
applications and security software can be exploited by attackers for malicious 
purposes, if not patched or upgraded periodically. Managing security patches and 
updates of operating systems, applications, and security software is, therefore, 
necessary to fix a software bug, address new security vulnerabilities, or upgrade 
the operating systems.  
- Performing back-up for system restoration and recovery – Successful security 
incident can not only compromise machines, but also make significant alteration 
of data stored on compromised machines, making it extremely difficult for 
organizations without data recovery capability to remove the polluted information 
or restore to the original system state. Therefore, organizations should implement 
back-up procedures, test data backup on regular basis by performing a data 
restoration process and protect the backups via physical security or encryption 
when they are stored, as well as when they are moved across networks. 
- Implementing network access policy – If attackers discover network 
vulnerabilities, they can penetrate them to find and exfiltrate important 
information, causing physical damage or disrupting operations. Therefore, 
organizations should establish and implement the access control to classify the 
information based on their sensitivity and criticality to organization, to secure 
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access to information, resources and systems based on authentication and 
authorization rules, and to monitor user’s activities. 
- Implementing acceptable use policies - Acceptable use policy defines the rules 
governing the appropriate use of information, electronic devices, and networks 
resources in accordance with organization’s security policies, standards, and laws 
and regulation of the country. For example, revealing your account password to 
others or allowing use of your account by others is against the acceptable use 
policy. Therefore, such policy is necessary to protect the organization and 
employees, as inappropriate use exposes organization to risks including virus 
attacks, compromise of network systems, and legal issues. 
- Implement user management – Attackers both internal and external to 
organizations can discover and exploit user accounts for accessing the 
unauthorized information and information resources, compromising the 
confidentiality, integrity and availability of the information and the information 
assets which process, store, and transact information. Therefore, organizations 
should establish proper user management control from creation to deletion of 
accounts to minimize opportunities for attackers to leverage them. 
- Harden wireless security - Wireless devices used by legitimate users often get 
exploited when used in insecure cyber cafes while traveling outside the 
organization. Such infected devices can be used as back doors when they are 
reconnected to the network of a target organization. Therefore, organizations 
should harden the security of wireless networks and devices by creating a list of 
authorized devices with a documented owner, defining business purpose for 
connection, and configuring the access profiles. VPNs also provide protection to 
users requiring network access outside the organisation.  Network vulnerability 
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scanning tools and wireless intrusion detection systems (WIDS) can identify 
rogue wireless devices and detect attack attempts and successful compromises. 
7.3.6 Strengthening Information Security Governance 
The IT Governance Institute defines information security governance as: 
 “a subset of enterprise governance that provides strategic 
direction, ensures that objectives are achieved, manages risk 
appropriately, use organizational resources responsibly, and 
monitors the success or failure of the enterprise security 
programme” (I. T. G. Institute, 2006).  
Information security governance requires commitment, resources, and assignment of 
responsibility for effective information security management.  As discussed in the 
survey studies (see Chapter 4 and Chapter 5), respondents had mixed feels toward top 
management support.  While a large majority of respondents perceived top 
management to be satisfactory, others have also indicated that organizations lack the 
support of executives and senior managers. Moreover, respondents indicated that most 
senior managers were ICT illiterate with little understanding of cybersecurity. 
Therefore, respondents believe that a better understanding of cybersecurity, and 
commitment of executive board and management is critical for improving 
cybersecurity. Empirical studies of (Al-Awadi & Renaud, 2007; Kazemi et al., 2012; 
Kenneth J. Knapp et al., 2006) also suggest that, among other factors, top-management 
support as key determinant for organizational success. In fact, (Kenneth J. Knapp et 
al., 2006) found top management support to be the highest ranked issue among a list 
of 25 information security issues.  
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Therefore, Bhutan should establish an information security organization with 
appropriate structure and designate a responsible person for governing information 
security program.  The designated person should be responsible: for designing the 
security framework consisting of standards, measures, practices, and procedures; 
implementing policy by setting direction to ensure that resources are available to allow 
for prioritization of possible controls and countermeasures; monitoring security 
measures to detect and prevent information security incidents; and conducting 
awareness, training and education training to ensure that the information systems and 
networks are protected and security incidents are responded to in a timely manner to 
reduce damage or loss to business.  
Security governance framework can be achieved by adopting an internationally 
accepted standard, which government organizations can use as guidance for 
developing and implementing security governance framework and measure progress. 
For example, COBIT 5 is a set of generally accepted practices for Information 
Technology (IT) management (Heschl, 2007; ISACA., 2012).  It provides a 
comprehensive framework that enables enterprises to (1) meet the quality, fiduciary 
and security requirements for their information and assets, and (2) optimize the use of 
available resources such as applications, infrastructure, and people. The COBIT is 
comprised of 37 IT processes grouped into 5 IT domains: (1) Direct, Evaluate and 
Monitor, (2) Align, Plan, and Organise, (3) Acquire, Build, and Implement, (4) 
Deliver, Service and Support, and (5) Monitor, Evaluate and Assess. However, the 
four most relevant information security processes are: 
- Communicate management aims and direction, 
- Assess and manage IT risks, 
- Ensure continuous service, 
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- Ensure systems security 
Adopting and implementing COBIT can benefit organizations in many ways. For 
example, in a 2014 Global COBIT 5 Survey Study (Kessinger, 2014), which surveyed 
1250 COBIT 5 purchasers, found that the most beneficial elements were (1) 
integration of business and IT (75%), (2) improving risk management (56%), and (3) 
increasing communication between IT and the board of directors (35%). Thus, COBIT 
framework  is increasingly used in wide range of organizations (Ridley et al., 2004). 
The Organization for Economic Co-operation and Development’s (OECD) Guidelines 
for the Security of Information Systems is another standard which government 
organization can use to construct a framework for security of information systems. 
The guidance addresses  the general principles of information security to create a 
culture of cybersecurity - a morally correct behaviours and attitudes - among actors 
responsible for cybersecurity (OECD, 2002). The guidelines contain nine security 
principles, namely, Awareness, Responsibility, Response, Ethics, Democracy, Risk 
assessment, Security design and implementation, and Reassessment, which can be a 
source or foundation from which governments and the private sector can construct a 
security framework comprising policies, standards, and procedures, for securing the 
information and IT systems.  
Government organizations in Bhutan can use these principles as the reference 
guideline for understanding security issues, and for developing and implementing 
coherent policies, practise, measures, and procedures for the security of information 
systems and networks. It can help organizations create a culture of security among all 
IT users as a means of protecting the confidentiality, integrity and availability of 
information systems and networks. In addition, it can be used to raise awareness about: 
the risk to information systems and networks; the policies, practices, measures, and 
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procedures available to address those risks; and the need for their adoption and 
implementation. Furthermore, governments can use it to foster greater confidence 
among all IT participants in information systems and networks and build a culture of 
cybersecurity. Therefore, security principles can be applied in the design of 
government information and data systems, particularly for delivering public services 
electronically to citizens, and their protection from cybersecurity risks. 
7.4 Adapting Information Security Standards and Frameworks 
Organizations can adapt internationally recognized standards rather than reinventing 
or developing and implementing an entirely new security management system. The 
standards provide a comprehensive set of recommended best practices, which can be 
a source or basis for creating cybersecurity policies, standards, and procedures for 
implementing and managing cybersecurity. Adapting security standards and 
frameworks can help organizations to: 
- Define security policies, procedures, and practices for information security 
management; 
- Identify risks and put controls in place to manage or eliminate them; 
- Flexibility to adapt controls to all or selected areas of business; 
- Gain stakeholder and customer trust and confidence that their data is protected; 
- Demonstrate compliance to security requirements and regulatory obligations; 
- Assess, evaluate, and measure the effectiveness of information security across 
organizations; 
- Raise awareness of information security organization-wide 
 Chapter 7: Government Cybersecurity Framework 213 
 
Therefore, information security standards may ensure a sufficient level of information 
security is achieved and that best security practices are implemented to manage 
business risk and reduce the effects of security incidents. 
The following sections present a brief description of different security standards, 
which government organizations may adapt to improve their cybersecurity posture. 
The domains and security identified and selected within each standard were based on 
the prominent security issues highlighted in this research study, the current 
cybersecurity context, and the security requirements of the government of Bhutan. 
Implementation of selected controls, therefore, can enable organizations not only to 
realize the key security components recommended in this framework, but also improve 
the overall cybersecurity position of the government.  
7.4.1 ISO Standards for Managing Information and IT Security 
The ISO 270001 is based on a cyclic process model, namely the Plan-Do-Check-Act, 
or Deming Cycle, for establishing, implementing, evaluating, maintaining, and 
enhancing information security. The recommended best practices, policies, and 
procedures form a single reference point for identifying the range of controls needed 
by organizations, large or small, for securing and managing information assets. 
Organizations can identify and select security controls based on the outcomes of risk 
assessment, and organizational goals. 
The Standard has 12 security domains and 39 security practices, and 135 security 
controls that organizations can apply to secure their information and information 
assets. The relevant processes and controls addressing key issues of cybersecurity, 
such as security policies, risk management, and security awareness and training are 
disused below. 
 Chapter 7: Government Cybersecurity Framework 214 
 
- Information security policies – organizations can use the “information security 
policy document” and “review of the information security policy” controls to 
design, implement, communicate, and review information security policy 
effectiveness.  
- Organization of information security – controls relevant to this domain are the 
“management commitment”, “information security coordination”, “information 
security responsibilities”, and “confidentiality agreements”. These processes can 
be used to obtain management support, coordinate security activities, clearly 
define roles and responsibilities, and protect information confidentiality through 
signing of non-disclosure agreements. 
- Asset management –applicable controls for securing and protecting 
organizational assets, are “inventory of assets”, “ownership of assets”, and 
“acceptable use of assets”. Organizations can use these processes to clearly 
identify assets, assess, and evaluate risk, and to develop acceptable rules for 
information and information systems, including hardware devices. 
- Human Security - organizations can use information security “awareness, 
education and training” control to inform employees and third-party users about 
their responsibility for information security, create awareness about security 
incidents, and equip users with required knowledge and skills to be able to design, 
implement, and evaluate security controls. They can also use “disciplinary 
process” control to inform users about the consequences of action if they violate 
any security rules. 
- Physical security – controls relating to “equipment security” components can 
provide means to prevent loss, damage, theft or compromise of assets and 
interruption to the organization’s activities. 
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- Communications and operations management – the objectives of this security 
domain are to ensure correct and secure operation of information processing 
facilities; to protect the integrity of information and software; to maintain the 
integrity and availability of information and information processing facilities; to 
ensure protection of networks and the protection of the supporting infrastructure; 
and finally to maintain the security of information and software exchanged within 
an organization and with any external organization. These objectives can be 
achieved by designing and implementing processes and controls such as 
operational procedures and responsibilities, protection against malicious and 
mobile code, back-up of information and information systems, network security 
management, and e) exchange of information within and outside the organization. 
- Access control – the “user access management” process can be used to determine 
authorized user access and prevent unauthorized access to information systems, 
“user responsibilities” control process can help organization in defining good 
security practices and behaviour such as the use of password, protection of 
unattended equipment, and clear desk policy.  The “network access control” 
process can be applied to prevent unauthorized access to network services by 
implementing appropriate authentication methods, segmentation and segregation 
of information services, and information systems. Organizations can also use 
mobile computing policies to implement appropriate security measures to protect 
against the risks of using mobile computing and communication networks. 
Furthermore, the “technical vulnerability management” processes can be used to 
obtain and evaluate information about vulnerabilities of information systems and 
devices and implement appropriate measures to address the associated risk. 
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- Information security incident management – this domain provides controls for 
building incident response capability to control/reduce damage to information and 
information assets. Organizations can use the “reporting information security 
events and weaknesses” control to communicate security incidents and suspected 
security weaknesses associated with information systems for initiating timely and 
effective response. The “management of information security incidents and 
improvement” processes and control can be applied to ensure a consistent and 
effective approach to information security incident management by implementing 
process and procedures: to enable a fast and effective response to security 
incident, to learn and build security incident knowledge base, and establish 
appropriate measures for collecting, retaining, and presenting security evidence.  
- Business continuity management – the “information security aspects of business 
continuity management” provides processes and controls to counteract 
interruptions to business activities due to major failure of information systems or 
natural disaster. Organizations can develop and implement plans to maintain or 
restore operations and ensure availability and impact of such interruptions and 
their consequences for information security. 
- Compliance – compliance with security policies and standard, and technical 
compliance is necessary to ensure compliance of the systems with organizational 
security policies and standards. Organizations can use the “compliance with 
security policies and standards” and the “technical compliance checking” controls 
to ensure that all responsible IT users are in full compliance with regulatory 
obligations and information security requirements of the organizations. 
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7.4.2 Standard of Good Practice (SoGP) Framework 
The SoGP Standard provides guidance on a broad range of security topics that are 
essential to identifying security risk, reducing vulnerabilities, and improving the 
quality and efficiency of information security controls applied by organisation (ISF, 
2007). Organizations can use the Standard to: 
- Design, implement, and improve their information security policies, standards, 
and procedures; 
- Assess, evaluate, and measure the effectiveness of information security across 
organization; 
- Raise awareness of information security organization-wide 
- Develop or improve information security controls 
- Meet compliance and obligations of information security requirements; 
- Undertake information risk analysis of information, information systems and 
applications. 
The Standard is grouped into 6 domains of information security, which are further 
broken down into 36 security areas and 166 controls. Organizations can use each of 
these domains to develop and implement information security policies and procedures 
for managing information and technology related risks: 
- Security management – this domain can help organizations to develop and 
implement organization-wide security management policies and practices and 
provide guidance on important management issues such as top management 
commitment, appropriate resource allocation, and good information security 
practices.   
- Critical business applications – this domain focuses on the business applications 
that are critical to the success of the enterprise. Organizations can use this domain 
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to identify the security requirements of the applications, to assess and identify 
security risks associated with information systems, and to implement security 
controls to reduce the risk or keep them within acceptable levels.  
- Computer installations – this domain can inform organizations about ensuring the 
security needed to protect computer installations that supports one or more 
business applications. It guides organizations on how requirements for computer 
service are identified, and how the computers are installed, configured, and 
deployed to meet those requirements. 
- Networks – this domain focuses on security aspects of networks and network 
services. It can help organizations identify security requirements for network 
services, to design and implement networks, and how to operate and maintain 
network services. 
- Systems development – this category focuses on security requirements of systems 
development. The control processes under this domain can guide organizations on 
how to identify security requirements of systems, incorporate security into 
systems development and implementation, and maintain security. 
- End user environment – this domain focuses on the environment in which 
individuals use business and desktop applications to support business processes. 
The control processes under this domain can guide organizations on aspects 
security relating of users, such as awareness and training, responsible for the use 
of business and desktop applications, and the need to protect information 
associated with mobile computing.  
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7.4.3 NIST Cybersecurity Framework 
NIST’s cybersecurity framework provides a risk-based model and guidance to 
organizations on managing cybersecurity risk (NIST, 2014). The Framework has three 
key components:  
- The Framework Core represent a variety of cybersecurity activities and outcomes 
that can be found in cybersecurity program;  
- The Framework Tiers represent the level of cybersecurity maturity; 
- The Framework Profiles representing the organization’s current state (Current 
Profile) of cybersecurity program, and future state (Target Profile) that it desires 
to achieve.  
- The organizations can use this framework voluntarily to: describe or review the 
current cybersecurity practices; to identify and prioritize opportunities to improve 
or establish new cybersecurity programs to achieve the desired goals; and/or to 
communicate cybersecurity requirements to its stakeholders. 
The Framework has 5 functions, 21 security categories, and 98 sub-categories, which 
organizations can use to design, implement, and enforce cybersecurity program. 
Relevant security controls can be chosen and implemented to manage risk, and ensure 
information security to protect the confidentiality, integrity, and availability of 
information, information systems, and networks: 
- Asset management – this domain under the Identify function can help 
organizations to identify and classify assets, such as data, personnel, device, and 
systems, that enable the organizations to achieve business goals. 
- Risk assessment – this domain under the Identify function can guide organizations 
in understanding the cybersecurity risk to organizational operations, 
organizational assets, and individuals. 
 Chapter 7: Government Cybersecurity Framework 220 
 
- Access control – organizations can use this domain under the Protect function to 
define access rules to assets and associated facilities so that access to network 
services are restricted to authorized users, processes, or devices including 
authorized transactions and activities. 
- Awareness and training – this category under Protect Function can help 
organizations ensure that personnel and parties are provided cybersecurity 
awareness education and adequately trained to perform their information security-
related duties and responsibilities consistent with related policies and procedures. 
- Response planning, mitigation, and communications – these domains under 
Respond function can guide organizations to design and implement security 
incident handling response capability. These controls can help organizations to 
ensure timely execution of response processes and procedures. Organizations can 
implement controls for incident identification, analysis of events, and mitigation 
of incidents and recovery activities. Security incident information and measures 
to protect them can be communicated with external and internal entities, 
incorporating lessons learned from current and previous detection or response 
activities. 
- Recovery planning and communications – these domains under the Recover 
function can help organizations in determining the recovery process and 
procedures, improving the recovery planning activities by incorporating 
lessons learned from past incidents, and communicating and coordinating 
restoration activities with internal and external parties. 
7.5 Conclusion 
The proposed cybersecurity framework addresses many cybersecurity practices that 
were found lacking in most government organizations, or not adequately implemented 
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and enforced. Thus, cybersecurity framework provides guidance for developing and 
implementing cybersecurity practices in several security areas, such as security policy, 
incident management, and cybersecurity awareness and training. The framework’s key 
components and their importance and benefits to the organizations were highlighted. 
The framework also proposed possible security management standards that 
organizations can adapt for effective security management rather than developing and 
implementing them from the scratch. Organizations can use such standards, especially 
the process model of the Deming life cycle for designing, implementing, evaluating, 
and maintaining effective cybersecurity management. Besides, the framework also 
presented the relevant security domains, processes, and controls within the individual 
international standard. 
As Bhutan’s cyberspace constantly evolves, cybersecurity is going to be an integral 
part of ICT development for economic and social progress. While the primary focus 
is still on ICT expansion and adoption to transform government services, cybersecurity 
is likely to become a critical element for determining the success of ICT initiatives. 
Therefore, IT security must be incorporated and addressed from the beginning; Bhutan 
still can do so, as it undertakes major implementation of ICT projects. Without proper 
security planning, organization will become reactionary to protect its information 
systems and networks and managing cybersecurity after the security incidents may not 
be cost effective and efficient.  
The next chapter present conclusions by recapitulating and discussing the research 









The purpose of this study was to explore, analyse and understand the implications of 
cybersecurity in ICT emerging countries. Although ICT emerging countries are 
witnessing transformative growth due to the rapid proliferation of the Internet and ICT 
technologies, they are also experiencing increasing instances of cybercrimes and cyber 
incidents (CERT-In, 2016; Leo Lewis et al., 2016; Marsh & McLennan Companies, 
2017). The analysis and findings of the literature review in Chapter 3 found a 
knowledge gap and lack of understanding of cybersecurity management in Bhutan. It 
has been observed that there are fewer scholarly studies done in developing countries 
let alone in small, landlocked, and least developed countries like Bhutan.  
The objective of this thesis was to investigate cybersecurity in the context of ICT 
emerging countries, primarily to understand how ICT emerging countries, like Bhutan, 
are managing the cybersecurity challenges. The research study was centred on 
Bhutanese government organizations, as they are the main consumer of IT products 
and services, and provider of ICT services to people in Bhutan. It is hoped that the 
outcomes of this research will benefit not only Bhutan, but also similar emerging 
countries, as well as the wider cybersecurity communities. 
This study was conducted using an online survey and face-to-face interviews 
involving 280 survey participants and 16 interviewees. Primary data on the key 
components of cybersecurity, such as cybersecurity risks, effectiveness of 
cybersecurity policies and practices, and perceptions of cybersecurity in the 
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government organizations were collected. The research study also used secondary data 
sources such as government reports, print and social media, to validate and ascertain 
the results of the research study. The combined information obtained from these 
sources was used to answer the following research question: 
How is Bhutan managing cybersecurity challenges due to rapid adoption and use of 
ICTs and the Internet? 
8.2 Key Results and Findings 
It is evident from the survey and interview data analysis that most cybersecurity 
practices, both technical and procedural measures, are lacking and require 
improvement in many government organizations. The findings suggested that the 
current state of cybersecurity is limited, weak and restricted to basic security features 
(e.g., content filtering and antivirus solutions).  Security practices such as security 
policies, risk management, security incident response capability, and awareness and 
training appear to be completely missing and, in some cases, inadequately 
implemented. The following are the key research findings: 
- The evidence from the data suggested that security policy is non-existent in 
many government organizations. This signifies that many government 
organizations have not developed and implemented the security policy 
document that defines the vision and direction for managing cybersecurity. 
This means that they lack clear security goals and objectives, have not 
identified a responsible entity or person to coordinate cybersecurity activities, 
nor do they have security professionals with designated positions to implement 
cybersecurity activities. 
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- Managing cyber risk to devices, information and users is very important in 
cyberspace. However, the evidence from the data suggests that many 
government organizations lack proper risk management processes. Moreover, 
the data suggested that many ICT professionals, forget about the common IT 
users and lack basic knowledge and skills in risk management.  
- Awareness and training is a key component in cybersecurity. The success of 
cybersecurity is ultimately dependent on the behaviour of the people concerned 
with security implementation and users of the information systems. However, 
the evidence from the data suggests that many government organizations have 
not developed and implemented formal cybersecurity awareness and training 
programs. Respondents have suggested that they mostly learn about 
cybersecurity through self-learning online and occasionally attending training 
and seminars provided by the government.  
- Similar to emergency rescue and response team for disaster management, a 
security incident response team is important for handling security breaches. 
Most government organizations lack computer incident response team. 
Majority of survey respondents indicated that many organizations have no 
focal agency, such as a CSIRT, to deal with and address security breaches.    
- The evidence from the data suggested that Bhutan is facing increasing security 
risks such as malware, hacking and identify theft. However, the operational 
measures implemented to contain those threats are inadequate and limited in 
capability. For example, respondents suggested that employees hardly change 
their password.  
- Furthermore, the evidence from the data also suggested that many 
organizations use pirated software and security products instead of genuine 
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ones. Therefore, the operational security implementation appears to be flawed 
from the potential exploitation of already compromised software products.  
8.3 Implications 
This study contributes to both theoretical and practical understanding of cybersecurity 
in the context of ICT emerging countries, especially a small and landlocked country 
like Bhutan.  The outcomes and findings of this research has implications to academia, 
policy makers, security practitioners, professionals, and general ICT users.  
8.3.1 Theoretical Implications 
Theoretically, this research contributed to the existing body of cybersecurity research, 
mainly through filling the knowledge gap in understanding how ICT emerging 
countries are managing cybersecurity problems. The research study has analysed the 
concept of cybersecurity and various approaches adopted by developed countries and 
international organizations to protect and secure cyberspace. Security standards, 
models and frameworks were examined to understand their advantages and 
disadvantages and how could be applied and adopted by different countries. The 
research also analysed how ICT emerging countries have developed and implemented 
cybersecurity policies and practices, and attitudes towards cybersecurity activities. 
The extant studies suggest that the adoption of the Internet and related technologies 
are rapidly growing in ICT emerging countries. For Bhutan, the government has 
recognized the Internet, as a main driver of Bhutan’s socio-economic development 
with huge implication to government organizations, businesses, and individuals. 
However, unlike other countries, Bhutan is at the early stage of ICT development and 
implementation, and therefore has low level of technological development and 
maturity. 
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In addition, the literature suggests that ICT emerging countries face cyber-attacks and 
cybercrimes. As cybersecurity implementation in Asia-Pacific countries are impeded 
because of the digital divide, lack of limited human and financial capacity, and the 
level of importance given to cyber security policy (Pawlak, 2014; Sukma & Soeya, 
2015; Tagert, 2010); cybercriminals and malicious miscreants are targeting the Asia-
Pacific region (Marsh & McLennan Companies, 2017; Ponemon Institute, 2017; 
Symantec, 2013) to disrupt the functioning of the national critical infrastructure or 
steal sensitive and confidential government information.  
The research findings in this study suggest that Bhutan is facing emerging 
cybersecurity risks and threats to its cyberspace, as dependency on ICT and the 
Internet grows across the sectors – government, business, and communities. The 
evidences from this study suggest that Bhutan has been experiencing cyber threats, 
such as hacking, virus attacks, and phishing attacks. The cyber risks to Bhutan is likely 
to grow as it consolidates and mainstreams ICT development into national 
programmes in the future 
Unlike other countries, Bhutan is a developing country whose socio-economic 
development is mainly driven by aids and grants from the donors. Therefore, Bhutan 
faces challenges of limited financial and human resources, and neither has cyber 
strategies, policies nor technical capacities to fight against cybercrimes and cyber-
attacks. 
From a methodological perspective, this research may confirm the appropriateness and 
benefits of using a mixed method approach, instead of using either positivist or 
interpretivist approach to cybersecurity. The sequential mixed-methods employed in 
this research is found to be valuable and effective in examining cybersecurity, and 
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elucidating insights and beliefs of organizations and people through triangulation and 
complementary data sources. 
8.3.2 Practical Implications 
Cybersecurity is critical to socio-economic development and the national security. 
Hence, understanding of cybersecurity at the local, national, and international level is 
essential to effectively secure and protect nation’s critical information assets against 
cyber threats and cybercriminals. In addition, knowledge and understanding of cyber 
problems is required to make informed decisions for national cyber planning and 
judicious investment in ICT development in general and securing the e-government 
initiatives.  
As this research is the first of its kind conducted in Bhutan, it is hoped that the 
outcomes and findings of this study can help policy makers, security practitioners and 
professionals and users as follows:  
- Understanding the state of cybersecurity and the potential cybersecurity risk 
and challenges facing Bhutan and the Bhutanese people. The outcomes 
highlighted in this research could influence the policies and decisions on the 
effective development and implementation of cybersecurity program. 
- Knowing the existence of different cybersecurity approaches, security models 
and frameworks developed and implemented by the developed world, and 
ensuring that they are adopted, adapted and tailor-made to the context of ICT 
emerging countries, depending on the level of technological advancement, 
economic development, and security maturity.  
- Recognizing the importance of the roles of top management and users for 
improving cybersecurity and making cybersecurity program implementation 
successful in government organizations. Success of any program depends on 
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the capability of professionals and users, their attitudes and motivations 
towards the program. Interaction and collaboration among people, and 
interaction with information systems at different levels of society have direct 
consequences on the solutions addressing the cybersecurity problem. 
- Implementing targeted cybersecurity activities based on the top 5 critical 
success factors identified and highlighted in this study. A crucial factor for 
effective cybersecurity is building awareness and providing training and 
education to ICT users, managers and leaders who have essential roles to play 
with respect to their positions. 
- Using the proposed cybersecurity framework as broad guidelines for 
developing and implementing cybersecurity practices and procedures to 
improve a country’s cybersecurity posture. Implementing awareness on 
cybersecurity policies, best practices, and security controls, and making users 
understand their roles and the expectations from management will result in 
strengthening defence on cybersecurity. 
- Furthermore, the study may be used as a benchmark to analyse and compare 
the state of cybersecurity practices in ICT emerging countries, including 
documentation of emerging cyber threats to the information assets and the 
Internet. It could also assist future researchers to further investigate the 
cybersecurity challenges by expanding the case samples and target 
respondents, thereby resulting in further improvement of cybersecurity 
approaches and development of effective management strategies. 
The research study on cybersecurity is significant to Bhutan for multiple reasons: 
- Bhutan embraced the Internet and TV only recently and therefore, Bhutan is at 
the crossroad of transforming the social and economic growth, enhancing good 
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governance and empowering societies through adoption and use ICTs, and has 
a vision to become an ICT enabled knowledge-based society.  
- Bhutan is geo-politically situated between India and China, two powerful IT 
centric economies, where both countries rival for political, economic, military, 
and cyber supremacy in the region. Therefore, as Bhutan cyberspace is directly 
linked to India through the two national fiber gateways, cybersecurity is likely 
to be affected and influenced by cybersecurity strategies and approaches 
pursued by its neighbours.   
- Bhutan has recently transitioned into a constitutional monarchy and 
parliamentary democracy with the election of the first democratic government 
in 2008. Implementing cybersecurity to secure and protect the nation’s 
information assets and critical infrastructure should not be detrimental to the 
fundamental rights to freedom of expression and free speech, and democratic 
values of equal rights as enshrined in Bhutan’s Constitution. 
- Bhutan has limited resources and is currently dependent on foreign aid, whose 
major developmental initiatives are mostly financed by the Government of 
India, and the International Organizations, such as United Nation Development 
Program (UNDP), World Bank, and Asian Development Bank (ADB). 
Therefore, funding for cybersecurity program may be challenged as the 
government may favour and prioritise development of social sector, such as 
health and education. 
- Finally, Bhutan’s holistic development philosophy of Gross National 
Happiness (GNH), which is a measure of the well-being and happiness of its 
people over the materialistic and consumeristic growth may be challenged due 
to misuse of the Internet for committing cybercrimes and cyberattacks. 
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8.4 Strengths and Limitations 
8.4.1 Strengths 
The study’s strength lies in the fact that this research fills the knowledge gap in 
understanding how ICT emerging countries are approaching and managing 
cybersecurity effectively. As no previous scholarly studies related to cybersecurity 
have been undertaken, this research is the first in-depth case study performed in the 
context of Bhutan.  Therefore, it is hoped that the findings and outcomes will have 
value for ICT emerging countries similar to Bhutan.  
The study thoroughly reviewed different approaches to cybersecurity and discussed 
the current international and national best practices and security frameworks that may 
be applied to ICT emerging countries. Based on the findings of the literature review, 
the study explored cybersecurity practices such as security policy, risk management, 
incident response capability, and training and awareness.  
The research study identified key emerging security challenges facing Bhutan and the 
inherent vulnerabilities to cyber-attacks and cybercrimes due to lack of security 
policies, good cyber practices, and limited cyber training and awareness among top 
management and common ICT users. The research also provided insights and 
understanding of cybersecurity perceptions and usage patterns of organizations, as 
well as organizational support to protect and secure ICT systems and infrastructure 
underpinning the Internet.  
Furthermore, the research identified the critical success factors essential for effective 
cybersecurity, and finally proposed a cybersecurity framework, which may be used as 
broad guideline for improving cybersecurity in government organizations. 
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8.4.2 Limitations of the Study 
As limitations are inherent in all research studies, Price and Murnan (2004) suggest 
that it is necessary to report the possible threats that may have affected the findings 
and the quality of the study. Acknowledging such limitations is critical not only to 
help the readers to examine the credibility of the research findings and its applicability, 
but also make them understand the future directions of the study. Thus, the 
interpretation of the results should be mindful of the following limitations: 
1) Sample representativeness – As the survey respondents and interview 
participants were sampled from ICT professionals working in government 
organizations, the sample may not be representative of the general populations 
(Oates, 2006, p.219; Portney & Watkins, 2009, p.326). Thus, the results and 
findings of the study may not necessarily reflect the shared understanding and 
experiences of either IT professionals outside Bhutan or the average Bhutanese 
citzen.  
2) Research biases – To the extent possible, efforts have been made to reduce 
research biases. However, this study recognizes that certain research biases 
may have influenced the results, such as respondent not properly 
understanding the questions, or not providing answers to the questions 
(Jackson, 2009, p. 90). Respondents often provide socially desirable responses 
to project the best image of  even though their experiences of cybersecurity 
may not be positive (Creswell, 2013; Jackson, 2009, p. 391). In addition, even 
though findings have been validated through feedback and obtaining further 
comments and views from the participants, researcher interpretation bias can 
influence findings.  
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3) Choice of Methods – This research study used the survey questionnaire and 
interview as the research tools. While administering the online survey 
questionnaire was easier, faster, and cheaper, the opportunity to correct 
misunderstandings surrounding the survey questions or offer explanations to 
the respondents at the time of the survey is missing with this approach.  
Furthermore, the chosen survey method may have been unsuitable for 
participants who did not have reliable connectivity and access to the Internet.  
8.5 Future Research 
Since this study is the first of its kind related to cybersecurity, there are many 
opportunities for future research on topics of ICT and cybersecurity in Bhutan. The 
study proposes the following future works: 
1) Using larger sample size – As the degree of generalizability of the research 
findings is dependent on the sample size, future studies could extend this 
research to include senior managers and general ICT users both in government 
and non-government organizations, to obtain a deeper understanding of 
cybersecurity behaviours and activities. The cybersecurity situation may be 
different in corporate organizations, especially in banking and financial 
institutions as they deal with financial services and frequently interact with 
customers. They also have financial resources and funding capability to invest 
in security needs. 
2) Using Grounded Theory – This research study used a sequential mixed 
method to explore and investigate cybersecurity challenges and practices in 
Bhutan. Cybersecurity concepts such as policies, incident response 
capabilities, and training and awareness were identified through the literature 
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review and were used as conceptual framework for the study. The research also 
identified, among others, top management support, security infrastructure, and 
security budget as critical success factors for cybersecurity management. It 
would be worthwhile to investigate the influences of such critical factors using 
Grounded Theory approach and test their theoretical relationship to the 
perceived effectiveness of cybersecurity (Kenneth J Knapp, 2005). 
3) Conducting comparative studies - As this research was confined to 
government organizations, it would be worthwhile to extend the research to 
study how non-government organizations and private sector organizations are 
managing cybersecurity vis-a-vis government organizations. Likewise, 
comparative studies could be undertaken to obtain a holistic understanding of 
how ICT emerging countries approaching the development and 
implementation of cybersecurity activities and learn lessons from each other. 
Furthermore, this research study may be extended to assess the applicability 
and effectiveness of the proposed framework to government organizations in 
addressing cybersecurity challenges. 
4) Exploring the cultural dimension – Bhutan is steeped in culture and 
traditions and features prominent hierarchical bureaucratic systems and 
management styles. Political, economic, and social powers come into play 
when the government makes important policy decisions. Therefore, it would 
be worthwhile to explore and analyse how Bhutanese culture at the national 
and organizational level influences the cybersecurity culture and practices, as 
explored by (Alnatheer, 2012). 
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8.6 Conclusion 
This thesis investigated the problem of cybersecurity challenges and practices in ICT 
emerging countries. The key cybersecurity practices such as security policy, risk 
management, training and awareness, and cybersecurity incident response capability 
were explored in the context of Bhutan.  
The research findings showed that Bhutan is vulnerable to cybersecurity risks, such as 
malware, hacking, and social engineering. It showed that government organizations 
lack adequate knowledge and awareness of cybersecurity, cybersecurity policies and 
procedures, technical controls, and suffer from lack of cybersecurity incident response 
capabilities. Also, the research showed the use of pirated software and expired security 
products in many government organizations, which offsets the effectiveness of 
technical measures. Furthermore, it also identified the critical success factors essential 
for cybersecurity management.  
Based on the research findings and analysis, a government cybersecurity framework 
is proposed, highlighting the key areas necessary for improving cybersecurity in 
government organizations.  It also recommended relevant cybersecurity practices, 
security models and frameworks to counter the cyber challenges and enhance the trust 
and confidence in cyberspace. 
As no previous studies on similar topics have been undertaken, the research findings 
and results could influence the policies and decisions on cybersecurity management in 
Bhutan. It is hoped that the contribution of the survey and framework in this thesis 
will benefit government organizations, as well the wider information security 
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10.1 Appendix A: List of G2C Services 
G2C Services 
Judiciary Services (https://www.citizenservices.gov.bt/judiciary-services)  
- Marriage certificate 
- Lost documents 
- Attestation of documents 
- Closing accounts and transfer of shares 
- Name change 
- Single/Marital Status 
- Child adoption 
- Attestation agreement, wills, contracts, and testaments 
- Translation of marriage 
- Child travel documents 
- Organ transplant 
Education Services (https://www.citizenservices.gov.bt/education-services)   
1. Department of Adult and Higher Education (DAHE) 
a. Application for Scholarship 
b. DAHE Scholarship Student’s Joining Report 
c. Application for Student Loan Scheme for Tertiary Education 
d. Application for New BSA 
e. View Scholarship Application Details 
f. Students Studying Outside Bhutan and BSA Registration 
2. Bhutan Council for School Examinations and Assessment (BCSEA) 
a. Issue of Duplicate Examination Documents 
b. Clerical Re-Check of Papers 
c. View Results 
d. Issue of Replacement Documents 
e. Issue of English Language Proficiency Certificate 
f. Track Application Status 
g. Charge Calculator 
Business Services (https://www.citizenservices.gov.bt/moea-services)  
1. Cottage and Small Industry Services 
a. Application for Cottage and Small-Scale Industry License 
b. Application for Renewable of Cottage and Small-Scale Industry 
License 
c. Application for Duplicate Cottage and Small-Scale Industry License 
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d. Application for Cancellation of Cottage and Small-Scale Industry 
License 
e. Application for Cottage and Small-Scale Industry License (EC 
Delegated to RTIO) 
f. Application for Change of Cottage – Small Scale Industry License 
2. Trade Services 
a. Application for Micro Trade Registration Certificate 
b. Application for Renewable of Micro Trade Registration Certificate 
c. Application for Wholesale Trade License 
d. Application for Duplicate Trade License 
e. Application for Cancellation of Trade License 
f. Application for Retail Trade License 
g. Application for Renewable of Retail Trade License 
h. Application for Import House Registration 
i. Application for Hard Currency 
j. Application for Change of License Details 
3. Industry Services (Medium, Large, FDI) 
a. Application for FDI Project Registration and Final Approval 
b. Application for Domestic Project Approval 
c. Application for Industry License 
d. Application for Renewable of Industry License 
e. Application for Cancellation of Industry License 
f. Application for Change of Industry License 
g. Application for Duplicate Industry License 
h. Application for Environment Clearance 
i. Application for Renewable of Environment Clearance 
Drug Regulatory Authority Services (https://www.citizenservices.gov.bt/dra-
services)  
- Application for Competent Person Registration 
- Application for Competent Person Renewable 
- Application for Import Authorization 
- Application for Technical Authorization 
- Application for Technical Authorization Renewable 
- Change of Technical Authorization Details 
National Housing Development Corporation ( 
https://www.citizenservices.gov.bt/nhdcl)  
- Housing Application 
- Maintenance Application 
- View Housing Application Status 
Thimphu Municipal Corporation (https://www.citizenservices.gov.bt/tt/)  
- Occupancy Certificate 
- Sewer Network Service 
- Water Supply Service 
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- Vacuume Tanker Service 
Gelephu Municipal Corporation (https://www.citizenservices.gov.bt/gt/)  
- Occupancy Certificate 
- Sewer Network Service 
- Water Supply Service 
- Vacuume Tanker Service 
Samdrupjongkhar Municipal Corporation (https://www.citizenservices.gov.bt/st/)  
- Occupancy Certificate 
- Sewer Network Service 
- Water Supply Service 
- Vacuume Tanker Service 
Phuntsholing Municipal Corporation (https://www.citizenservices.gov.bt/pt/)  
- Occupancy Certificate 
- Sewer Network Service 
- Water Supply Service 
- Vacuume Tanker Service 
G2C Mobile Services (Android and Apple Platforms) 
- Bhutan Road Safety 
- Dial for Blood 
- Doctor’s Appointment 
- Dzongkha Competency Test 
- Dzongkha Dictionary 
- Dzongkha for Kids 
- Druk Namshay 
- Electrol App 
- mPower Youth 
- POL mCoupon 
- RNR Market Info 
- Quit Addiction 
- Thromde Service Plus 
- Tax Info 
- Thromde Space Booking 
Other Services: 
- Citizen Details – household number, thram number, village details, etc 
- Security Clearance for jobs, school admission, passport, etc. 
- Audit Clearance for promotion, travel, long term studies, resignation, etc 
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10.2 Appendix B: Letter of Request to MoIC 
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10.3 Appendix C: Letter of Approval from MoIC 
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10.5 Appendix E: Survey Questionnaire 
SURVEY QUESTIONNAIRE 
Information about survey 
The survey questions cover a range of cybersecurity topics that are of importance and 
concern to IT and security administrators.  Your response to the questions will not only 
help us to understand the cybersecurity practices to safeguard and protect information 
systems, networks and computers from potential cyber threats and cyber cybercrimes, 
but also help address challenges and issues facing your organisation. It will also help us 
in understanding your organisation’s priorities to improve cybersecurity in future. 
Purpose of the study 
To investigate the current state of cybersecurity in government organisations in Bhutan. 
Benefits of the Study 
In general, the study will benefit the organisations and users by: 
1) Providing insights and findings about the state of cybersecurity in government
organisations in Bhutan. 
2) Enhancing knowledge and understanding of cyber readiness of the nation vis-
à-vis development of cybersecurity in developed countries. 
3) Emphasising the importance of national response capability and the roles of
incident response team in the containment and recovery of ICT systems and 
networks from cyber-attacks. 
4) Raising awareness of senior managers and users in government organisations
about cybersecurity challenges and risks due to cybercrimes and cyber threats. 
Voluntary Participation and Withdrawal from the Study 
Your participation in this research is entirely voluntary and you can decide not to 
participate simply by not completing the on-line survey. By following the link and 
completing the survey, you will be consenting to the use of your data in this research 
project. 
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The details of this study is provided in the information letter. To read the information 
letter click here  
Confidentiality, Privacy and Possible Risks 
All information is treated as confidential and no names or other details that might 
identify you will be used in any publication arising from the research. The data obtained 
in this survey will be securely stored and maintained in a password protected computer 
of the investigator. Further, there are no specific risks anticipated with participation in 
this study. 
Participant Consent 
I have read the information letter about the nature and scope of this survey. I have had 
the opportunity to ask questions about it and any questions that I have asked have been 
answered to my satisfaction. I know that I can choose not to answer any question, or 
stop at any time without needing to give a reason.  
I agree that by submitting the survey I give my consent for the results to be used in the 
research and I acknowledge that once my survey has been submitted it may not be 
possible to withdraw my data. I am aware that this survey is anonymous and no personal 
details are being collected or used.  
I understand that the findings of this study may be published and that no information 
which can specifically identify me will be published. 
By clicking next, you consent that you are willing to answer the questions in this survey. 
Contact 
If you have any questions or comments about this research please feel free to contact 
myself (+61 0452 509 677, mail2pemac@gmail.com) or my supervisor, Associate 
Professor Lance Fung, on ph. +61 8 9360 7586. My supervisor and I will be happy to 
discuss any concerns you may have about this study.  
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☐ 45 and over
☐ 35-44
☐ 25-34













☐ Electronics and Communications
☐ Electrical Engineering
Other (please specify): Click here to enter text.
5. Employees in your organization
☐ Less than 100
☐ Between 100 and 200
☐ More than 200
6. Your current job functions
☐ Network/system administrator
☐ Application/database administrator
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Other (please specify): Click here to enter text.
7. Work experience (years)
☐ Less than 5
☐ Between 5 and 10
☐ More than 10
Part II: Cybersecurity Practices and Issues 
8. Does your organisation have a cybersecurity policy?
☐ Yes
☐ No
☐ Do not know
9. Cybersecurity policy is essential for your organization? Please select all
that apply.
☐ To define job functions, roles and responsibilities
☐ To document security practices and processes
☐ To prevent security breaches from external sources
☐ To improve business practices
☐ To meet auditing requirements
☐ To meet legislative requirements
☐ To protect company’s image and promote confidence
☐ To prevent security breaches from internal sources
☐ Do not know
Other (please specify): Click here to enter text.




☐ Do not know
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11. Does your organization have an IT risk management program? 
☐  Yes 
☐  No 
☐  Do not know 
12. How do you assess risk in your organization? Please select all that apply. 
☐  Input from peers 
☐  Penetration testing 
☐  Internal audit 
☐  External risk analysis 
☐  Do not know 
Other (please specify): Click here to enter text. 
13. Which of the following does your organisation view as the top three 
threats relating to IT systems? 
☐ Operational risk associated with environmental problems (e.g., power failure) 
or natural disasters (e.g., earthquakes) 
☐ Cyber risk of hackers penetrating systems for the purpose of account 
manipulation, website defacement or data destruction 
☐  Cyber risk of nation states penetrating systems for the purpose of espionage 
☐  Insider risk of employees or other authorised users abusing their authorised 
access by manipulating the system 
Other (please specify): Click here to enter text. 
14. What do you consider to be the greatest security risk? Please select all that 
apply. 
☐  Insider attacks 
☐  Hacker attempts 
☐  Malware 
☐ Internet downloads 
☐  Wrong configurations 
☐  Uncontrolled portable devices 
Other (please specify): Click here to enter text.  
15. Which security breach have you suffered in the last 12 months? Please 
select all that apply. 





☐ Denial of service
☐ Lost hardware
Other (please specify): Click here to enter text.
16. What losses have been caused due to cybercrime and cyberattacks? Please
select all that apply. 
☐ Online fraud
☐ Identity theft
☐ Intellectual property theft
☐ Espionage
☐ Financial fraud
☐ Denial of service
Other (please specify): Click here to enter text.
17. What drives spending on security initiatives? Please select all that apply.
☐ Security breaches from external sources
☐ Improved business practices
☐ Auditing regulations
☐ Legislative regulations
☐ Protection of brand or image
☐ Security breaches from internal sources
☐ Do not know
Other (please specify): Click here to enter text.
18. Do you include the purchase and maintenance of security equipment and
software as part of your ongoing development budget? 
☐ Yes
☐ No
☐ Do not know
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☐ 31-50%
☐ More than 50%
☐ Do not know
20. Does senior management (e.g., Director) provide enough support for
cybersecurity program and activities? 
☐ Yes
☐ No
☐ Do not know
Other (please specify): Click here to enter text.
21. What training does your organization provide to create awareness and
impart security knowledge and skills? Please select all that apply. 
☐ Vendor/product training
☐ Institutionally provided training
☐ Ethical hacking and penetration testing
☐ Conference and seminars
☐ No specific training or just learn on the job
☐ Do not know
Other (please specify): Click here to enter text.




☐ Do not know
Other (please specify): Click here to enter text.
23. When it comes to standards and guidelines, which national or
international standards you know about? Please select all that apply. 




☐ Standard of Good Practice for Information Security
☐ Information Assurance for Small and Medium Enterprises
☐ Do not know
Other (please specify): Click here to enter text.
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24. Which of these techniques are deployed on your network? Please select all
that apply. 
☐ Stateful packet filtering firewall
☐ Application proxy firewall
☐ Router access control lists
☐ IPSec VPN gateway
☐ SSL VPN gateway
☐ Intrusion detection system
☐ Network intrusion prevention system
☐ Network behaviour anomaly detection
☐ Anti-virus
☐ Content filtering
☐ Do not know
Other (please specify): Click here to enter text.
25. How does your organization prevent employees’ misuse of the web and
social networking sites? Please select all that apply. 
☐ Access to the internet and social sites are restricted based on access permission
☐ Access to inappropriate websites and contents are blocked using content
filtering
☐ Access to social and networking sites (e.g., Facebook) are blocked during office
hours
☐ Employees online presence are monitored and logged
☐ Do not know
Other (please specify): Click here to enter text.
26. How does your organization minimize the risk associated with mobile
devices (e.g., smartphones)? Please select all that apply. 
☐ Have policy for use of mobile devices
☐ Enforce requirements for device authentication and encryption
☐ Allow only devices which belong to organization
☐ Remote connection is forbidden to connect to organization’s network
☐ Employees are trained and oriented on the risk of using mobile devices
☐ Do not know
Other (please specify): Click here to enter text.
27. Which steps does your organization use to secure wireless
communication? Please select all that apply. 
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☐We do not allow wireless on our network
☐WEP
☐ WPA
☐ MAC address filtering
☐ VPN between client and gateway
☐ Passive wireless monitoring for rogue access points
☐ Do not know
Other (please specify): Click here to enter text.
28. Which methods do you use to protect desktops? Please select all that
apply. 
☐ Manually apply patches
☐ Automatically apply patches using Microsoft’s Automatic Update
☐ Anti-virus software
☐ Desktop firewalls
☐ Host intrusion prevention
☐ Desktop anti-spam
☐ Strong authentication such as tokens or biometrics
☐ Do not know
Other (please specify): Click here to enter text.
29. How often do employees have to change their password?
☐ Every month
☐ Every three months
☐ Never
☐ Do not know
Other (please specify): Click here to enter text.
30. Does your organization have computer incident response team (CSIRT)?
☐ Yes
☐ No
☐ Do not know
Other (please specify): Click here to enter text.
31. What does your organization do in case of cyber attack detection? Pick all
that apply. 
☐ Contact law enforcement
☐ Contact CSIRT (either ad-hoc team or formalised)
☐ Run an internal investigation
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☐ Do not know
Other (please specify): Click here to enter text.
32. Do you have processes and resources to respond to cybersecurity
incidents? 
☐ We have internal resources to respond to incidents
☐ We rely on external resources to respond to incidents
☐ Do not know
Other (please specify): Click here to enter text.
33. What kind of software products does your organization mostly use?
☐ Original equipment manufacturer (OEM) version
☐ Pirated software products
☐ Do not know
Other (please specify): Click here to enter text.
34. Rank the following information security issues (1=most important and
10=least important)? 
☐ Top management support
☐ User awareness training and education
☐ Malware
☐ Patch management
☐ Vulnerability and risk management
☐ Organizational culture
☐ Policy related issues
☐ Access control and identity management
☐ Internal threats
☐ Business continuity and disaster preparation
35. What would help to improve the level of security in the organization?
Please select all that apply. 
☐ Larger budget for security
☐ More human resources
☐ Strong management support
☐ More awareness and training on security
Other (please specify): Click here to enter text.
36. Please list 3 of the greatest threats to information resources in your
organization. 
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37. Who do you perceive as being responsible for security in your organization?
38. Please list issues that you feel are inhibiting security effectiveness in your
organization? 
Please list things that you think would be success factors for effective implementation 
of cybersecurity. 
Part III: Cybersecurity Perceptions 
The following statements ask you to indicate, in the scale of 1 to 5 (where 1 = 
strongly disagree (SD), 2 = disagree (D), 3 = neutral (N), 4 = agree (A), 5 = 
strongly agree SA)), how effective or how well each cybersecurity/security 
measure is implemented in your organisation.  
39. Security Policy and Governance
39.1. Security policy is well documented and established 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
39.2. Roles and responsibilities for information security are clearly defined. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
39.3. Legal and regulatory requirements regarding cybersecurity including 
privacy are understood and managed. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
39.4. Third party (outsider) access to our information systems requires approval 
by a senior manager. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
39.5. A Director or equivalent member of our staff has responsibility for 
cybersecurity. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
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40. Risk Processes and Management
40.1. Risk management process are established, managed and agreed by 
organizational stakeholders. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
40.2. Threats, both internal and external, are identified and documented for risk 
analysis. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
40.3. Organizational risk tolerance is determined and clearly expressed. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
40.4. Identified risks are mitigated, reassessed and reviewed from time to time. 
- Stronlgy Disagree Disagree Neutral Agree
Strongly Agree
41. Access Controls
41.1. Identities and credentials are managed for authorised devices and users. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
41.2. Access permissions are managed, incorporating the principles of least 
privilege and separation of duties. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
41.3. Network integrity is protected, incorporating network separation where 
appropriate. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
41.4. Remote access to the network and systems is managed and controlled. 
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Stronlgy Disagree Disagree Neutral Agree Strongly Agree
41.5. Physical access to assets is managed and prioritized. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
41.6. Firewall and router gateways are securely implemented. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
42. Awareness and Training
42.1. All users are informed and trained on cybersecurity policies and 
countermeasures. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
42.2. Privileged users understand their roles and responsibilities. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
42.3. Employees are aware that security incidents must be reported to 
management immediately. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
42.4. Employees have been trained to secure their computers at all ties, when 
moving away from their work stations. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
42.5. There is a formal disciplinary process for employees who have violated our 
security policies and process. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
43. System Development Life Cycle
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43.1. System development life cycle (SDLC) to manage information systems 
implemented. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
43.2. There are written procedures for defining software requirements and 
criteria, and users are engaged in the requirement definition process and 
sign-off. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
43.3. There are written procedures for regular users reviews of software systems 
under development, and changes recommended. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
43.4. Formalized procedures for testing information systems exist before full 
deployment. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
44. Incident Response Management
44.1. Appropriate incident handling capability team (e.g., CSIRT) is constituted 
and implemented. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
44.2. Response processes and procedures are executed and maintained, to ensure 
timely response to detect cybersecurity events. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
44.3. Response activities are coordinated with internal and external stakeholders, 
as appropriate, to include external support from law enforcement agencies. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
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44.4. Activities are performed to prevent expansion of an event, mitigate its 
effects, and eradicate the incident. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
44.5. Organizational response activities are improved by incorporating lessons 
learned from current and previous response activities. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
45. Communication and Operations Management
45.1. Backup and recovery process to maintain the integrity and availability of 
essential information processing and communication services is 
implemented. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
45.2. Maintenance and repair of organizational assets is performed and logged in 
a timely manner with approved and controlled tools. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
45.3. Remote maintenance of organizational assets is approved, logged and 
performed in a manner that prevents unauthorized access. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
45.4. Configuration change control processes are in place. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
45.5. Data is removed from devices (e.g., hard disk and memory sticks) and 
destroyed according to policy. 
Stronlgy Disagree Disagree Neutral Agree Strongly Agree
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46. Would you be available to participate for either face-to-face interview or







10.6 Appendix F: Interview Questions 
INTERVIEW QUESTIONS 
Information about Interview 
This survey is intended to assess the current state of cybersecurity in government 
organisation in Bhutan. The interview questions solicit information and 
knowledge with regard to: 1) cybersecurity policy, standards and practices 
implemented or established, 2) cybersecurity breaches and its impacts to the 
organisation, 3) incident handling and response capability team including 
understanding of processes and procedures, 4) cybersecurity awareness of senior 
management and employees, 5) factors or barriers affecting the effective 
implementation of cybersecurity programs, and plans and priorities to improve 
organisational security posture in future. 
Privacy and Confidentiality 
Interviews will be conducted face to face and tape/audio recorded for further 
transcription and analysis. Data obtained from the interview will be strictly 
maintained confidential in a secure and password protected files. Further, no 
individual persons or individual organizations will be identified or traceable from 
the results. The data and the resulting findings from the interview will be 
published in thesis and articles only as an aggregate information.  
Interview Length 
The interview will take about 25-30 minutes. 
Contact: For any information, comments or suggestions related to this interview, 
you may contact Pema Choejey at his email address mail2pemac@gmail.com, 
School of Engineering and IT, Murdoch University.  
Interview Questions 
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1) General Information
- What is your role in the organization?
- How long have you been working?
- How many employees?
2) Cybersecurity related policies
- Have your organization implemented any security policy?
- How important is/will the cybersecurity policy be to support cybersecurity
management in your organisation?
- 
3) Risk management practices
- What information assets/systems does your organization have?
- What are the cyber risks or threats to the information assets?
- How do you assess risk to information assets?
- What security controls have you implemented to protect them?
- 
4) Organizational structure and management support
- What kind of organisational structure do you have for the management of
ICT systems and networks including security?
- How important is the executive management support for cybersecurity?
- How much resources are provided/committed to effectively implement
cybersecurity programs?
- 
5) Cybersecurity awareness and training activities
- What sort of cybersecurity training and awareness activities are being
provided in your organisation?
- Do you have security professionals with required skills and knowledge to
manage security problems and issues in your organisation?
- What is the level of cybersecurity awareness among senior management
and employees?
- How important is the awareness and training programs to improve
cybersecurity?
- 
6) Cybersecurity breaches and threats facing Bhutan
- What are common cybersecurity risks to Bhutan?
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- How have security breaches impacted your organisation?
- 
7) Cybersecurity incident response team
- Do you have any incident response team?
- What is the level of collaboration within and outside the organisation?
- How important is the computer security incident response team to improve
cybersecurity?
- Who should lead the CSIRT activities?
- 
8) Cybersecurity measures and controls
- What security measures are implemented to protect wireless networks and
portable devices such as laptops and smartphones?
- How often do you update operating systems, anti-virus signatures and
other security updates?
- Do you perform networking monitoring, system logging, user access or
identity management and data back-ups?
- 
9) Cybersecurity initiatives of organization
- What cybersecurity initiatives would you like to implement to improve
cybersecurity management?
- 
10) Critical success factors for cybersecurity
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